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MPLEMENTATION A'%

Foundation Building — 2013 to Today {

v Enterprise Information Security and Risk Management (EISRM)
v Enterprise Risk Management

v'Human Capital Plan

v'Enhanced Decision Intelligence

v'Business Solutions Project



| | IMPLEMENTATION A2
Current Operating Environment |y

v'Legacy IT Architecture
v'Cybersecurity Threats

v Legislative Mandate

v’ Increased Audit Activity
v'"Moderate Economic Growth

v'Focus on Retirement Readiness and Outcomes
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iJMPLEMEN'TA TION A |

Inputs into Strategic Plan

Performance
Measures

Current Contract

: ) Current Portfolios & Projects
Environment Actions

Executive Leadership (ELC),

Enterprise Prior .Str.ategic Deputies (DLC) and Strategy
Initiatives

Consultants

Risks \




VWE HELP PEOPLE RETIRE WITH DIGNITY

MISSION

We administer the TSP solely in the
interest of Participants and Beneficiaries.

OUR

VISION

We achieve flawless operations. We make FRTIB a great place to
Work; C”'ICI d plCICE' Where grec:l‘ W':'rk

We help participants make gets done.

smart choices.

- . We create excellent relationships with
We spend participant money wisely. ToD shaloshusl e

QUR

CORE VALUES

PARTICIPANT-FOCUSED INTEGRITY COLLABORATION

We are passionate about delivering

We are trustworthy and valus We value diversity and reapect sach

services that improve financial individual and arganizational honests, other's ideas and contributions.
wileommes lor parlivipants. consisteney, and credibilily.
Wo encourage opun, cancdid diadogue

W liston, respeet, and carofully We ensure the seourity and financial and faster relationships based on trust

consider the needs of participants in integritv of the Thrift Savings Fund. and shared abjectives.
all we do. —
We operate with independence We build partnerships to achizve

W value the interest of parboipants and acl ethivally bo carmy oul our groater outeomes than we ecould alone,

ahove those nf all athers, fiduciary responsihility.
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Strategic Goals

2021

Participant

People PI’OCeSS

Infrastructure

2017



Executing Strategy — Strategic Initiatives

Cybersecurity
e |dentify, contain and remediate

Blended Retirement
* Implement before January 1, 2018

Target IT Architecture
 Replace legacy hardware and software
* Integrated, secure and scalable
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Executing Strateqy

Improved Controls & Audit Findings Remediation
 Build capacity for audit response
e Speed remediation of findings

Financial Systems Modernization (FSM)
* |nvestment operations
e Multi-Manager
 Direct Custodial Relationship
e Implementing an ERP solution — phased multi-year approach



Executing Strategy

Great Place to Work
o Staff development
e Skills mix

TSP 3D
 Dialogue
e Delivery
e Data

10
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Agency Priorities

Flawless operation of our steady state is always our #1 priority

The prioritization of all other activities is based on the following criteria:

 Risk... mitigation of high risk items

e Mandated ... required by law

* Public Commitment. .. strategic imperative

 Industry Benchmark. .. close any gap in performance
 Service Enhancement. .. improvements and efficiencies
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ICAM
Password Reset
Data Loss Prevention

Core Firewall Replacement

Implement Mainframe Auditing Software
Implement EndPoint Management Tool
Enterprise Services Bus/SOA Infrastructure
Network Segmentation

ICAM - Security

Restructure Disaster Recover
Virtualization

Security Compliance Vulnerability Mgmt
Change & Release Management for IT Systems (TAP)
Regression Testing (TAP)

Cloud Integration (TAP)

SOA Foundation (TAP)

Application Functionality Services (TAP)

Data Services (TAP)
Presentation Services (TAP)

Enablement Services

2016

02/16 - 01/17
04/04 - 01/20

07/01-06/01

4 02/11 - 04/09

4 03/07 - 12/02
S 03/14 - 12/09
4 05/16 - 10/27
4 0/26 - 02/01

S ——— /01 -12/01
—— (/01 -10/01
S 0 /01 - 07/01
S ——— /01 - 12/01

A 02/29 - 12/25

4 03/28 - 11/13

A 0/01 - 04/01
< —— /01 -12/01
< ——— /01 -12/01

————_—_—_—" 01/01 - 12/01
S 10/01 - 08/01
EE————_a_" 01 /01 - 12/01

DSUB (TAP) 4 03/01 - 09/30
4 06/03 - 09/30
4 10/01-12/30

) 10/01 - 05/30
<) 0 01 - 12/31

IVR Server Modernization
Document Repository (TAP)

Security Functions for IAD
TESS 2.0 Planned Acquisitions

FRTIB Policies & Procedures (No dates) § 01/02

Y 05/16-10/28
QY 04/25 -11/10
S 07/11-12/23
QY 07/11-10/14
S 03/22-12/09
QY 09/26-01/09
< —y 11/09 - 10/21
< —y 11/09 - 10/21

Computer Access & Security Controls
Participant Support/Call Center Operations
System Enhancement & Software Change Control ’

Lockbox Operations

Omni Application

AUDITS

Cybersecurity Incident/Breach Response
CLA: Mid-Year Review & Year End Audit

Financial Statement Audits

FSM - Investment Ops System Upgrade)

Emmmmmm—  05/04 - 01/04
Y 10 04 - 10/03
Sy 11/05-08/14

FSM — ERP Phase 1 CORE
FSM — ERP Phase 2 Enhanced
FSM —ERP Phase 3 Fully Integrated

sy 01/04.-01/15

Workforce Development & Training E———— 001 -12/31
EMNS —— /02 - 02/28

Yy 01/27 - 12/01

CEE——————i————— 1001 -17[31

Sy 115 - 10/26
EEEEEEEEEEEEEEEEEEEEEEE—— 06[29-10/11
. 001 - 12/09
Enterprise Data Strategy (No dates) . 10/01 1 2

_ 04/22-01/31

Blended Retirement

Physical Security Improvements
Change Management Implementation (No end date) ‘ 11/02
Electronic Records Management (ERMS)
Beneficiary Designation TSP-3

ExPRESS Procurement

Disbursement Security

TSP Web Redesign



Current Agency Roadmap

ICAM
Password Reset

Data Loss Prevention N e a r Te r m

Core Firewall Replacement

.
Implement Mainframe Auditing Software Cy b e rS e C u r I ty/ I n fra St r u Ct u re
Implement EndPoint Management Tool .
Enterprise Services Bus/SOA Infrastructure F I Xe S
Network Segmentation
ICAM - Security
Restructure Disaster Recover

Virtualization

Security Compliance Vulnerability Mgmt

Change & Release Management for IT Systems (TAP)
Regression Testing (TAP)

Cloud Integration (TAP)

SOA Foundation (TAP)

Application Functionality Services (TAP)

oata senvices (147 Build Target Architecture

Presentation Services (TAP)
Enablement Services

DSUB (TAP)

IVR Server Modernization
Document Repository (TAP)

Security Functions for IAD

FRTIB Policies & Procedures (No dates)

Computer Access & Security Controls
Participant Support/Call Center Operations
System Enhancement & Software Change Control

Lockbox Operations AUdit RemEdiation

Omni Application

AUDITS

Cybersecurity Incident/Breach Response
CLA: Mid-Year Review & Year End Audit

Financial Statement Audits
FSM - Investment Ops System Upgrade)

FSM — ERP Phase 1 CORE
FSM — ERP Phase 2 Enhanced
FSM —ERP Phase 3 Fully Integrated

Blended Retirement

o

s 0001 IIVESTMENt Ops Multi-manager/Custodial

06/01/20-11/01/21 S ———————————————
FSM 02/01/21-10/01/22 ~
07/01/21-08/01/23 _

01/04-01/15

Workforce Development & Training

EMNS

Physical Security Improvements 01/27-12/01
Change Management Implementation (No end date) ‘ 11/02

Electronic Records Management (ERMS)

Beneficiary Designation TSP-3 12/15-10/26
EXPRESS Procurement EEEEES——_—_—__

Disbursement Security 02/01-12/09
Enterprise Data Strategy (No dates)

TSP Web Redesign

04/01-12/31

EMNS |
Records Management a1 ————————

ExPRESS

1/1/21-5/1/21

$ 10/01

04/22-01/31 13



QOur Focus for the Next Three Years

Foundational and Mandates
 Maintain steady state

e Harden our cybersecurity posture
 Build new target IT architecture

e Remediate audit findings

* Implement Blended Retirement

 |Implement investment operations

14



Qur Focus in the “Out” Years

Enhancements and other initiatives

Implement enterprise resource planning system

Implement the elements of the Great Place to Work portfolio that had
IT implications

TSP 3D - Enhancing the participant experience
ExXPRESS

15



(INPLEMENTATION "

Questions
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