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Scoping

		Year		Audit		Old Scope		Tentative Scope		Map to Strategic Goals

		2023		Special Project: Program Office File Review		N/A		Continue Office File Reviews: OCFO, OPS, OPR, OTS, ORM.		Goal C: Function as a higher performing agency
Objective C4: Ensure that technology available to staff helps them be more effective and efficient

		2023		TSP Fraud Risk Oversight		N/A		 Agency monitoring and reporting of AFS's fraud processes, cases, etc. 		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		Insider Threat Part 2		Test of Effectiveness of internal controls.  Assuming that Test of Design passed in 2021.		Test of Effectiveness of internal controls.  Test of design of controls passed in 2021.  Establish testing protocol to ensure controls are working as intended.		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		TSP Death Benefits		N/A		Review processes and controls for issuing death benefits.  With focus on issues from Converge such as but not limited to retrieval of data.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		Monitoring of Converge (QASP Review)		Testing would be a subset of the implementation of converge.  Areas of testing would be on KPIs, Performance Management Plans, Implementation of Project Plans.   Focus would be on Tests of Design.		Focus on QASP procedures.  Areas of testing would be on KPIs, Performance Management Plans, Implementation of Project Plans.   Technical Government Leads, GMTs - roles and responsibilities		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		FSM: PRISM/Oracle		Testing PRISM for e-Travel and Accounts Payable under new system.  (Oracle Financials)		Oracle financials: processes, procedures, and controls. Ensure controls are operating effectively and efficiently.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		Records Management		Potential areas of testing: Annual Inventory, NARA Annual Self-Assessment, Records Management Training,  Implementation of File Plan.		Potential areas of testing: Annual Inventory, NARA Annual Self-Assessment, Records Management Training,  Implementation of File Plan.		Goal C: Function as a higher performing agency
Objective C4: Ensure that technology available to staff helps them be more effective and efficient

		2023		3rd Party Risk Management (Interagency Agreements)		Testing would focus on the Memorandum of Understanding FRTIB would have with Dept. of Education for new system used to help with comprehensive management of vendors and vendor performance.		Testing would focus on the Memorandum of Understanding FRTIB would have with Dept. of Education and DOJ (for SOC), for new system used to help with comprehensive management of vendors and vendor performance.  Would include other IAAs.  Would request listing of all IAAs and select sample.		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		E-Travel ORM		Testing operational model after implementation of Converge.  OERM and OEP merging into Office of Planning and Risk.  		Focus on E-Travel, processes, procedures, and controls.  Ensure controls are operating effectively and efficiently		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		Improper Payments		Testing to determine if payments should have been made and if they were the right amounts (ex: duplicate payments, ineligible recipients, etc.).  Improper Payment Act would guide the audit.		Review risk assessment OPR is performing.  Test population if available.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability





Brainstorming 2023

		#		Source		Potential Audit Area		Yes/No/Maybe For 2023		Notes (why we may or may not want to test it, basics on what to test)		Potential Issue with testing area		Notes to follow up on

				ERM Board Presentation, slide 6 medium high risk		Human Capital Management		Maybe		ERM increased the risk this year. Related to acquiring people.
Operational model that converge will bring.		What would scope be?		If we decide on this area would need to meet with ERM to get more background.  
OERM and OEP will become Office of Planning and Risk
Looking for branch chief, could be a 2023 item

				ERM Board Presentation, slide 7 medium high risk		TSP Fraud		Maybe		This may be an area best tested by another group.				Review work perfomed by OERMs fraud group.

				ERM Board Presentation, slide 8  medium risk		Records Retention		Maybe		Area has never been tested.  Typical Internal audit topic

				Prior audit		Vendor Management & Contract Closeout		Maybe		If not performed in 2022. See Vendor Mgmt Analysis tab.  

				Team Discussion		3rd Party Risk Management		Maybe		This is considered the 2nd line of defense - Auditing the governance process over vendors - OERM.  What/How monitoring of vendors occurs?How is material for Board presentations assimulated - what type of monitoring occurs
Maybe look at interagency agreements.  Low risk.				OERM does some tracking.  Working on getting system in place from DOE that would do more comprehensive management.  MOU will be used.

				Team Discussion		New system -Oracle Federal Financials (OFF): October 21, 2021 – October 27, 2021		Maybe		Would be covered by CLA audit - not applicable for Internal Audit.  However we could audit the FSM operations side/process side		none - this would make sense.  FSM would be up and running.  Could look at payables/receivables/asset management in new system

				Team Discussion		New system -PRISM: December 9, 2021 – December 17, 2021		Maybe		Impacts contracting./ Implementation 

				Team Discussion		New system - e-Travel (E2): January 4, 2022 – January 17, 2022		Maybe		New system coming online - good to test in 2023.  Similar to Travel card audit

				Team Discussion		Contract Clause Audit (cyber security)		Maybe		Sample of contracts and trace to see documentation for clauses.  Could be in 2022 or 2023

				Team Discussion		Planning and Risk Program Office				This is going to be a new program office a combination of the risk piece of OERM and OEP.  Currently hiring for a branch chief now - office will be up and running in 2022 - look at process/procedures/something along those lines…

				Team Discussion		daily operations payables/received

				Team Discussion		Insider Threat Part 2		Maybe		Would be test of results.  Either late 2022 or early 2023.

				Program Office Suggestion		FSM: PRISM/e-Travel (E2)/Accounts Payable (OFF - Ledger)		Maybe		Timing of transisiton from contracting system to PRISM will be January.  Oracle Financials (OFF)

				Tee 		2023 January converge transition				Subset of implementation of converge, kpi, perform mgm plan, implement of project plan, focus on TOD

Monitoring of QSAP, 

						Time and Attendance







• Objective:
• Evaluate the decommissioning of legacy assets process as it relates to the contract 

and data centers
• Identify weaknesses found during testing of critical controls

• Scope: 
• The scope period was June 1, 2022 through December 31, 2022

• Findings:
• OTS’ established strategy and processes were not consistently implemented 

resulting in instances where the risk of sensitive data becoming lost, stolen, or 
otherwise released prior to their donation to the General Services Administration 
(GSA) was not appropriately reduced.  

• Additionally, there was not an established methodology to test to ensure everything 
was captured from a documentation standpoint.

Decommissioning of Legacy Assets Audit
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• Timing:
• OTS: Meeting was conducted on January 27, 2023

• Objective:
• To provide a preliminary review of OTS compliance with Office File Plan

• Observations:
• IA provided preliminary observations to OTS to assist in the development of their 

Office File Plan and organization of digital files.

OTS Shared Drive Preliminary Review Results
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• The objective of the Internal Audit Division (IA) is to safeguard the Federal Retirement 
Thrift Investment Board (FRTIB)/Agency assets and data, and to improve the FRTIB's 
operations through examination and evaluation of FRTIB's risk management, internal 
controls, and business governance processes.

• IA’s work is governed by a Charter approved by the Board routinely.
• When processes have changed or have been outsourced, IA evaluates the impact of 

these changes on the agency's systems and controls. This includes assessing the 
effectiveness of managed services oversight in the case of outsourced vendors, or new 
processes, as well as the reliability and accuracy of the information generated. 

Highlights from Internal Audit Strategic Plan
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• For development of the Annual Audit plan, IA considers internal and external sources as 
well as conducting a risk assessment.

• Internal resources include, but not limited to; OPR’s enterprise risk assessment, meeting 
routinely with the Chief Risk Officer and understanding the internal control structure.

• External resources include EBSA’s annual audit plan, the external auditor’s work (CLA) 
and government and industry trends.

• Additionally,  IA works collaboratively with the Program offices and the Board to 
establish the auditable areas and has been utilized in a consulting capacity several 
times.

Internal Audit Strategic Plan – Annual Audit Plan 
Development
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• IA regularly evaluates its processes, procedures, techniques, and tools and will seek 
opportunities for innovation and best practices.

• Process improvement involves enhancing the audit process by incorporating new 
technologies, improving risk assessment process, increasing the depth of testing of 
controls, and enhancing the reporting and feedback mechanisms.

• A two-year audit cycle is developed to ensure that areas of highest risk are covered. We 
complete the audit plan successfully each year and will continue to do so, adding 
additional audits and special projects as applicable. 

Internal Audit Plan – Continuous Process 
Improvement
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Status of Internal Audit Findings
Calendar Years 2016 - 2023

7

Status by 
Year

2016 2017 2018 2019 2020 2021 2022 2023 Total

Closed 0 7 32 5 5 4 0 0 53

In Process 0 0 0 0 1 0 0 0 1

Open 0 0 0 0 0 2 6 0 8

Grand Total 0 7 32 5 6 6 6 0 62

Definitions:
Open: Finding has not been remediated yet.  
Closed: IA has reviewed remediation documentation and considers the finding closed.
In Process: Currently under IA review.

*Note: Previous audit findings (2020) were not risk rated consistently. 2015 and earlier data has been archived.



• Monitoring the Fraud, Waste, and Abuse Hotline
• Awarded Call Order for 2023 Internal Audit Plan
• Started executing 2023 Audit Plan

• Four audits underway
• Completed a Strategic Plan for Internal Audit
• 2023 FISMA audit is underway
• Working on a comparison of FERSA vs. ERISA for background in our audit activities

Other Internal Audit Activities
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Questions?
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