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CY2022 Internal Audit Plan

2022 Internal Audit Plan: Subject to change based on timing

Audit

Business Continuity Management

Multiple Asset Manager

Procurement & Contract Award @ Planned

Vendor Management & Contract Closeout (1) In Process
Improper Payments (2) ® Completed

Insider Threat Part I (3) @ Original Date Planned
Special Project: Program Office File Review (4)

Special Project: GAO Audit Readiness (5)

Treasury Reconciliation Oversight (6)

Annual FISMA Audit

Decommissioning of Legacy Assets (Continuation of FISMA- Risk Mgmt) (7)

Additional information associated to above audits as annotated:

(1) From award of contract to contract close out (Formally Vendor Management)

(2) Improper Payments, reviewed draft policy, procedure, and risk assessment July 2022. Orignally planned for Aug-October. Moved testing to Q2 or Q3 of 2023.
(3) Insider Threat test of results, test of design in 2021 passed. Originally planned for Oct-Dec. No population for 2022, moved testing to Q1 or Q2 of 2023.

(4) OED report issued in early February, OCE issued in July, OGC issued in August, Ol issued in November

(5) Special Project added in August to prepare for GAO review

(6) Audit added. Relates to Converge Transition

(7) Audit added. Relates to Risk Management- FISMA
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Sheet1

		2022 Internal Audit Plan: Subject to change based on timing



		Audit		January		February		March		April		May		June		July		August		September		October		November		December

		Business Continuity Management

		Multiple Asset Manager

		Procurement & Contract Award																														Planned

		Vendor Management & Contract Closeout (1)																														In Process 

		Improper Payments (2)																														Completed

		Insider Threat Part II (3)																														Original Date Planned

		Special Project: Program Office File Review (4)

		Special Project: GAO Audit Readiness (5)

		Treasury Reconciliation Oversight (6)

		Annual FISMA Audit

		Decommissioning of Legacy Assets (Continuation of FISMA- Risk Mgmt) (7)



		Additional information associated to above audits as annotated:

		(1) From award of contract to contract close out (Formally Vendor Management)

		(2) Improper Payments, reviewed draft policy, procedure, and risk assessment July 2022.  Orignally planned for Aug-October. Moved testing to Q2 or Q3 of 2023.

		(3) Insider Threat test of results, test of design in 2021 passed. Originally planned for Oct-Dec.  No population for 2022, moved testing to Q1 or Q2 of 2023.

		(4) OED report issued in early February, OCE issued in July, OGC issued in August, OI issued in November

		(5) Special Project added in August to prepare for GAO review

		(6) Audit added.  Relates to Converge Transition

		(7) Audit added.  Relates to Risk Management- FISMA
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CY2023 Draft Internal Audit Plan

Tentative: Subject to change based on timing
CY2023 Internal Audit Plan
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TSP Fraud Risk Oversight

Monitoring of Converge (QASP Review)

FSM: PRISM/Oracle

Insider Threat
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3rd Party Risk Management (Interagency
Agreements)
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CY2023 Internal Audit Plan

				Tentative: Subject to change based on timing
CY2023 Internal Audit Plan

				Audit		January		February		March		April		May		June		July		August		September		October		November		December

				Special Project: Program Office File Review

				TSP Death Benefits

				TSP Fraud Risk Oversight

				Monitoring of Converge (QASP Review)

				FSM: PRISM/Oracle

				Insider Threat

				Records Management														v

				3rd Party Risk Management (Interagency Agreements)

				E-Travel System

				Improper Payment Process

				FISMA

						Legend

								Planned

								In Process

								Complete





Scoping

		Year		Audit		Old Scope		Tentative Scope		Map to Strategic Goals

		2023		Special Project: Program Office File Review		N/A		Continue Office File Reviews: OCFO, OPS, OPR, OTS, ORM.		Goal C: Function as a higher performing agency
Objective C4: Ensure that technology available to staff helps them be more effective and efficient

		2023		TSP Death Benefits		N/A		Review processes and controls for issuing death benefits.  With focus on issues from Converge such as but not limited to retrieval of data.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		Agency Fraud Risk		N/A		Audit of agency fraud procedures, fraud risk assessment, Enterprise Risk Management Assessment. Are they operating effectively and efficiently. General controls.  		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		Monitoring of Converge (QASP Review)		Testing would be a subset of the implementation of converge.  Areas of testing would be on KPIs, Performance Management Plans, Implementation of Project Plans.   Focus would be on Tests of Design.		Focus on QASP procedures.  Areas of testing would be on KPIs, Performance Management Plans, Implementation of Project Plans.   Technical Government Leads, GMTs - roles and responsibilities		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		FSM: PRISM/Oracle		Testing PRISM for e-Travel and Accounts Payable under new system.  (Oracle Financials)		Oracle financials: processes, procedures, and controls.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		Insider Threat Part 2		Test of Effectiveness of internal controls.  Assuming that Test of Design passed in 2021.		Test of Effectiveness of internal controls.  Assuming that Test of Design passed in 2021.  Establish testing protocol to ensure controls are working as intended.		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		Records Management		Potential areas of testing: Annual Inventory, NARA Annual Self-Assessment, Records Management Training,  Implementation of File Plan.		Potential areas of testing: Annual Inventory, NARA Annual Self-Assessment, Records Management Training,  Implementation of File Plan.		Goal C: Function as a higher performing agency
Objective C4: Ensure that technology available to staff helps them be more effective and efficient

		2023		3rd Party Risk Management (Interagency Agreements)		Testing would focus on the Memorandum of Understanding FRTIB would have with Dept. of Education for new system used to help with comprehensive management of vendors and vendor performance.		Testing would focus on the Memorandum of Understanding FRTIB would have with Dept. of Education and DOJ (for SOC), for new system used to help with comprehensive management of vendors and vendor performance.  Would include other IAAs.  Would request listing of all IAAs and select sample.		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		E-Travel ORM		Testing operational model after implementation of Converge.  OERM and OEP merging into Office of Planning and Risk.  		Focus on E-Travel, processes, procedures, and controls.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		Improper Payments		Testing to determine if payments should have been made and if they were the right amounts (ex: duplicate payments, ineligible recipients, etc.).  Improper Payment Act would guide the audit.		Review risk assessment OPR is performing.  Test population if available.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability





Brainstorming 2023

		#		Source		Potential Audit Area		Yes/No/Maybe For 2023		Notes (why we may or may not want to test it, basics on what to test)		Potential Issue with testing area		Notes to follow up on

				ERM Board Presentation, slide 6 medium high risk		Human Capital Management		Maybe		ERM increased the risk this year. Related to acquiring people.
Operational model that converge will bring.		What would scope be?		If we decide on this area would need to meet with ERM to get more background.  
OERM and OEP will become Office of Planning and Risk
Looking for branch chief, could be a 2023 item

				ERM Board Presentation, slide 7 medium high risk		TSP Fraud		Maybe		This may be an area best tested by another group.				Review work perfomed by OERMs fraud group.

				ERM Board Presentation, slide 8  medium risk		Records Retention		Maybe		Area has never been tested.  Typical Internal audit topic

				Prior audit		Vendor Management & Contract Closeout		Maybe		If not performed in 2022. See Vendor Mgmt Analysis tab.  

				Team Discussion		3rd Party Risk Management		Maybe		This is considered the 2nd line of defense - Auditing the governance process over vendors - OERM.  What/How monitoring of vendors occurs?How is material for Board presentations assimulated - what type of monitoring occurs
Maybe look at interagency agreements.  Low risk.				OERM does some tracking.  Working on getting system in place from DOE that would do more comprehensive management.  MOU will be used.

				Team Discussion		New system -Oracle Federal Financials (OFF): October 21, 2021 – October 27, 2021		Maybe		Would be covered by CLA audit - not applicable for Internal Audit.  However we could audit the FSM operations side/process side		none - this would make sense.  FSM would be up and running.  Could look at payables/receivables/asset management in new system

				Team Discussion		New system -PRISM: December 9, 2021 – December 17, 2021		Maybe		Impacts contracting./ Implementation 

				Team Discussion		New system - e-Travel (E2): January 4, 2022 – January 17, 2022		Maybe		New system coming online - good to test in 2023.  Similar to Travel card audit

				Team Discussion		Contract Clause Audit (cyber security)		Maybe		Sample of contracts and trace to see documentation for clauses.  Could be in 2022 or 2023

				Team Discussion		Planning and Risk Program Office				This is going to be a new program office a combination of the risk piece of OERM and OEP.  Currently hiring for a branch chief now - office will be up and running in 2022 - look at process/procedures/something along those lines…

				Team Discussion		daily operations payables/received

				Team Discussion		Insider Threat Part 2		Maybe		Would be test of results.  Either late 2022 or early 2023.

				Program Office Suggestion		FSM: PRISM/e-Travel (E2)/Accounts Payable (OFF - Ledger)		Maybe		Timing of transisiton from contracting system to PRISM will be January.  Oracle Financials (OFF)

				Tee 		2023 January converge transition				Subset of implementation of converge, kpi, perform mgm plan, implement of project plan, focus on TOD

Monitoring of QSAP, 

						Time and Attendance






Approval of 2023 Internal Audit Plan

MOTION: That the proposed 2023 Internal Audit Plan as presented to the
Board on January 24, 2023 be approved.
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Treasury Reconciliation Oversight Audit

Objective:
Conduct tests of critical controls for the Treasury Reconciliation Oversight process
Ildentify weaknesses found during testing of critical controls
Scope:
The scope period was June 1, 2022, through November 30, 2022.
Two Notice of Findings and Recommendations were issued.
Findings:
Two Notice of Findings and Recommendations were issued.

Insufficient requirements in the Contract Data Requirement Lists (CDRL) and Service
Level Requirements (SLR) 3.19

FRTIB did not adequately develop a holistic communications plan internally to include
all relevant stakeholders (AFS, the subcontractor Alight, and Program Offices).
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Shared Drive Review Results - Office of External
Affairs

Timing:

This review was conducted in December 2022
Objective:

To review OEA compliance with Office File Plans
Findings:

OEA’s file plan is still in development and awaiting guidance from Records
Management. Digital file organization maps to the Draft file plan.

Q})Thrift Savings Plan



Status of Internal Audit Findings
Calendar Years 2015 - 2022

Closed

In Process 0 0 0 0 0 1 0 0 1

Open 0 0 0 0 0 0 2 6 8

Grand Total 52 0 7 32 5 6 6 6 114
Definitions:

Open: Finding has not been remediated yet.

Closed: IA has reviewed remediation documentation and considers the finding closed.
Cancelled: Cancelled findings are excluded from totals.
In Process: Currently under IA review.

*Note: Previous audit findings (2020) were not risk rated consistently
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Other Internal Audit Activities

Completed the Decommissioning of Legacy Assets audit. Report in final vetting phase.
Developed 2023 Internal Audit plan and high- level scope of each audit

Drafted, issued and awarded Call Order for 2023 FISMA audit. Work will start at the end
of January.

Issued call order for 2023 Internal Audit plan

Updated Internal Audit charter. Changes were minimal:
Updated Board Approval of Charter from every 2 years to “as applicable”
Update scope to include monitoring of Fraud, Waste and Abuse hotline and
Working collaboratively with OPR on fraud related activities.
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Approval Of Internal Audit Charter

MOTION: That the Board adopt the revised Internal Audit Charter
containing amendments to provisions regarding Responsibility &
Accountability and Scope, which was presented to the Board on January 24,

2023.
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Questions?
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Appendix A: Tentative Scope of 2023 Audits

Q})Thrift Savings Plan

Year Audit Tentative Scope
2023 Special Project: Program Continue Office File Reviews: OCFO, OPS, OPR, OTS,
Office File Review ORM.
Review processes and controls for issuing death benefits.
2023 TSP Death Benefits With focus on issues from Converge such as but not
limited to retrieval of data.
2023| TSP Fraud Risk Oversight Agency monitoring and reporting of AFS's fraud
processes, cases, etc.
Focus on QASP procedures. Areas of testing would be
2023 Monitoring of Converge on KPls, Performance Management Plans,
(QASP Review) Implementation of Project Plans. Technical Government
Leads, GMTs - roles and responsibilities
2023 ESM: PRISM/Oracle Oracle financials: processels, procec-iures, and cgrjntrols.
Ensure controls are operating effectively and efficiently.
Test of Effectiveness of internal controls. Test of design
2023 of controls passed in 2021. Establish testing protocol to
ensure controls are working as intended.
Potential areas of testing: Annual Inventory, NARA Annual
2023 Records Management Self-Assessment, Records Management Training,
Implementation of File Plan.
Testing would focus on the Memorandum of
Understanding FRTIB would have with Dept. of Education
3rd Party Risk Management |[and DOJ (for SOC), for new system used to help with
2023 -

(Interagency Agreements) [comprehensive management of vendors and vendor
performance. Would include other IAAs. Would request
listing of all IAAs and select sample.

2023 E-Travel System Focus on E-Travel, proceslses, procgdures, andlc‘ontrols.
Ensure controls are operating effectively and efficiently
2023 | Improper Payments Process Review risk assessment OPR is performing. Test

population if available.
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CY2023 Internal Audit Plan

				Tentative: Subject to change based on timing
CY2023 Internal Audit Plan

				Audit		January		February		March		April		May		June		July		August		September		October		November		December

				Special Project: Program Office File Review

				TSP Death Benefits

				Agency Fraud Risk

				Monitoring of Converge (QASP Review)

				FSM: PRISM/Oracle

				Insider Threat

				Records Management														v

				3rd Party Risk Management (Interagency Agreements)

				E-Travel ORM

				Improper Payment

				FISMA

						Legend

								Planned

								In Process

								Complete





Scoping

		Year		Audit		Old Scope		Tentative Scope		Map to Strategic Goals

		2023		Special Project: Program Office File Review		N/A		Continue Office File Reviews: OCFO, OPS, OPR, OTS, ORM.		Goal C: Function as a higher performing agency
Objective C4: Ensure that technology available to staff helps them be more effective and efficient

		2023		TSP Death Benefits		N/A		Review processes and controls for issuing death benefits.  With focus on issues from Converge such as but not limited to retrieval of data.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		TSP Fraud Risk Oversight		N/A		 Agency monitoring and reporting of AFS's fraud processes, cases, etc. 		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		Monitoring of Converge (QASP Review)		Testing would be a subset of the implementation of converge.  Areas of testing would be on KPIs, Performance Management Plans, Implementation of Project Plans.   Focus would be on Tests of Design.		Focus on QASP procedures.  Areas of testing would be on KPIs, Performance Management Plans, Implementation of Project Plans.   Technical Government Leads, GMTs - roles and responsibilities		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		FSM: PRISM/Oracle		Testing PRISM for e-Travel and Accounts Payable under new system.  (Oracle Financials)		Oracle financials: processes, procedures, and controls. Ensure controls are operating effectively and efficiently.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023				Test of Effectiveness of internal controls.  Assuming that Test of Design passed in 2021.		Test of Effectiveness of internal controls.  Test of design of controls passed in 2021.  Establish testing protocol to ensure controls are working as intended.		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		Records Management		Potential areas of testing: Annual Inventory, NARA Annual Self-Assessment, Records Management Training,  Implementation of File Plan.		Potential areas of testing: Annual Inventory, NARA Annual Self-Assessment, Records Management Training,  Implementation of File Plan.		Goal C: Function as a higher performing agency
Objective C4: Ensure that technology available to staff helps them be more effective and efficient

		2023		3rd Party Risk Management (Interagency Agreements)		Testing would focus on the Memorandum of Understanding FRTIB would have with Dept. of Education for new system used to help with comprehensive management of vendors and vendor performance.		Testing would focus on the Memorandum of Understanding FRTIB would have with Dept. of Education and DOJ (for SOC), for new system used to help with comprehensive management of vendors and vendor performance.  Would include other IAAs.  Would request listing of all IAAs and select sample.		Goal C: Function as a higher performing agency
Objective C2: Proactively manage organizational 
risks and leverage opportunities

		2023		E-Travel System		Testing operational model after implementation of Converge.  OERM and OEP merging into Office of Planning and Risk.  		Focus on E-Travel, processes, procedures, and controls.  Ensure controls are operating effectively and efficiently		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability

		2023		Improper Payments Process		Testing to determine if payments should have been made and if they were the right amounts (ex: duplicate payments, ineligible recipients, etc.).  Improper Payment Act would guide the audit.		Review risk assessment OPR is performing.  Test population if available.		Goal C: Function as a higher performing agency
Objective C1: Strengthen financial stewardship and operational accountability





Brainstorming 2023

		#		Source		Potential Audit Area		Yes/No/Maybe For 2023		Notes (why we may or may not want to test it, basics on what to test)		Potential Issue with testing area		Notes to follow up on

				ERM Board Presentation, slide 6 medium high risk		Human Capital Management		Maybe		ERM increased the risk this year. Related to acquiring people.
Operational model that converge will bring.		What would scope be?		If we decide on this area would need to meet with ERM to get more background.  
OERM and OEP will become Office of Planning and Risk
Looking for branch chief, could be a 2023 item

				ERM Board Presentation, slide 7 medium high risk		TSP Fraud		Maybe		This may be an area best tested by another group.				Review work perfomed by OERMs fraud group.

				ERM Board Presentation, slide 8  medium risk		Records Retention		Maybe		Area has never been tested.  Typical Internal audit topic

				Prior audit		Vendor Management & Contract Closeout		Maybe		If not performed in 2022. See Vendor Mgmt Analysis tab.  

				Team Discussion		3rd Party Risk Management		Maybe		This is considered the 2nd line of defense - Auditing the governance process over vendors - OERM.  What/How monitoring of vendors occurs?How is material for Board presentations assimulated - what type of monitoring occurs
Maybe look at interagency agreements.  Low risk.				OERM does some tracking.  Working on getting system in place from DOE that would do more comprehensive management.  MOU will be used.

				Team Discussion		New system -Oracle Federal Financials (OFF): October 21, 2021 – October 27, 2021		Maybe		Would be covered by CLA audit - not applicable for Internal Audit.  However we could audit the FSM operations side/process side		none - this would make sense.  FSM would be up and running.  Could look at payables/receivables/asset management in new system

				Team Discussion		New system -PRISM: December 9, 2021 – December 17, 2021		Maybe		Impacts contracting./ Implementation 

				Team Discussion		New system - e-Travel (E2): January 4, 2022 – January 17, 2022		Maybe		New system coming online - good to test in 2023.  Similar to Travel card audit

				Team Discussion		Contract Clause Audit (cyber security)		Maybe		Sample of contracts and trace to see documentation for clauses.  Could be in 2022 or 2023

				Team Discussion		Planning and Risk Program Office				This is going to be a new program office a combination of the risk piece of OERM and OEP.  Currently hiring for a branch chief now - office will be up and running in 2022 - look at process/procedures/something along those lines…

				Team Discussion		daily operations payables/received

				Team Discussion		Insider Threat Part 2		Maybe		Would be test of results.  Either late 2022 or early 2023.

				Program Office Suggestion		FSM: PRISM/e-Travel (E2)/Accounts Payable (OFF - Ledger)		Maybe		Timing of transisiton from contracting system to PRISM will be January.  Oracle Financials (OFF)

				Tee 		2023 January converge transition				Subset of implementation of converge, kpi, perform mgm plan, implement of project plan, focus on TOD

Monitoring of QSAP, 

						Time and Attendance






Appendix B: Internal Audit Historical Table

| # | Audit/Reportbate | 2015 | 2006 [ 2017 | 202s IOQ [ | [ | [ |

1 Contracting and Vendor Management 1 16 FISMA 2 2 2 2
2 Manual Adjustments 1 M SN 2
. 18  Fixed Assets 2
& 2R e eSS 2 19  Special Project - IVV1, IVV2, IVV3, IVV4 5 5 5
4 Death Benefit Process 3 20 Budget Process 2
5 Lockbox Operations 4 21  Government Purchase Card 2
6  TESS Contract 4 22 On-Boarding and Off-Boarding Contractors 2
7 Travel Card Program 2 23 Narrow Scope - Special Processing Unit 2
8  Vendor Management 3 24  Capital Asset Management 2
R e m—— 1 25 Compliance Program 2
26  Narrow Scope - Insider Threat - TOD 2
LU Beleaseltlcios et ! 27  Investment Operations 2
11 OMNI1** 2 28 Special Project - Records Management OED 2
12 Procurement 2 29  Special Project - ODC Analysis 2
13 Compliance 2 30 Business Continuity Management 2
14 Vendor Management 2 31 Multiple Asset Manager 2
15  Ethics 2 32  Procurement and Contract Award 2
16 EISMA 5 33  Vendor Management and Contract Closeout 2
34  Narrow Scope - Insider Threat TOE 6
Notes: 35 Special Project - Records Management Other 7
1 - Audit scheduled but not performed/ 5 - IVV was completed in four phases between 2019 36 Narrow Scope - Improper Payments TOD 6
completed. and 2021. 37  Special Project - GAO Audit Readiness 2
2 - Report or Memorandum issued. 6 - Audit rescheduled for 2023. 38 Treasury Reconciliation Oversight 7
i?’ss-ulirfleaf if audit was completed or report - Avulis etk i), emdling @ EiEn, 39  FISMA - Decommissioning of Legacy Assets 7
4 - Audit completed, could not locate final
report.
**Contractor assistance began with the OMNI 1 13

audit in 2018



	Internal Audit Update
	Agenda
	CY2022 Internal Audit Plan
	CY2023 Draft Internal Audit Plan
	Approval of 2023 Internal Audit Plan
	Treasury Reconciliation Oversight Audit
	Shared Drive Review Results - Office of External Affairs 
	Status of Internal Audit Findings�Calendar Years 2015 - 2022
	Other Internal Audit Activities
	Approval Of Internal Audit Charter
	Questions?
	Appendix A: Tentative Scope of 2023 Audits
	Appendix B: Internal Audit Historical Table

