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CY2022 Internal Audit Plan @ 7/15/2022

2022 Internal Audit PlanTentative: Subject to change based on timing
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Vendor Management & Contract Closeout (2)

Improper Payments (3)

Insider Threat Part 2 (4)

Special Project: Program Office File Review (5)

Annual FISMA Audit

Decommissioning of Legacy Assets
(Continuation of FISM A- Risk Manage me nt)
(6)
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Legend

Planned
In Process

Complete

1 From identification of need to award of contract (Formally Procurement & Contract
Management)

2 From award of contract to contract close out (Formally Vendor Management)
3 Improper Payments, reviewed draft policy, procedure, and risk assessment July 2022
4 Insider Threat test of results, test of design in 2021 passed

5 OED report issued in early February, OCE issued in July
6 Audit added. Relates to Risk Management- FISMA




CY2022 Internal Audit Plan June



		2022 Internal Audit PlanTentative: Subject to change based on timing

		Audit		January		February		March		April		May		June		July		August		September		October		November		December

		Business Continuity Management

		Multiple Asset Manager

		Procurement & Contract Award (1)

		Vendor Management & Contract Closeout (2)

		Improper Payments (3)

		Insider Threat Part 2 (4)

		Special Project: Program Office File Review (5)

		Annual FISMA Audit

		Decommissioning of Legacy Assets (Continuation of FISMA- Risk Management) (6)



				Legend

						Planned				1 From identification of need to award of contract (Formally Procurement & Contract Management)

						In Process				2 From award of contract to contract close out (Formally Vendor Management)

						Complete				3 Improper Payments, reviewed draft policy, procedure, and risk assessment July 2022

										4 Insider Threat test of results, test of design in 2021 passed

										5 OED report issued in early February, OCE issued in July

										6 Audit added.  Relates to Risk Management- FISMA





Potential IT Audits

				2022/2023  - Potential IT Audits

				Audit		January		February		March		April		May		June		July		August		September		October		November		December

				Decommissioning of Legacy Systems (from a risk management, data privacy perspective), Policies and procedures re: santization of devices no longer need

				 

				 

				 

				 

				 

				 

















2022 Scoping

		Tentative Scope of 2022 Audits

		Audit		Office		Alignment to Strategic Plan
(FY22-26)		Scope		Potential Audit Objectives 		Potential Requests

		Business Continuity Management
(January - March)		ORM		Objective C2: Proactively manage organizational risks and leverage opportunities		Testing procedures for operational not IT to recover operations after an incident.		Walkthrough policies and procedures with ORM (up to date, potential gaps).
Review current continuity plans plans for alignment with procedues.
Have there been exercises (every 3 years, what is law/guidance/policy).

		policies and procudures, , currently dated 2017,(ORM.340, ORM 341)
Are plans current (annually)
Exercise documentation 
list of contacts maintained
Documentation of actual incidents
--------------------------------------------------------------------------------------
Resources supporting critical operations are identified and analyzed for impact to the operations.
Emergency processing priorities are established
IT system backup and recovery procedures have been implemented
Operational and support personnel have received training and understand their emergency roles and responsibilities
Staff have been trained to respond to emergencies
An up-to-date contingency plan is documented and periodically tested
Test results are analyzed and contingency plan is adjusted accordingly. 



		Multiple Asset Management Manager
(March - May)		OI		Objective B2: Understand and respond to participant service needs and expectations		Office of Investment oversight governance		Walkthrough policies and procedures with OI (up to date, potential gaps).
Review reports created for alignment with procedues.
Review back up plans for alignment with procedues.

		Procurement & Contract Award
(April - July)		OED - Contracting		Objective C1: Strengthen financial stewardship and operational accountability
		Testing controls around the Program Office identification of need for acquisition or service to the award of the contract. Would also follow up on prior audit findings.		Walkthrough policies and procedures with Contracting (up to date, potential gaps)
Review contract files for appropriate acquisition planning (include PR Requirements package, COR selection, )
Verify status of 2018 findings

		Vendor Management & Contract Closeout
(June - September)		OED - Contracting		Objective C1: Strengthen financial stewardship and operational accountability
		Testing of controls of the award of contracts through contract close out.  Would also follow up on prior audit findings.  This audit may be moved to 2023.		Walkthrough policies and procedures with Contracting (up to date, potential gaps)
For a selection of contracts:
  Reivew CO and COR Authorization documents, 
  Review CO and COR Training evidence
  Deliverable Inspection & Acceptance
  Review selection of Contract Modifications for proper authorization
  Review Contract Monitoring documentation - Invoice Review, Burn rate, performance (on/off boarding was already addressed but could clear PY findings)
  For selection of closed contracts review for alignment with procedues
Verify status of 2018 findings

		Improper Payments
(August - October)		OCFO		Objective C1: Strengthen financial stewardship and operational accountability
		Testing to determine if payments should have been made and if they were the right amounts (ex: duplicate payments, ineligible recipients, etc.).  Improper Payment Act would guide the audit.		Walkthrough policies and procedures with OCFO (up to date, potential gaps)
Test selection of transactions against Improper Payments elimination and recovery act of 2010, to include possible duplicate payments, ineligible recipients, etc.

		Insider Threat Part 2
(October - December)		ORM		Objective C2: Proactively manage organizational risks and leverage opportunities		Test of Effectiveness of internal controls.  Assuming that Test of Design passed in 2021.		Walkthrough policies and procedures with ORM (up to date, potential gaps)
Verify all applicable employees completed training.
Test seletion of DOJ reports and follow process through closeout to ensure alignment with procedues.
Verify access to Insider Threat program files is restricted to appropriate personnel.
Review Insider Threat investigation close out memos for proper review and approval.

		Objective C1: 				Objective C2: 		Objective B2: 

		Strengthen financial stewardship and operational accountability
We will be prudent and efficient with our operational investments in order to maintain low fees and maximize participant savings.				Proactively manage organizational
risks and leverage opportunities
We will identify, assess, manage, and mitigate organizational and strategic risks and proactively identify opportunities to strengthen operational capabilities and the organizational risk posture.		Understand and respond to participant service needs and expectations
We will use various methods to gather insights into participant’s service needs and expectations and use those as key inputs in service changes and enhancements.















Vendor Mgmt Analysis

				Vendor Management

				2018 Testing

						Testing areas that did not get back design (walkthrough): NFR-VM-18-01, NFR-VM-18-02, NFR-VM-18-03, NFR-VM-18-08

						Contract Modifications: NFR-VM-18-04
Inspect Contract Modification for the Contracting Officer authorization.

						Contracting Officer Authority: 
Ensure that the Redelegation of Procurement Authority for Contracting Officer and Division Chief letters are authorized by the Chief Financial Officer (CFO).

						Contracting Officer’s Representative Delegation: NFR-VM-18-05  
Inspect the FRTIB Designation of COR Memorandum to ensure the memorandum was signed by the COR’s supervisor and the Contracting Officer.

						Contracting Officer’s Training Requirements: NFR-VM-18-06
a.	Obtain and review the Federal Acquisition Institute Training Application System (FAITAS) Certificate to ensure the Contracting Officer is certified to perform contracting activities. b.	Using the FAITAS Report review continuous  learning points (CLP) to determine whether the Contracting Officer earned 80 CLPs of skills currency every two years, beginning with the date of their certification.

						Contracting Officer’s Representative Training Requirements: NFR-VM-18-07
a.	Obtain and review the Federal Acquisition Institute Training Application System (FAITAS) Certification to ensure the COR is certified to perform contracting activities.
b.	Obtain and review Continuous Learning Points (CLP) to determine whether the COR earned the CLPs of skills currency every two years, beginning with the date of their certifications.

				NFRs from 2018

				x		NFR-VM-18-01: Lack of Contract Monitoring over the Burn Rate of Contract Funding

		xx				NFR-VM-18-02: Lack of Contract Monitoring over Contractors (onboarding/off boarding and performance tracking)

				x		NFR-VM-18-03: Lack of Supporting Documentation over Invoice Review and Approval

				x		NFR-VM-18-04: Lack of Documentation for Contract Modifications

		xx				NFR-VM-18-05: Lack of Documentation and Authorizations for FRTIB Designation of COR Memorandum 

		xx				NFR-VM-18-06: Non-Compliance with FAC-C Certifications and Training Requirements

		xx				NFR-VM-18-07: Non-Compliance with FAC-COR Certifications and Training Requirements 

		xx				NFR-VM-18-08: Lack of Policies and Procedures over H Clauses 

				Potential Updated and New Testing Areas

						CO and COR Authorization

						CO and COR Training

				x		Deliverable Inspection & Acceptance

				x		Contract Modifications

				x		Contract Monitoring - Invoice Review, Burn rate, performance (on/off boarding was already addressed but could clear PY findings)

				x		Contract Close Out

						Contract Expiration





Brainstorming 2022

				NOTE - TIMING OF ALL AUDITS ON PROPOSED PLANS ARE TENTATIVE AND SUBJECT TO CHANGE 

		#		Source		Potential Audit Area		Yes/No/Maybe For 2022		Notes (why we may or may not want to test it, basics on what to test)		Potential Issue with testing area		Notes to follow up on

				ERM Board Presentation, slide 6 medium risk		Disaster Recovery/
Business Continuity 		Yes		IA hasn't looked into this area before.  Disaster recovery is covered by FISMA - this would be more business continuity - the internal processes supporting this effort.  This is typically a process Internal Audit looks at (per IIA).  Operational not IT.		Covid had significant impact on processes.  Results may be skewed.		We did clear an IVV finding related to disaster recovery.  Need to research to see which phase

				Previous Audit Plans		Improper Payments		Yes		Previous Audit Plans.  This audit was on the audit plan in 2017 and 2018 and was never conducted. 
Would  have impacted multiple offices.  In it's simplest form the testing would have been to see if payments should have been made and if they were the right amounts.     (duplicate payments, ineligible recipients, etc).  Improper Payment Act would guide the audit				Was previously on IA's schedule to review.  Will move from OERM to OCFO.

				Program Office Suggestion		Multiple Asset Management Manager		Maybe		How OI has oversight or from ocofo POV accounting.  











				Make slide to show:

				Audit		Year		Scope (focus of work, not time period)





2022 Scoping Board Slide

						Tentative Scope of 2022 Audits

		Audit		Office		Alignment to Strategic Plan
(FY22-26)		Scope		Potential Audit Objectives 

		Business Continuity Management
(January - March)		ORM		Objective C2: Proactively manage organizational risks and leverage opportunities		Testing procedures for operational not IT to recover operations after an incident.		Walkthrough policies and procedures with ORM (up to date, potential gaps); Review current continuity plans for alignment with procedures.

		Multiple Asset Management Manager
(March - May)		OI		Objective B2: Understand and respond to participant service needs and expectations		Office of Investment oversight governance		Walkthrough policies and procedures with OI (up to date, potential gaps).
Review reports created and back up for alignment with procedures.

		Procurement & Contract Award
(April - July)		OED - Contracting		Objective C1: Strengthen financial stewardship and operational accountability
		Testing controls around the Program Office identification of need for acquisition or service to the award of the contract. Would also follow up on prior audit findings.		Walkthrough policies and procedures with Contracting (up to date, potential gaps); Review contract files for appropriate acquisition planning (include PR Requirements package, COR selection, ); Verify status of 2018 findings

		Vendor Management & Contract Closeout
(June - September)		OED - Contracting		Objective C1: Strengthen financial stewardship and operational accountability
		Testing of controls of the award of contracts through contract close out.  Would also follow up on prior audit findings.  This audit may be moved to 2023.		Walkthrough policies and procedures with Contracting (up to date, potential gaps); For a selection of contracts:   Review CO and COR Authorization documents, Training evidence, Contract Monitoring documentation for alignment with procedures.  Verify status of 2018 findings

		Improper Payments
(August - October)		OCFO		Objective C1: Strengthen financial stewardship and operational accountability
		Testing to determine if payments should have been made and if they were the right amounts (ex: duplicate payments, ineligible recipients, etc.).  Improper Payment Act would guide the audit.		Walkthrough policies and procedures with OCFO (up to date, potential gaps); Test selection of transactions against Improper Payments elimination and recovery act of 2010, to include possible duplicate payments, ineligible recipients, etc.

		Insider Threat Part 2
(October - December)		ORM		Objective C2: Proactively manage organizational risks and leverage opportunities		Test of Effectiveness of internal controls.  Assuming that Test of Design passed in 2021.		Walkthrough policies and procedures with ORM (up to date, potential gaps); Verify all applicable employees completed training; Test selection of investigations and follow process through closeout to ensure alignment with procedures.

		Objective C1: 				Objective C2: 		Objective B2: 

		Strengthen financial stewardship and operational accountability
We will be prudent and efficient with our operational investments in order to maintain low fees and maximize participant savings.				Proactively manage organizational
risks and leverage opportunities
We will identify, assess, manage, and mitigate organizational and strategic risks and proactively identify opportunities to strengthen operational capabilities and the organizational risk posture.		Understand and respond to participant service needs and expectations
We will use various methods to gather insights into participant’s service needs and expectations and use those as key inputs in service changes and enhancements.















Tentative IT Audit plan












Shared Drive Office File Plan Reviews — Summary of
Project

Each FRTIB office is required to create an inventory of records, create a File Plan, and
provide disposition of records in their respective File Plans in accordance with
guidance provided by ORM’s Records Management policy and procedures in
compliance with the National Archive and Records Administration (NARA). A request
was made that Internal audit conduct a review of each departments file plans starting
with OED.

The reviews will compare the Office File Plan to folder and files in the Program Offices'
shared drive.

Review memos with observations and recommendations issued to OED and OCE to
date. Starting OGC.
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OCE Shared Drive Review Results

Timing: This review was conducted May 2022- June 2022.

Objective

To review OCE compliance with Office File Plans.

Observations and Conclusion

OCE did not fully comply with the office file plan
File structure not consistent, difficulty locating file folders
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Multiple Asset Manager Audit Objectives and
Scope
Objective

To conduct tests of critical controls for the Multiple Asset Manager Process;
Identify weaknesses found during testing of critical controls

Scope

The scope period of our review was from calendar year 2021.

Finding

No Notice of Findings or Recommendations (NFRs)
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Status of Internal Audit Findings

As of: 4/18/2022

Status of Internal Audit Findings by Audit Year

Audit Year/
Status
Closed 52 7 31 5 3 1 0 99
In Process 0 0 0 0 0 0 0 0
Open
_--------
Note:

2018 - 1 open findings will be picked up in the 2022 audit cycle

Definitions:

Closed: IA has reviewed remediation documentation and considers the finding closed.
In Process: Currently under IA review.

Open: Finding has not been remediated yet.
Cancelled: Cancelled findings are excluded from totals.

Note: Previous audit findings (2020) were not risk rated consistently.
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Other Audit Activities

Reviewing remediation efforts by Program Offices on several NFR’s
Onboarding/OffBoarding of Contractors (3)
Capital Asset Management Audit (4)

Annual FISMA audit is underway. Shortened audit reporting period. Final scores
must be filed by July 30 in Cyberscope. Final report and scores on —track to be
completed before July 30.

Planning for the Decommissioning of Legacy Assets audit
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Questions?
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