THRIFT
SAVINGS

FEDERAL RETIREMENT THRIFT INVESTMENT BOARD (FRTIB)

TECHNOLOGY AND ENTERPRISE SUPPORT SERVICES (TESS)

TIB-2013-RFP-00__

DRAFT STATEMENT OF WORK




1.0
2.0
2.1.
2.2,
2.3.
2.4.
2.4.1.
2.4.2.
2.4.3.
2.4.4,
2.4.5.

2.4.5.1.
2.4.5.2.
2.4.5.3.
2.4.5.4.

2.5.
2.6.
2.6.1.
2.6.2.
2.6.3.
2.6.4.
2.7.
2.8.
3.0
3.1.
3.2,
3.2.1.

TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
CONTENTS

INTRODUCGTION ..cuiciiiiiiiieeiiniiectetiossestascsssssssessssstossssssssssssssssesssssssssssssssssssssssasssssssssssssassssssassassssssnsssnsss 1
PROGRAM MANAGEMENT .....cccititttriereecretrenceasranseessnseserassessssssassssssassasssassassssssassssssassasssassasssnssasesnssanse 2
PROGRAM MANAGEMENT OBJECTIVES......cciuciiiuiitniiienieienierncisncstassssassrsssessssessssssnssssssssnssssssssassesassssnnes 2
PROGRAM MANAGEMENT REQUIREMENTS ......cceiieiteiriireereteeerarescressnncrssrosssssrassasssnssnssssssassasssnsssnssnnse 2
DAY-TO-DAY MANAGEIMENT.....ciccittuieieniereniernitencerassinnsersssersssssnssssssssasssssssssssesssssssssssssssnssssnsssassesassssnnss 3
KEY ROLES ....ouiiiieiiieiiiiieeiieiienctnsiataesiastassssstossssstassassssssassssssassssssassasssssssssssssassassssssassssssassssssnssasssnssnsssnsss 3
SERVICE OBJECTIVES.....cccceiteuiteiienreerrereecretseserssressesssassesssassessssssassssssassssssassssssassasssnssassssssassanssnssansanns 4
PROGRAM EXECUTIVE/RELATIONSHIP MANAGEMENT TEAM ...ccctttiiiiiiiiiiirieiisissessssssssssssssssssssssssssssns 4
SERVICE DELIVERY MANAGERS .......cieiteiieiieneteireeiresreecrectnseesstassesssassassssssassssssassasssnssassssssnssssssassasssnns 4
TRANSITION IMANAGERS ....ccuiituiiitniirniieniienittassiessersssesnssssnssssssssassssssessssssnssssnsssnssssnsssssssssssssnssssnsssnne 5
ADDITIONAL RELATIONSHIP MANAGEMENT FUNCTIONS ......cciiiiiiiiniieniienieitesincsesiosessiassasssnssasssnnss 5
PROJECT MANAGEMENT ......ccuiteiiietectenteeereereecrecescrassessssssassesssassesssassasssnssassssssassssssassasssnssassssssassanssas 5
ADMINISTRATIVE FINANCIAL MANAGEMENT .....cccctciitiiiiieiieitniienciniiectssiassssssssssssssssassssssassasssnssssssnsse 5
PERFORMANCE MANAGEMENT .....ciuiteiteirictecreeenctasressressnscssssnssesssassassssssassssssassssssassasssnssasssnssnsssnssas 6
CONTRACT MANAGEMENT ....ccuiituiiitiiteitenietneitsneienserasisrsssssssessssssnssssssssassessssssnssssssssnssssnsssssssssssssnnes 6
PROVIDER KEY PERSONNEL INCENTIVES.......ccoctiteiieiteiricteereteesrasressressnscsssrassssssassasssnssnssssssassasssnssanssnnse 7
GOVERNANCE STRUCTURE.....ccittitteeteieenetecrenteecemncescressessesssessssssassesessssassssssasssssssssssssassassssssassssssassasssnsses 7
EXECUTIVE COMIMITTEE.......ccituiiiiiniieiiniiniieeiieiiessiosiassssssasssssssssssstassasssssssssssssassssssassasssnssssssassasssnssas 7

IT PROVIDER MANAGEMENT COMMITTEE .......ccieiiieiieiteiriceecrereneranressressnscrnssessesssassasssnssasssnssasssnssas 7

IT PROVIDER OPERATIONS COMIMITTEE .....c.ccutteituienciencencracencenneencensrascesssnsssscsasssssssssassssssssssnssnsesnssas 8
SERVICE MANAGEMENT TEAIMS......cuiiitiieitneteieectaerescressessesstassasssassassssssassssssassssssnssassssssassssssassnsssnns 9
FRTIB-PROVIDER COMMUNICATIONS. .....cctteiriteeerecencraresseessescrassessesssassesssassesssassasssnssasssnssasssnssassanssnns 10
OPERATING LEVEL AGREEMENTS .....cciiiiiiiieiiieiieiieeiiniiectssioteestasssssssssessssssassssssnsssssssssssssassasssnssnsssnssanss 10
CROSS FUNCTIONAL SERVICES......ccccecittueteirenrrecrencroceencescrassesssassescssssessssssassesssnsssssssssassssssasssssssssssssnssanss 11
CROSS-FUNCTIONAL SERVICES OVERVIEW ....c.cieuiiiueiiiniieniieniereiienncrnssssnssrsssrssssssssssnsssnssssnssssnsssassssnnes 11
SERVICE ENVIRONIMENT .....ccuituiieiieeireirencrantessresraseescrnssessrsssassssssassssssnssssssassasssnssnssssssassssssassasssnssssesnssanse 11
SCOPE OF THE INFRASTRUCTURE TO BE SUPPORTED....cccctutteiteettecrencrecrencencrensesssnssescescsessesssansanssnnsene 11

DRAFT STATEMENT OF WORK

ii



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
3.2.2. SECURITY POLICIES .....coceuiieiieiitniieieeirecencrastasseesrassesssnssessssssassssssnssssssnssssssnssassssssnssssssassasssnssasssnssnnsnne 11
3.3. CROSS-FUNCTIONAL SERVICES REQUIREMENTS......cccitiiieniiieniirnncreenernssnsnssrsssersssssssssssssssssssnssssnssssssssanes 11
3.3.1. SERVICE DESCRIPTIONS AND ROLES AND RESPONSIBILITIES ....cccccitetieiiniiecinnienieesiascancssssesssnssassnssnns 12
3.3.1.1. GENERAL RESPONSIBILITIES .....ccottetteeenerarrensenerencroceesceserassesssnssescssssessesssassssssnssssssassasssnssasssnssasssnssanss 12
3.3.1.2. ITLIFE CYCLE AND OPERATIONS .....cccctttuiittniirnnitenciancsrassrsnsessssessssesnssssnsssssssssssssssssssssssssssnssssnsssansssnnss 13
3.3.1.2.1. PLANNING AND ANALYSIS ...ociiieiiiiteireteetenreettaerescrossesssssrassssssnssesssssssssssssassssssnssssssassasssnssasssnssnne 13
3.3.1.2.2. REQUIREMENTS DEFINITION ... ccciituiituiieniiienieranierncianssrassssnssrsssessssssnssssnssssssssassssasssssssssssssnssssnsens 15
3.3.1.2.3. DESIGN SPECIFICATIONS ....cuiieiiiiiiiieeiteiienctesiasssestacsssssssesssassassssssasssssssssssssassasssnsssssssssasssnssasssnssnns 16
3.3.1.2.4. ACQUISITION AND MANAGEMENT ....c.ctuiteiienerenrenrrecrenceoceessessrassessssssessssssassssssassesssnssssssnssassssssanses 16
3.3.1.2.5. ASSET MANAGEMENT ....citiitiiiieiiiincreiietiessiasiasssstassssssosssssssssasssssssssssssssssssssssasssssssssssssassasssassas 17
3.3.1.2.6. SOFTWARE LICENSE MANAGEMENT ......ccittiiiitirnieterereeeresrescrecsesssssrassesssnssssssassassssssasssnssnsesnssanes 19
3.3.1.2.7. ENGINEERING.......ccuiiieiiitiiitniiieeiitaeeitaetesieresierasissnssssssssassssnssssssessssssnssssnsssansssassssasssssssssnsssnsssnsssse 20
3.3.1.2.8. INTEGRATION AND TESTING .....cciiiiieiieitniieineiiniiensioiiesstasiassssssassesssassssssassasssssssssssssasssnssnssssssnssans 21
3.3.1.2.9. IMPLEMENTATION AND IMIGRATION ...cutiuiiuiienieecrenceeceencescransesssasescrsssessesssassssssassssssassasssnssssssnnsans 22
3.3.1.2.10. ENVIRONMENT AND FACILITIES SUPPORT ....cccctutteittnrianiensrancencrossessssstassssssassssssssssssssssasssnssssssnssanss 23
3.3.1.2.11. TRAINING AND KNOWLEDGE TRANSFER .......cctiieiiuiiereeireirencreirescensrasseessnssescrassessrnssassssssnsssnssnnes 24
3.3.1.2.12. DOCUMENTATION .....ittiituittenitaniiraetenieresiernssssnsssassssasssssssssssessssssnssssnssssssssassssassssnsessnsssnssssnsssnses 26
3.3.1.2.13. OPERATIONS AND ADMINISTRATION....cccttuttuerenirecrencresreseeesrnssescrnssessrassesssassnsessssassssssassssssnsssnssnnss 26
3.3.1.2.14. MAINTENANCE .......cctuttenienrrereetreecencrorressesssassessssssessrassassssssessssssassesssassssssnsssssssssassesssasssnssnssanssnnse 28
3.3.1.2.15. TECHNOLOGY REFRESHMENT AND REPLENISHMENT ......ccctcttuiiiniieiiennianieesrnncencrossessrassascsnssascenssanes 29
3.3.1.3. SERVICE DELIVERY ...cuceutieiieeirnnieecreirescrasrasssessnscessrassesssassessssssnssssssassssssnssasssnssasessssassssssnssssssnssssssnssnnse 29
3.3.1.3.1. AVAILABILITY MANAGEMENT ....cccititiiieiitnietneierneeieneiesisrasssrsssssnsessssssnssssnsssssssssssssnssssnsssnssssnsssanne 30
3.3.1.3.2. CAPACITY MANAGEMENT .....cuiteiieitetrettenrncrecreteescrasrasssessnssessrassessssssassssssnssssssassassssssasssnssnsssnssnnss 33
3.3.1.3.3. PERFORMANCE MANAGEMENT .....c.cccittituerenreerrecencrosesseassessssssascesssassssssnssssssnsssssssssassasssnsssnssnnsans 34
3.3.1.3.4. SERVICE LEVEL MONITORING AND REPORTING ....c.ctutieiiteiiniiencieiiectnsiassessnssssstossesssassasssnssssssnssanss 35
3.3.1.3.5. SECURITY ceeiiiiiiteiricenetetentraetescreseessessrassesssassessrsssessssssassasssnssesssassssssassassssssnssssssassnsssnssansnsssnsennssnnse 36
3.3.1.3.5.1. PHYSICAL SECURITY ...ueiiiiiiiiinniieniieniiieniieeetensesnssssnssrssssassssssssssssssssssnssssnsssassssassssnssssnsssnssssnsens 37
3.3.1.3.5.2. DATA SECURITY ..eiieiieiiieiieecteereteeetoressrnssescrsssessssssnssssssnsssssssssassssssnssssssnssssssassasssnssnsssnssassnsssnsses 38
3.3.1.3.5.3. IDENTITY AND ACCESS MANAGEIMENT.....c.ciittiteereecrecrecencransesssessescrsssassssssassesssnssessssssassssssasses 39
3.3.1.3.5.4. SECURITY MONITORING ....cuiiiiiniieiieiieiieireitectssioniesstasssssssssessssssassssssssssssssssassssssassssssnssssssnssanss 41

DRAFT STATEMENT OF WORK

iii



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
3.3.1.3.5.5. SECURITY CONFIGURATION MANAGEMENT .....cccctciititnirencreirencrnsrasseesrnssescrnssassssssassssssnssssssnssanes 42
3.3.1.3.5.6. SECURITY EQUIPMENT AND CONNECTIVITY ..cuiieeiirniienncinnciransienieressersssesnssssnsssnssssnsssssssssssssnnes 42
3.3.1.3.5.7. SECURITY VULNERABILITY AND RISK ASSESSIMIENT .....ccctuiiuiiniiencinnieieestancencsassessssssasssnssnncenssanss 43
3.3.1.3.5.8. SECURITY INCIDENT MANAGEMENT.....cccitiitittttecrerencransescressescrsssessesssassesesassesssassasssnssasssnssanss 45
3.3.1.3.5.9. SECURITY COMPLIANCE AND AUDIT....cicciteiiinneiennerenieraessncssnssssassssssessssesssssssssssssssnssssnssssssssnnss 47
3.3.1.3.6. BACKUP AND RECOVERY ....cciieiteiieecreirencrnstosseesrnscescrassesssssrassssssnssssssassasssnssassssssnssssssassasssnssnsssnssnns 47
3.3.1.3.7. IT SERVICE CONTINUITY AND DISASTER RECOVERY (DR)....cccetttremnnneeereeeeennnnnneeeeseeeesnsssnesseseesssnnnnes 49
3.3.1.4.  SERVICE SUPPORT ....ccctttutiteitaniencratiencrnsiassssstassssssssssssssssasssssssssssssassssssassasssnssassssssassssssassssssnssssssnssnnse 50
3.3.1.4.1. EVENT/INCIDENT MANAGEMENT........citttittttueercirreeesssssssssssseessssssssssssessssssssssssssessssssssssssssessssnsssns 50
3.3.1.4.2. PROBLEM MANAGEMENT SERVICES.......cccitiieiiiniiniiniieiieiiasieectassescrsssessssstassssssnsssssssssasssnssasssnssnns 53
3.3.1.4.3. CONFIGURATION MANAGEMENT......ciccttitiieeecreieencrnsresseessnscescrassessssssassssssnssssssassassssssassssssnsssnssnnss 56
3.3.1.4.4. CHANGE MANAGEMENT .....cciiitiiiiiiitniitneittaseienetesierassessessssssassssnssssssesssssssssssnsssnssssnssssnssssssssnsssans 57
3.3.1.4.5. RELEASE MANAGEIMENT ....ccuiiiiiitiieiieitnsieteeitniiesstossesssssiassssssassssssssssssssssassssssnssssssassasssnssasssnssnns 60
3.3.1.4.6. SERVICE CATALOG MANAGEIMENT .....ccttitiieteereeeneranrensrecsnscesssessesssassessssssessssssassssssassssssnssssssassanss 62
3.4. EXCLUSIONS ....ciiiiiiiiiiiiiiieiieitetieieestatescsasescssstassssssasssssssssessssssassssssassssssassasssassasssnssssssnssassasssnssassanssnne 63
3.5. SERVICE-SPECIFIC IMILESTONES ......c.ccieniieiieiiteerecreerencenctassesssassessssssessssssassasssnsssssssssassssssnssssssnssssssnssanes 63
3.6. SERVICE MANAGEMENT......citiiitiitniienieieniiteitensersssssnsstsnsersssessssesssssssssssssssnssssnssssssssssssssssssnsssnssssnsssanes 64
3.6.1. OBIJECTIVES ....cuieiieiiiiireiteireteeetatessressascesssassessrassasssnssassssssassssssassesssnssassssssassssssnssasesnssassssssnssassnassnne 64
3.6.2. SERVICE LEVEL REQUIREMENTS (SLRS) ..ceuuuiiiiiieeennnneeerreeeenmnssseeeeeeeesnnssssssssessssnnsssssssssssssnnnssssssssasenns 64
3.6.2.1. BACKUP AND RESTORE SLRS .....cuiiuiitiiniiniieiiniieniioiiesiosionsssstascsssssssessssssassssssasssssssssassssssasssnssnssanssnnss 66
3.6.2.2. IT CONTINUITY AND DISASTER RECOVERY (DR) REQUIREMENTS......ccccuuieiiirrriennnnnnccsrereennnnnssssesseeenns 67
3.6.2.3. ASSET TRACKING AND MANAGEMENT ....cccittuiiiuneitaneitneienneresiernssssnssssnsssasssssssssssssssssssssssnssssnssssnsssanss 70
3.6.2.4. END-USER SATISFACTION SURVEY ....c.cctteiiteirmreecroirescrosiesssessnscescrossesssassassssssassssssassssssassasssnssesssnssanes 70
3.6.2.5.  SECURITY ..cuiiuiiierieireceneretenseansesseessescessrassesssnssessssssessssssassssssassssssassasssnssassssssassssssassasssassassanssnssansnnnse 71
3.6.3. REP O RTS...cciiiiiiiiiiiiiieiieeiieitecretiestesstastassssssessssstossssssassssssssssssssstassssssnsssssssssassssssasssnsssssnsssssssssasssnssas 73
SECTION A: INFRASTRUCTURE AND OPERATIONS ......cuiieiitereerenreecrentescresescrsssesssessnscssssassessssssessssssasessssassasssnsses 74
4.0 DATA CENTER SERVICES ....ccucituiiieniiinniitnniienniinnsisneiesserasiessssssnssssssssssssssssssssesssssssssssnssssssssnssssnssssssesasssnns 74
4.1. SERVICE ENVIRONIMENT ....ccuttuiieiieeireirencrontessresraseesernssessrsssassssssnssssssnssssssassasssnssnssssssassssssassasssnssssesnssanse 74
4.1.1. SCOPE OF THE INFRASTRUCTURE TO BE SUPPORTED ....cccctueteiteettecrencrectencencrensesseassescescsessesssassanssnnsene 74
4.1.1.1. HARDWARE AND SOFTWARE ......cccieittuiiuiiniiniienctatioiisestaicessiossessssssasssssssssssssssssssssssasssssssssssssassssssassas 74

DRAFT STATEMENT OF WORK

iv



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
4.1.1.2. SERVICE LOCATIONS .....ccuiieiieienererentreerescrncressessrassessssssassssssassssssassasssnsssssssssassssssnssssssnssssssassasssnssnnsas 75
4.1.1.3. POLICIES, PROCEDURES AND STANDARDS.....cccccittuittunniraneieacresscrsssesnssssnsssasssssssssnssssssessssssnssssnssssnsns 75
4.1.1.4. AGREEMENTS AND LICENSES ......ccctuiitituiinitniieciniioiieestancessrsssessssstassssssssssssssssassssssasssssssssssssassssssnssas 75
4.1.1.5. WORK-IN-PROGRESS......cccccetutttrerarrenrrecrencracresseserassessssssessrsssessssssassssssssssssssssassssssasssssssssssssassasssnssansas 75
4.1.1.6.  FUTURE INITIATIVES ...cccituiieniiieniienniinncitaneieassiessersssesnssssnsssassssassssssssssssssssssnssssssssassssnsesssssssssssnsssansene 75
4.1.1.7. BASELINE INFORMATION ......cccteituereieetrnreecreirescrosrossssssnssescrnssessssssassssssnssssssnssassssssasssnssnsessssassssssnsses 75
4.2. THE DATA CENTER SERVICE REQUIREIMIENTS ....ccuttuiieiieieeereereeteencencransencenneescesssassessenssesssnssssessssassesssnnes 76
4.2.1. SERVICE DESCRIPTIONS AND ROLES AND RESPONSIBILITIES ....cccccitetieiiniiecinnienieecrascancrsssesssnssasssnssnns 76
4.2.1.1. GENERAL RESPONSIBILITIES ....ccuttueterteereaerencreceencrncransesssassescrossessssssassssssnsssssssssassssssassssssnsessssassasssnnses 76
4.2.1.2. DATA CENTER COMPUTING SERVICES ......cccctuiieiiniiaiienninniencioiiesstssiassessnsssssssssessssssasssssssssssssassssssassas 77
4.2.1.2.1. OPERATIONS AND ADMINISTRATION ... ccuttuiteireeireirencrecressresrassescrnssessrassasssnsssssssssassssssassasssnsssnssanss 77
4.2.1.2.2. STORAGE AND DATA MANAGEMENT ....ccccituiiitniieniereniernctensernssssnssrssssrsssessssssnsssssssssssssassssssssassssns 79
4.2.1.2.3. OUTPUT MANAGEMENT ....cuituiieiieiiniietteitnicensiottesstasiasssssasssssssssessssssassssssnssssssassassssssasssnssnsssnssanss 81
4.2.1.2.4. COLLABORATIVE COMPUTING ....ccuteuererenrrenrenceeceencescrossesssnssescrsssessssssassssssnssssssassassssssasssnssasssnssanss 81
4.2.1.2.5. REIVIOTE ACCESS ......iuiieuiiuiieiteitnicenciotienstasiassssssassssssassessssssassssssasssssssssssssassasssnssnssssssassasssnssnsssnssnns 82
4.2.1.2.6. DATABASE ADMINISTRATION ....cuciuiieiieuitereeireirnncescrassesssasrassssssnssesssassssssassasssnssnssssssassasssnssasssnssnns 83
4.2.1.2.7. MIDDLEWARE ADMINISTRATION ....ccuttuittctneterenctacenceescescrsssessesssascsssssssssssassasssnssssessssassanssnsssnssnne 85
4.3. EXCLUSIONS ....ceeiiiiiieiiiireirecteeteneeeerasescsassescssssassssssnssssssassesssassassssssnssssssnssnsssassasssnssnssssssnssnsssnssassnnsnnne 86
4.4. SERVICE-SPECIFIC IMILESTONES ......cecituiieiienitereetrecrencescransesseansessssssessesssassesssnsssssssssassssssassasssnssenssnssanes 86
4.5, SERVICE MANAGEMENT.....ccuiiiiiiiiiiitiiaiieitnstaesettessssstasssssssssessssssassssssassssssnsssssssssassssssasssnssassssssassanse 87
4.5.1. OBIJECTIVES ....cuieiieiiieireiteireteeetarestressascesssassesssassasssnsssssssssassssssassasssnssnssssssassasssnsssssssssassssssassassnnssnne 87
4.5.2, SERVICE-LEVEL REQUIREMENTS (SLRS) ceeuuuueetetreeennnneeeeeeeereensssncesseeeessnnssssssssessssssssssssssssssssnsssssssessesans 87
4.5.3. REP O RTS....ciiiiitiiiiiteteiteetreereecrattessessrassesssnssasessssassssssnssssssnssessssssassssssnssssssnssassssssasssnssnssnssssssnssnssnnsnns 96
5.0 DATA NETWORK MANAGEMENT SERVICES .....cccieitiiteirenireirenceecronseeseesescronsessesssassssssnssssssassasssnssanssnnsnns 98
5.1. SERVICE ENVIRONIMENT ....ccuiiuiieiieeiiniiencioniesrnstascssssossesssossassssssssssssssssssssassasssssssssssssassssssassasssnssssssnssanse 99
5.1.1. SCOPE OF SERVICES AND INFRASTRUCTURE TO BE SUPPORTED......cccccetutenererenreenrencencrensensransencennnene 99
5.1.2. HARDWARE AND SOFTWARE ......ctuiiitiitiiieniiieniiteeiesiernsissnssranssssssssassssssessssssnssssnsssnssssassssnssssssssnssssns 929
5.1.3. SERVICE LOCATIONS ...cieiiieiieiiteiteteeirencencrassassessrassesssnssessssssassssssnssssssnssesssnssasssnssnssssssassssssnssasssnssnnenne 99
5.1.4. POLICIES, PROCEDURES AND STANDARDS......cccetteteittncterenteecsmscrscrossesssassessssssassssssassssssassssssassasssnnses 99
5.1.5. AGREEMENTS AND LICENSES .....cuieuitiiitiiniieitniieieeiinicessiosiesssassasssssssssssssssssssssssasssssssssssssassasssnsssnsss 100

DRAFT STATEMENT OF WORK

\%



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
5.1.6. WORK-IN-PROGRESS/TRANSITION........cuuuuuuuuennnuennennnnnsnnsssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 100
5.1.7. FUTURE INITIATIVES ...ccteiiieiiiieniiieiieniitnecisnsissssresssssssssssesnssssnsssssssssssssssssssssssssssnssssnsssassssassssnsssnnsss 100
5.1.8. BASELINE INFORMATION .....ccuiiuiiiitiieiieeitaiieeiteitesctsstossssstassssssssssssssssasssasssssssssassssssassssssnsssnsssssanssns 100
5.2. DATA NETWORK SERVICES REQUIREMENTS .....c.cteiteeireirencencrenceesrenseecsossescessrassesssnssescsssssssssssassasssnssencss 100
5.2.1. SERVICE DESCRIPTIONS AND ROLES & RESPONSIBILITIES......ccccieceiteniiincienncrenicrnnccsncssncssnssssnssssnsenes 100
5.2.1.1. GENERAL RESPONSIBILITIES .....ccoteutteitenernnranirecrmcencressessrassasssnssnssssssassssssnssasssnssassssssassssssnssssssnssnssnns 100
5.2.1.2. DESIGN/ENGINEERING.......ccetttttttiiriitiieeiieeereeeeeeteeeeeeeeeeeseeeseeeseeeseesssesseeessessesssssessesssessssessssssesssssssnes 101
5.2.1.3. ASSET ACQUISITION AND NETWORK SERVICES PROVISIONING......ccccceterrturrucrnniecensiassencsassancsnssancens 101
5.2.1.4. NETWORK OPERATIONS AND ADMINISTRATION ....ccccteuttuerenreerrencencrossesseasrassesssnssesernssesssnssasssnssnssens 102
5.2.1.5. NETWORK MONITORING AND REPORTING.....cccccetetruiienirnniaieestancenstossesssassascssssossesssassssssnsssssssssasssns 103
5.2.1.6. DOCUMENTATION.......ccciteiieiruireecretretteerassescrnssescrassesssassassssssnssssssassasssassasssnssassssssnssasssnssnsssnssassnssnns 104
5.2.1.7. NETWORK SECURITY SERVICES.......cccttuetturerenncrnniernnsiensrassssassrsssessssessssssnssssssssassssssssssssssssssnssssnsssnne 104
5.2.1.7.1. FIREWALL MANAGEMENT .....cccitiitiiiniieiitetianiansraitescssstossssssassssssssssssssssassssssassasssssssssssssassssssnssansss 104
5.3. EXCLUSIONS ... ieiieiiieiriiteirectnetantessressescsassassesssassesssasssssssssassssssassasssnsssssssssassesssassasssnssnssssssassasssnssanes 105
5.4. SERVICE SPECIFIC IMIILESTONES......ccciuiitiieiiniteiiiieniieitenstasiassssssassesstossssssassasssssssssssssassssssnssssssnssasssnssas 105
5.5. SERVICE MANAGEIMENT......ccuitiiiitireiteeteereeereerncescrassesssassassssssnssssssassasssnssassssssassssssassasssnssssssnssasssnssns 105
5.5.1. OBUECTIVES ...ccuiteiiieiitneiiencienierasstrasessssesnssssnssssssssassssssssssssssssssnssssnsssssssssssssnssssssessssssnssssssssnssssnsesns 106
5.5.2. SERVICE LEVEL REQUIREMENTS (SLRS) ..cuuuuiiiiiieeennnneceirereennnsssseeseeeennnsssssssssssesnnsssssssssesssnnnnssssssssnes 106
5.5.3. REP O RTS....ciiiiiteiieeteerenreeereereecrensescrassesssassassssssassesssassasssnsssssssssassssssassssssassssssassssssnssasssnssassnsesnssnnsnne 109
6.0 VOICE NETWORK SERVICES ......cciituiiuiieieeiinniencreiiectasiossssssassessssssosssssssssssssnsssssssssassssssnssssssnssssssnssasssnss 110
6.1. SERVICE ENVIRONIMENT ....ccuttuitiiieeireirencrectoseeesrassescrsssessssssassssssnsssssssssassssssassssssnsssssssssassssssnsssnssnssnssnns 110
6.1.1. SCOPE OF THE INFRASTRUCTURE TO BE SUPPORTED ......ccccciitteiirniiencienciianciencresscsnssssnssssssssnssssasnes 111
6.1.2. HARDWARE AND SOFTWARE .......coctuiieiiteiieieiretencrenressresrnssesssnssesssassasssassassssssassssssassasssnssssssassassnns 111
6.1.3. SERVICE LOCATIONS .....ceiiiiinererenrrereecrecsesceserassesssassessssssessesssassssssnssssssassasssnssassssssnsssnssassasssnssanssnns 111
6.1.4. POLICIES, PROCEDURES AND STANDARDS.......cccitiitiieiieniinniniseiiectssionisestassssssssssssssssassssssassssssassans 111
6.1.5. VOICE NETWORK SYSTEMS FEATURES AND FUNCTIONS ......ccetteireeireeencterrenseessascescsesseserassesssnsseness 111
6.1.6. AGREEMENTS AND LICENSES ....ccuiitiituiiiinieteniirniienectaseisasstsssersssesassssnssssssssnssssnssssssesssssssssssnsssnssssnns 111
6.1.7. WORK-IN-PROGRESS.......ccttiieireireirecteniettesrneeecrnsescrsssesssassassssssnssssssassssssassasessssassssssassssssnsssnssnnse 111
6.1.8. FUTURE INITIATIVES ....ooeeieeiieiieictneterentteesenceocsesceserassesssassessssssnssssssassesssnsssssssssassssssassasssnssanssassansans 112
6.1.9. VOICE NETWORK BASELINE INFORMATION......ciciiiiiniieiieiieniiasiencsesiossessiossssssassasssssssssssssassasssnssansss 112

DRAFT STATEMENT OF WORK

vi



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
6.2. VOICE NETWORK SERVICES REQUIREMENTS .....cuieuituiieiieeirnireecresteseensrasseessnsescrsssassssssnssssssnssesssnssassnnns 112
6.2.1. SERVICE DESCRIPTIONS AND ROLES & RESPONSIBILITIES......ccccteceiteniitniienncrenicrnescrncssnscsnssssnssssnsenes 112
6.2.1.1. GENERAL RESPONSIBILITIES .....ccteuiiuiieitanianiresiancensiossensiasiasssssssssssstassssssassassssssassssssassssssnsssssssssassans 112
6.2.1.2. DESK PHONE SERVICE .......ccuttuitiuireirenrencrereecrasescrossessessrassssssnssessssssessssssassssssnssssssassasssnssassssssnssenssas 113
6.2.1.3. VOICE NETWORK SERVICES ......ccccttuuiitueiennereniernncisncrassssassssssersssesssssssssssssssnssssnssssssessssssnssssnsssnssssnne 114
6.2.1.4. VOICE IMIESSAGING .....ccoteuieuireirencretrenreesrassescrnsescrsssessssssassssssnssasssassasssassasssnssnssssssassasssnssnsesnssasssnssns 114
6.2.1.5. DIRECTORY SERVICE.......ccctttuiieuiianiiianeirancrensernssesnssssnssasssssssssssessssssnssssnssssssssassssnsesssssssssssnssssnsssnne 115
6.2.1.6. VOICE CONFERENCING SERVICES......cccccitutiuiruiiencrnnieiiensiancasssnssessssssosssssssssssssssssssssssassssssassssssssssnssas 115
6.2.1.7. VIDEO CONFERENCING SERVICES .....c.ccuttutteuireirencracrensensransesssnsescssssessesssassssssnsssssssssasssnssassssssnssensnas 116
6.2.1.8. CONTACT CENTER SERVICE.......ccccteituiieniianiairniiacensiossessiassasssssssssssstassssssassassssssassssssasssnssnsssnssnssassans 117
6.2.1.9. OPERATIONS, ADMINISTRATION AND MANAGEMENT ......cccitiiiireireieerracreecrnisescensrasssessnssencrassassnns 119
6.3. EXCLUSIONS ..eiiiieiiiteitneeitaneteneresierasiesnssssssssassssassssssessssessssssnssssssssassssnssssnsessssessssssnssssnsssassssnsessnsssnssns 119
6.4. SERVICE SPECIFIC IMIILESTONES......ccciuiitiiiniieiieiinieniieiteesiasiassssssascessisssssssassasssssssssssssassasssnssssssnssasssnssas 119
6.5. SERVICE MANAGEIMENT......ccoititiiitireieenetectentretrencescrensesssassessssssassssssassasssassessssssassssssassasssnssssssnssassanssns 120
6.5.1. OBJECTIVES ... ceiieiiiiiieiieiieiieiiatiettssiassssstsssesstastassssssasssssssssssssassasssssssssssssessssssassssssnssansssssassasssnssanes 120
6.5.2. SERVICE LEVEL REQUIREMENTS (SLRS) ..cuuuuiiiiiiieeennnecciireneennnssscssesseeennnsssssssssssesnnsssssssssssssnnnnssssssssnes 120
6.5.3. REPORTS. ... itiiiteiitueiirnitenieiesieresssesserassssnssssnsssssssrasssssssssssessssssnssssnssssssssassssnssssssssnssssnsssansssnsessnsssnsass 122
7.0 END USER SERVICES ......cucteiieuiiniieieeireteeeretteseresrosseessnssessrassasssassassssssnssssssassasssnssasssnssnssssssnssasssnssnssnsees 123
7.1. SERVICE ENVIRONIMENT ....ccuteuituirenereceencencronsessrasescrsssessesssasssssssssssessssassssssassssssssssssssssassssssnssenssnssansens 123
7.1.1. HARDWARE AND SOFTWARE .......cctuiieiitiiiiiiiieiieniietieisesiacsssssssesstassasssassasssssssssssssassasssnsssssssssansans 124
7.1.2. SERVICE LOCATIONS ....cceieiiniieieeitereecrecrescessrasssessassesssnssessssssassssssnssssssassssssnssasssnssnsssnssassssssnssnnssnns 124
7.1.3. POLICIES, PROCEDURES AND STANDARDS.....ccccittiitmiinniieneienisressssssessssessssssnssssnsssassssassssassssssssnnnss 124
7.1.4. AGREEMENTS AND LICENSES .....cooeeiieiiiiieiieiteereirecrncescrossesssassessssssnssesssassasssnssasessssnssssssassasssnssanens 124
7.1.5. WORK IN PROGRESS .......ccoteuitereniteiriteneresessrasessressescrsssessesssassesssnsssssssssessssssasssssssssssssassasssnssanssnnse 124
7.1.6. IN PROGRESS PROJECTS ....iuieiiieiienciniieiieesiastensssssessrsstossssssasssssssssssssassasssnsssssssssassssssassssssnsssnssassanssns 124
7.1.7. FUTURE INITIATIVES ....ooeeieiiieiieietneterentrestenctecsesceserassessssssesssssssssssssassasssnsssssssssasssnssassasssnssanssassansans 124
7.1.8. BASELINE INFORMATION ....cocituiiitniirnniinnciensienserassssssessssesnssssnsssssssssssssssssssssssssssnssssnsssassssnssssnsessnnes 125
7.2. END USER SERVICES REQUIREIMENTS ....cccieiiiitniieieeirnereecrosressrasrasssessnssessrsssassssssassssssnssssssassasssnssnsssnsse 125
7.2.1. SERVICE DESCRIPTIONS AND ROLES AND RESPONSIBILITIES ....cccecoteutteereerrecrencencrensencransencsasesernsanes 125
7.2.1.1. GENERAL RESPONSIBILITIES .....cccteuituiienitanianiresiancensiessenssassascsnssassssssassssssassasssssssssssssassssssnssssssnssassans 125

DRAFT STATEMENT OF WORK

vii



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
7.2.1.2. CORE SOFTWARE IMAGE BUILD AND DEPLOYMENT SERVICES .....cccctuiteuituirencrecrencencraseesenssescrnssenenns 127
7.2.1.3. NON-CORE DESKTOP SOFTWARE BUILD AND DEPLOYMENT SERVICES......cccceeeeteeencrarencencencenncenenne 128
7.2.1.4. INSTALL, MOVES, ADDS, CHANGES, DELETES (IMACS)....cccctttttttiiiirieeeieeeieneeeenneeeeeeeeneeeseeessessesssesesnens 129
7.2.1.5. DESK SIDE TECHNICAL SUPPORT ....cccteitttteerenrrecrnncencressesseasressressassesssassssssassassssssassesssassasssnssssssnssassens 130
7.2.1.6. BACK UP AND RESTORE SERVICES ......ccccituiitniirnniernniiencianssrassrsssessssessssssnsssassssassssnssssssessssssnssssnsssnne 130
7.2.1.7. OPERATIONS AND ADMINISTRATION SERVICES......cccciteetuirenireirencrnnresseosrassescsnsessrossasssassascssssassenssas 131
7.2.1.8. SPECIAL SUPPORT SERVICES.......cccieutituuiiinerenncrnniernnsrensrassssassssssessssessssssnssssnsssassssnssssssessssssnssssnsssnne 132
7.3. EXCLUSIONS ....ciiiiieiitiiieiieiieiitniieieestastascssssassesstossassssssassssssassssssassasssnsssssssssassssssassssssssssssssssassasssnssnnsen 132
7.4. SERVICE-SPECIFIC IMILESTONES ......cceeiteuetetienttecreereecrensesseanressesssnsseserassesssassasssssssssssssassasssnssasssnssnssenssns 132
7.5. SERVICE MANAGEIMENT......citiiiitiiiieiietieiteitecessiossesstastasssssssssssstasssssssssssssssssssssssassasssnssssssnssasssnssns 132
7.5.1. (0121 X of I 1Y/ 3OS 132
7.5.2. SERVICE LEVEL REQUIREMENTS (SLRS) ecuuuueeeeitreeeennneeeeeeeeeensssseeeeeeeessnssssssessessssssssssssssssssssnnnssssssssens 133
7.5.3. REP O RTS....ciiiiiiiiiitniieiiteiieieesteiesstastasssastassssssassesstassasssssssssssssassssssassssssnssssssassssssassasssnssnssnsssnssnnsans 136
8.0 SERVICE DESK SERVICES .....ccuteuituireeireceencrncronseesrnsescssssessessrassesssassesessssessssssassssssnsssssssssasssnssassssssnssnnsnns 137
8.1. SERVICE ENVIRONIMENT ....ccuituiiuiieireiienctnsioniaesrassensssssessssstassssssssssssssssasssssssssssssssssssssssassssssnsssnssnssssssns 138
8.1.1. SCOPE OF THE SERVICE ENVIRONMENT TO BE SUPPORTED ......ccccuiteiimirecrencencrerencrenrencrecsnscensransenes 138
8.1.2. SERVICE DESK SUPPORTED HARDWARE AND SOFTWARE ......cccccciteiiinniiencienicrneciencissscsnsssssssssnsenes 138
8.1.3. SERVICE DESK SUPPORTED HARDWARE AND SOFTWARE .....ccctutieiieeireireeirecrenctenresseesrascescsnssessransanes 138
8.1.4. SERVICE LOCATIONS .....ceieiiinererenrreerensrecsescescrassesssassessssssessesssassssssnssssssassesssnssassssssnssssssassasssnssanssnns 138
8.1.5. POLICIES AND PROCEDURES........cccituiieituiinniiniietensioniensrasisscssssossssstassssssssssssssssassssssassasssnsssnsssssassans 139
8.1.6. REQUIRED LANGUARGES ......c.coeiieiiiniteieeireereecrecressessrassesssasssssssssassssssassesssnssssssassessssssassssssnssssssnssnssnns 139
8.1.7. WORK-IN-PROGRESS......ccciittiirniitniieniiiaiitoiereniernsiesnsersnsrassssassssssessssessssssnsssassssassssnssssssessssssnsssans 139
8.1.8. FUTURE INITIATIVES ... eeieiiieiieiteetetreetreereectocsessessrassasssassessssssnssssssassasssassasssnssessssssassasssnssasssnssnsenns 139
8.1.9. SERVICE DESK BASELINE INFORMATION ....c.ccuttuiierteerereecrercescrontessesssassesssessescssssessssssassssssassssssansanes 139
8.2. SERVICE DESK SERVICES REQUIREIMMENTS ....c.iiuiiiiiiiiniieiiniiaieeiiniiensiosiesssstasssssssssessssssassssssnsssnssnssanssns 139
8.2.1. SERVICE DESCRIPTIONS AND ROLES AND RESPONSIBILITIES ......cccotettuereeirecrencencrensencransencsasescrnsanes 139
8.2.1.1.  GENERAL RESPONSIBILITIES .....ccttuuiiiuiitniiennereniernniesnsranssrassssasssssssssssssnssssnssssssssasssssssssnssssnsssnssssnne 139
8.2.1.2. SERVICE DESK END-USER SERVICES .......cceteituiieiitnitnrenirecrencrestessessrassesssnssessssssassssssnssssssnssasssnssassnnns 140
8.2.1.2.1. SINGLE POINT OF CONTACT ..ccccuiieirincteerenreecrnnsencrassessesssassesssassesessssessesssasssssssssesssassasssassasssnssansans 140
8.2.1.2.2. SERVICE DESK OPERATIONS AND ADMINISTRATION.....ciuiitttuiincrniiecenniassasssnssessssssasssassnsssnssansens 141

DRAFT STATEMENT OF WORK

viii



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
8.2.1.2.3. SERVICE REQUEST ......ccuiteiiiiitereiteeterenreesrnsescrassassssssassasssnssessssssassssssnssesssnssessssssassssssnssasesnssnssnns 142
8.2.1.2.4. REMOTE DEVICE AND SOFTWARE MANAGEMENT .....ccccttiiiiuiitniienieienierniiencrsssssassssnsssassesassssnnes 143
8.2.1.2.5. INSTALLS, MOVES, ADDS, CHANGES (IMAQC) ....ccciiiiiiiiiiiiieiseseeeeessesesssssssssssssssnsnsssnssssssssssssnssnsssnns 144
8.2.1.2.6. SELF-HELP SUPPORT ...cutiiitiiiiiteitecteetenteesransescrsssessessrassesssnssssssassassesssasssssssssssssassasssnssasssnssnssensnns 145
8.2.1.2.7. CATALOG PROCUREIMMENT ...ccuiituiiteeiitnnctneceranstsnseressernssssnssssnsssassssasssssssssssesnssssnssssssssassssnssssnsssnnnss 145
8.2.1.2.8. EXCEPTION REQUESTS ....cuiieiieeireirencrnireneensrassesssnssescrsssessssssassssssnssssssassasssnssasssnssnssssssassasssnssasssnnss 146
8.2.1.3.  OTHER RESPONSIBILITIES. .....cccctuiiituiiiuniiiniieeierenieresiernsranssrassssasssssssssssssnssssnssssnsssassssassssnssssnsssnnsssnns 147
8.2.1.3.1. PLANNING AND ANALYSIS ..cuieiiieiiiiitiieiieiiasiaisesiascessiossessssssasssssssssssstasssssssssssssssssssssssassssssnssansss 147
8.2.1.3.2. SERVICE DESK REPORTING ....ccccuiteiienernnrenreecrancescronsesseasessssssassesssassessssssessssssassssssassasssnssanssnssansans 147
8.3. EXCLUSIONS ....ciieiiiiiiiiiiiiieiieitniiaieestestascssstassesstassassssssassssssassssssassasssnsssssssssassssssassssssssssssssssassasssnssnnsen 148
8.4. SERVICE-SPECIFIC IMILESTONES ......cteieiteiieiteiriceeeretesstastassressnssessrassesssassassssssnssssssassasssnssasssnssnsssnnsas 148
8.5. SERVICE MANAGEMENT......citiiitiitiiitnietenieteniernsetsnserassssnssrssssrsssesssssssssssssssnssssnsssssssssssesnssssnssssnsssnsssas 148
8.5.1. OBJECTIVES ... oviieiiieiieiieiieiieiiatiettssiassssssassesssossossssssasssssssssssssassasssssssssssssassssssassssssnsssssssssassasssassanes 148
8.5.2. SERVICE-LEVEL REQUIREMENTS (SLRS) cccuuuuiiiiieeeennnnceeereeeennnsnseseesseeesnnssssesssssssnnsssssesssssssnnnnssnssssanes 148
8.5.3. REP O RTS....ciiiiiiiiiiitniieiiteiieieestaiesstastasssastascsssssssesstassasssssssssssssassssssassssssnsssssssssssssassasssnssnssnsssnssnssans 152
SECTION B: BUSINESS APPLICATIONS AND RECORDKEEPING........cccccetutrmnirecrnncencrasreesrnsrescrsssessssssnssssssnssesssassanes 154
9.0 APPLICATION SERVICES......cccciituiiimeiirnncinneienieresierasessnssssssssnssssssssssssssssssnssssnsssnssssnssssssessssessssssnsssansssnne 154
9.1. SERVICE ENVIRONIMENT ....ccuituitiirenireirencrncrosseesrnsrescrsssessssssassssssnsssssssssassssssassssssnsssssssssassssssnsssnssnssnssnns 154
9.1.1. SCOPE OF THE INFRASTRUCTURE TO BE SUPPORTED.....ccctcittueterentrenrencrecrencescrassesssnnsescrssassesssassenes 154
9.1.2. APPLICATIONS TO BE SUPPORTED......cccciiuiieniiniiniiniincensioiieesiastascssssossssstassssssassssssssssssssssasssnssnsssnsss 154
9.1.3. FRTIB FACILITIES .....cenieiiieiieiieecreceneranresseesrnssescsnssessrsssassssssnssssssnssssssassasssassnssssssnssssssassasssnssnsssnssnnsnns 155
9.1.4. PROVIDER FACILITIES (U.S. ONSHORE) ..cceuuuuieeiiiieennnneeeeeeeeenssssesceeseessssssssssessessssnsssssssssssssssssssssssssses 155
9.1.5. POLICIES, PROCEDURES AND STANDARDS......c.cccitiitireitenttenrecrecsncrssrossssssnssesssnssesssassasssassassssssassnns 156
9.1.6. AGREEMENTS AND LICENSES .....coceuiieiieeteitenrtnerenreecrencescrassessesssessssssassesesassesssassasssssssssssssassasssnssaness 156
9.1.7. WORK IN PROGRESS .....cieiieiiiiiiiiieiiiiiiniieiieetiosiencisisesssssiosssssassssssssssssssssassssssasssssssssssssassasssnssanssnsss 156
9.1.8. FUTURE INITIATIVES ....ooeeieiiieiieietneterentrestenctecsesceserassessssssesssssssssssssassasssnsssssssssasssnssassasssnssanssassansans 156
9.1.9. BASELINE INFORMATION ....cocituiiitniirnniinnciensienserassssssessssesnssssnsssssssssssssssssssssssssssnssssnsssassssnssssnsessnnes 156
9.2. APPLICATION SERVICES REQUIREIMENTS ....ccceuiiiiieirenienirecrncescrnsessrasrassssssnssessrassesssnssassssssnssssssassasssnns 157
9.2.1. APPLICATION DEVELOPMENT SERVICES, ROLES & RESPONSIBILITIES ....cccceteeerenierenierencernncrenesennerenes 157
9.2.1.1. PROJECT MANAGEMENT SERVICES......c.ciciitiiiuiieiiiniianieiioiiectssionssssiassssssssssssssssassssssasssssssssssssnssasssnss 157

DRAFT STATEMENT OF WORK

ix



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
9.2.1.2. APPLICATION STRATEGY, ARCHITECTURE AND PLANNING......ccccecetterrmnirecrncencroseesrnssescrnssessenssasssnes 157
9.2.1.3. REQUIREMENTS DEFINITION ....ccittuiiituiieniiianeieanerenierensernsssnsssassssssssssssssssssnssssnssssssssnssssnsssassssassssnnes 160
9.2.1.4. DESIGN SPECIFICATIONS .....cuiieiiiiiniieiieeitaiteecreisesstssiasssssnsssssssssassssssasssssssssssssssssssssssasssnssssssnssassanes 161
9.2.1.5. PROGRAMMING/DEVELOPIMENT ...ccvvuuuuueirreeeeeenessssesrreessssssssssssseesssssssssssssssssssssssssssesssssssssssssssssssnnns 163
9.2.1.6. INTEGRATION AND TESTING ....cccttuuiiruiienneranciraneresserensernssssnssssssssassssssssssssssssssnssssssssnssssnsssassssassssnnes 164
9.2.1.7. IMPLEMENTATION AND MIGRATION ....ccctuiiiuireirenctncrereetrnrescrossascrssrassssssnssessssssasssnssassssssnssssssassanes 165
9.2.1.8. CODE MIGRATION ....ieuiiieniirniieniinnetiaseieneressersssesnssssnsssassssassssssssssssssssssnssssnsssassssasssssssssnssssnsssnsssanse 166
9.2.1.9. SOFTWARE CONFIGURATION MANAGEMENT .....ccciuiitiiniieniienieinesinniessssssesssssiassssssasssssssssasssnssassanes 167
9.2.1.10. APPLICATION CHANGE MANAGEIMENT .....ccettiiiiteirecenerensescrasrescrecsescescrassesssnssasessssessssssassanssnns 168
9.2.1.11. DEFECT TRACKING ...cciuiieiiiniieiieeiteiienciatienstssiasssssassessssssessssssssssssssssssssassssssassassssssassssssassasssnssanses 169
9.2.1.12. QUALITY CONTROL (QC) SERVICES .....cceeeeeueecciireeernnnnnceeseeaeennnsssesssesesnnsssssssssesssnnsssssssssssssnnnnsnnns 170
9.2.1.13. TRAINING AND KNOWLEDGE TRANSFER .....ccuititiitniiiniieniiieniieenireesernssisnssisssersssessssssnssssssssnssssnne 171
9.2.1.14. DOCUMENTATION ...ccuieiitiiieiieeiteitectetietsestassssssassessssssassssssasssssssssssssassassssssassssssassssssassasssnssssssnses 172
9.2.2. APPLICATION WARRANTY SERVICES.....c.cccetettnerenreecrencencronrenseassessssssassesessssessssssasssssssssssssassasssnssaness 174
9.2.3. APPLICATION MAINTENANCE SERVICES .....ccoitiiuiieniiniiencienieiiesiocsestossesstssssssssssasssssssssssssassasssnssansss 175
9.2.3.1. CORRECTIVE AND EMERGENCY MAINTENANCE. ......ccctcittirirecrnireerecrereesrnsescrassesssassascsnssnssssssassnnes 175
9.2.3.2. PREVENTIVE MAINTENANCE ......cieciituiitniitenieraniirniiencsrassssassssssessssssnssssnssssssssassssassssnssssnsssnssssnsssanss 176
9.2.3.3.  ADAPTIVE MAINTENANCE.......cccettteireirmcencretreseresrassressnssesersssessasssnssssssnsssssssssassssssnssssssnssasssnssassnnns 176
9.2.3.4. PERFECTIVE MAINTENANCE ......c.ccttuiieiieetreereecreieencescrassesssnssescrassassssssassssssnssessssssessssssassssssassanssnssanss 177
9.2.3.5. RELEASE PACKAGING ....cccitiiuiienitniiaieeitaitessiosiossssstasssssssssessssssossssssassssssssssssssssassssssasssssssssasssnssassanss 177
9.2.3.6. TECHNICAL AND END-USER SUPPORT.....cccccttuttenetnnrareesenncescrossesssnssassssssnssssssassassssssassssssnssssssassasssnns 177
9.2.4. MONITORING, REPORTING AND REVIEW SERVICES ......ccccottuiitniienicieniireniienncrsnsesnssssnssrssesssssssssssnnes 178
9.3. SERVICE MANAGEIMMENT......ccoitiiiiitireiiteteereeeresrncescrassesssassassssssnssssssassasssnssasssnssassssssassasssnssssssnssasssnssns 180
9.3.1. (02 1] X of I 1Y/ N 180
9.3.2. SERVICE LEVEL REQUIREMENTS (SLRS) ...ccetttitiiiiiiriieeeieeeieeneeeeeeeeeeeeeeeeeeeeeeeeeseeeeesessesssssssessesssessssessens 180
9.3.3. REP O RTS....ciiiiiteireeteetenreectereecrenseserassesseassassssssassesssassasssnsssssssssassssssassssssnssssssassssssnssasssnssassnsssnssnnsnne 183
10.0 RECORDKEEPING SERVICES ......ccuetttuueiieenneeernnsieerenseessenssesseassesssnsssssssnssesssnssssssnssssssnnssssssnssssssnnsesssnnnes 183
10.1. SERVICE ENVIRONIMENT .....cciteuituirenireirnnceecroseesseasrassssssnsssssrossssssassasssnsssssssssassssssnssssssnssnsssnssasssassnsesnsse 184
10.1.1. SCOPE OF THE INFRASTRUCTURE TO BE SUPPORTED.....ccctcittutterenrrenrencrecrencencressesssnssescsosessesssassenes 184
10.1.1.1. TRANSACTION VOLUMIES.......ccitiiiiiieiieniieniairestacensiessesstasiasssssssssssssassssssassasssssssssssssassasssnsssnssnnse 184

DRAFT STATEMENT OF WORK

X



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
10.1.1.2. SERVICE LOCATIONS ....coieiiiieeereirencterestressnssescrassessenssassssssnssssssassasssnssassssssnssssssassssssnssesesnssnsssnssns 184
10.1.1.3. POLICIES, PROCEDURES AND STANDARDS......ciccctttiiteiiencienncrnssernssssnssrsssssssssssssssnssssssssnssssnsssanne 184
10.1.1.4. AGREEMENTS AND LICENSES .....ccieiiiiiiiiiniieiieniieiieirestacsssionsesstassasssssssssssssassssssassassssssssssnssassanss 185
10.1.1.5. WORK-IN-PROGRESS .....cccittetuirenrreireteecrereeserasrossressescesssassesssassessssssessssssassssssnssssssnssassssssassanssnns 185
10.1.1.6. FUTURE INITIATIVES ....cuiiniiiiiireiieeiiaeeiiaeieeneresiesnssssnssrassssssssssssssssssnssssnsssssssssssssnssssnssssnsssnsssanne 185
10.1.1.7. BASELINE INFORMATION ......ccuiteiiiiiteereirenctaeraneressnscescrassesssassassssssnssssssassssssassasssnssassssssassssssnssensss 185
10.1.2. RECORDKEEPING SERVICE REQUIREMENTS .....cccituiiiniiieniirnniiencienietessissssssnscssssssnssssnsssassssassssnssssnnes 185
10.1.2.1. SERVICE DESCRIPTIONS AND ROLES AND RESPONSIBILITIES .....cccctteiiteiianineciniiencianiessnssacenssnnsens 185
10.1.2.1.1. GENERAL RESPONSIBILITIES ...c.eeuttuetteereirenceneranseecenncescrosessesssassssssessesssassasssnssassssssassesssassasssnsseness 185
10.1.2.1.2. REQUIRED MINIMUM DISTRIBUTION (RMD) PROCESSING.......cccceerrrrrerrrrerrrsrsssssssssssssssssssnnnnnnnnes 186
10.1.2.1.3. REFUND OF EXCESS CONTRIBUTIONS ......ccccttieiieeirmrencrenrescrnsrassressnscessrossssssnssesssnssssssnssasssnssnsssnnss 187
10.1.2.1.4. G FUNDS TRANSFER/FORFEITURE .....cccccetteetreerrrrrrsrssrssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnnn 188
10.1.2.1.5. ANNUAL TAX REPORTING .....icituiiuiieniiniienitnniaceesinnsessiossessssssasssssssssssssassssssnsssssssssassssssasssnssnsssnsss 189
10.1.2.1.6. YEAR END PROCESSING......ccctcctteirinrrecrenreecranrescroseescrssressesssassessssssessssssassssssassssssassssssassasssnssasssnnse 191
10.1.2.1.7. OMNI SCRIPTING/AD HOC REPORTING .....cccceeerierrrrssrssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnns 192
10.1.2.1.8.  AUDIT SUPPORT ...cuctuereuieeeranreecrecrnscroctossessrassasssnssnssssssassssssassasssssssssssssassssssnssasssnssnssssssassasssnssanees 192
10.1.2.1.9. FUNCTIONAL APPLICATION SUPPORT ...cccteuiteniiraneieacrensernnsesnssrsssssassssssssssssssssssnssssnsssnssssnssssnsesas 193
10.1.2.1.10. QUARTERLY AND ANNUAL PARTICIPANT STATEMENT PROCESSING .......cccocreeirencencrenreenrancenens 193
10.1.2.1.11. LOAN DEFAULT PROCESSING ......c.ccuetiieeirencencrerencresencrossessessrassesssnssescssssessssssasssssssssssssassansanns 194
10.1.2.1.12. DAILY PROCESSING ......cciitiieiieiteitncteiieitenstssiasssssassessssssassssssassssssssssssssssassssssassasssnssasssnssassanss 194
10.2.  EXCLUSIONS ......ceieiiieiiiiieecreiteseteerasseessnssescrassessssssassssssnssssssassssssassasssnsssssssssassssssnssssesnssassssssnssnsssnssnnens 195
10.3. SERVICE-SPECIFIC MILESTONES ......ccccttuiituireniirnniienncianceresssssssssssessssssnssssnsssassssassssnssssnsssnssssnsssansssasssss 196
10.4. SERVICE MANAGEMENT .....cicittitireireirecrettestresrassescrnssescrassassssssnssssssnssssssassassssssnssssssassssssnssasssnssnsesnnse 196
10.4.1. (02 1] X of I 1Y/ N 196
10.4.2. SERVICE-LEVEL REQUIREMENTS (SLRS) ..cceetttttiiitreteieeereeeieeeeeeeeeeeeeeeeeeeseeseeeesseessessesesssesssessessssssssessens 196
10.4.3. REP O RTS....ciiiiiteireeteetenreectereecrenseserassesseassassssssassesssassasssnsssssssssassssssassssssnssssssassssssnssasssnssassnsssnssnnsnne 200

DRAFT STATEMENT OF WORK

xi



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

1.0INTRODUCTION

The Federal Retirement Thrift Investment Board (FRTIB or Agency) is an independent Federal
agency in the Executive branch created by the Federal Employees’ Retirement System Act of 1986
(FERSA), Pub. L. No. 99-335, 100 Stat. 514 (codified as amended largely at 5 U.S.C. § 8351 and §§
8401-79) to administer the Thrift Savings Plan (TSP). The TSP is similar to 401 (k) plans offered to
employees in the private sector; it is the largest defined contribution plan in the world, with 4.5
million employees and $300 billion in assets. The TSP has five individual funds including
government securities, bond, equities, and international funds, and life cycle funds made up of the
five individual funds.

The purpose of the Technology Enterprise Support Services (TESS) acquisition is to competitively
select a company to provide a broad range of information technology (IT) support services.
Technology and Enterprise Support Services (TESS) includes the following IT support services, as
well as select Recordkeeping business process services, as follows:

Business Process Services

» Recordkeeping Services, including: Required Minimum Distribution, Refund of Excess, G Funds
Transfer/Forfeiture, Annual Tax Reporting, Year End Processing, Omni Scripting/Ad Hoc
Reporting, Audit Support, Manual and Automated Updates to the Recordkeeping System, Level
2 Functional Application Support, Quarterly and Annual Statement Process

IT Services

= Data Center Services, including: Operations and Administration (Time sensitive nightly batch
processing for very large volume financial transactions), Computing, Storage, Backup, Output,
Database and Middleware Administration

= Data Network Services, including: Operations and Administration, Wide Area Network, Local
Area Network, Virtual Private Network, Firewall Management, Quality of Service, Provisioning,
Install-Moves-Adds-Changes, Monitoring and Management

» Voice Network Services, including: Operations and Administration, Local and Long distance
Telephony, Voice Messaging, Voice Conferencing, Video Conferencing, Directory, Inbound Toll
Free, Install-Moves-Adds-Changes, Contact Center Services, including: Interactive Voice
Response, Automatic Call Distribution, Computer Telephony Interface

* End User Device Services, including: Operations and Administration, Deskside Break fix and
Technical Support, Core Software Image Build and Deployment, Install-Moves-Adds-Changes,
Backup and Restore

= Application Services including: Full Application Life Cycle Management support for Application
Development and Production Support, including Warranty Services
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= Help Desk Services including: Operations and Administration, Single Point of Contact, Request
and Incident Management, Remote Device and Software Management, End-User
Administration, Install-Moves-Adds-Changes, Self Help, Service Catalog

* Cross Functional Services, including, Performance Management, Security Management, Backup
and Recovery, IT Service Continuity and Disaster Recovery, Incident, Problem, Configuration,
Change, Release, Availability, Capacity ,Refresh, Operations, Documentation, Implementation
and Migration, Engineering, Integration Testing, Asset Management, Knowledge Transfer.

2.0 PROGRAM MANAGEMENT

The Contractor will be responsible and accountable for ensuring the quality and timeliness of
products and services delivered under this contract.

2.1. Program Management Objectives

FRTIB recognizes that Program Management Services are an essential component for successful
contract management and ongoing FRTIB - Provider relationship satisfaction. the FRTIB requires a
relationship with the Provider based on the following key attributes, including:

Appropriate governance structures

Mutual trust and respect

Excellent communication between both Parties
Well-defined objectives and service levels

Well-defined roles and responsibilities

2.2. Program Management Requirements

The Provider relationship management team will work with the FRTIB team to achieve a number of
FRTIB relationship goals and objectives, including:

Delivery of high-quality IT services to support the FRTIB business needs

Continued high customer satisfaction from all technical and operational End-Users of
Services

Continuous recommendation of improvements to the functionality, creation and delivery of
Services—to the extent that the FRTIB business objectives would be better served

Development of the business rationale and benefits of any proposed changes and
communicate these to the team and other FRTIB stakeholders, as appropriate

DRAFT STATEMENT OF WORK

2



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

»  Working within the mutually-agreed upon structure regarding processes and procedures
»  Assisting the FRTIB in its planning activities as required

» Ensuring sufficient and continued communication

2.3. Day-to-Day Management

the FRTIB approved formal procedural, reporting and communication processes and structures will
be established in order to manage the delivery of the IT services to be provided by Provider in an
efficient and effective manner. They will be documented and maintained by Provider, as approved
by the FRTIB, and modified and updated on an ongoing basis to reflect changes to the business and
operational relationship.

Provider and the FRTIB will agree upon additional points of contact and a reporting structure
covering day-to-day operations and reviews of Provider’s performance. These may include
technical, financial, and service level requirements reviews as well as the resolution of any other
issues that may arise. These reporting schedules will be documented and maintained by Provider in
an online repository accessible to the FRTIB’s management team. A regular meeting schedule will
be required for the different reporting levels established, with ongoing 24-hour access to all of
Provider points of contact when required. In addition to the processes and procedures as described
in the SOWs, Provider must provide processes and procedures acceptable to the FRTIB that can be
used to manage day-to-day relationship processes including:

» Dispute resolution
= Contract change

= New business request

» Performance reporting (e.g., Service Level Requirements (SLRs), project status,
outstanding service request status)

2.4. Key Roles

The FRTIB and Provider will each establish and maintain relationship management teams of senior
IT and business professionals that, throughout the Contract life cycle, will:

= Determine and protect the business interests and reputation of the FRTIB

= Dedicate sufficient time and resources to make the relationship a success

= Support the FRTIB strategic and tactical planning processes for in scope Services, including
IT linkage to business objectives and technology standards and architectures

»  Monitor Provider performance metrics including contracted Service Level Requirements.
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Provider will provide biographies of the management team for the FRTIB’s approval as Provider
Key Personnel, including any key project operations and technical management personnel. An
authorized FRTIB representative must approve any persons that Provider recommends as a
member of the Provider Key Personnel. Provider Key Personnel include but are not limited to
Provider’s staff described below.

To ensure consistency of service delivery and minimize personnel learning curves, Provider agrees
to minimize the amount of turnover in its staff assigned to the FRTIB’s account (non-Key
Personnel) to a maximum of five percent (5%) per Contract Year.

2.4.1. Service Objectives

The following are the key high-level Service Objectives FRTIB expects to achieve through TESS
Statement of Work (SOW):

= Comparable ... to Defined Contribution and Financial Services Contemporaries

= Reliable and Available ... to retain the confidence and trust of participants and stakeholders
in the systems and data

= Secure ... to ensure participant data and FRTIB systems are comprehensively and
redundantly protected

= Autonomous ... to preserve the Agency’s position that critical systems are not wholly
dependent on a provider’s infrastructure

Enabling ... the FRTIB Mission

2.4.2. Program Executive/Relationship Management Team
Provider Program Executive key responsibilities are:

» The primary Relationship Manager between the service provider and the FRTIB

= Knowledgeable about the Services and each of Provider's and its Subcontractors' products
and services

» Experienced at running services equal in size and scope to those of the FRTIB

= QOtherwise acceptable to the FRTIB

Provider Program Executive has overall responsibility for directing all of Provider's activities and
has the necessary authority to act for Provider in connection with all aspects of the Contract.

2.4.3. Service Delivery Managers
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Each Party designates individuals (for the FRTIB, the "FRTIB Service Tower Manager", and for
Provider, the "Provider Service Delivery Manager") for each of the Service Towers, who are each
Party's primary point of contact for all matters relating to that Service Tower.

Provider Service Delivery Managers key responsibilities are:

» To be knowledgeable about the Services and each of Provider's and its Subcontractors'
products and services

= Experienced at integration and operation of an information technology systems and
networks (e.g., infrastructure, operations, software applications, and business processes)
of a size and scope minimally equal in size and scope to those of the FRTIB

2.4.4. Transition Managers

Each transition from one service state to another (e.g. initial phase-out and transition, introduction
of a new service or transfer of a service), will require the establishment of a transition team or
teams with membership from both Parties, to establish the new service state that is required. Each
Party has a Transition Manager in place for the duration of the applicable transition to manage such
teams.

2.4.5. Additional Relationship Management Functions

The following are additional FRTIB and Provider relationship management functions that are
essential to managing the relationship:

»  Administrative Financial Management
» Performance Management

= Contract Management

* Transformation Management

»  Strategic Planning Governance

*  Administrative Financial Management

2.4.5.1. Project Management

The Contractor implements project management tools and techniques for measuring progress and
to achieve successful completion of project goals and objectives.

2.4.5.2. Administrative Financial Management
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The FRTIB and Provider Financial Management function monitors and manages financial
administration practices and procedures associated with the contract ensuring that financial
controls are in place and aligned with the contract. Financial Management function activities
include:

= Acting as primary contact for all billing and financial issues

= Reviewing invoices, charges, budget performance, identifying disparities and variances to
plans and recommending corrective action

= Reviewing fee reductions and identifying problem areas and recommending corrective
action

2.4.5.3. Performance Management

The FRTIB and Provider Performance Management function takes overall responsibility for
ensuring Provider performance meets business requirements and recommends continuation,
improvement or problem resolution to ensure that business requirements are met. This function
includes:

» Leading the measurement process by which Service Level Requirements are assessed

» Reviewing and monitoring performance and facilitating the development of improvement
plans

= Conducting exploratory activities to determine how to raise performance levels and
recommending changes in Service Level Requirements where appropriate to ensure that
they properly reflect business needs, while balancing costs.

2.4.5.4. Contract Management

The FRTIB and Provider Contract Management function manages the contractual relationship
between the FRTIB and Provider. This function includes:

» Leading and facilitating contract activities from contract signing through service provider
transition and ongoing operations

* Monitoring compliance with contract terms and conditions and providing
recommendations to resolve issues related to non-compliance

» Identifying and managing service provider fee reductions and incentives, based on
performance information and contract terms

The FRTIB and Provider Contract Management, work closely with FRTIB procurement and legal
counsel to:

= (Create, negotiate and incorporate amendments into the contract
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» Coordinate the contract negotiations/renegotiations to accommodate scope changes or
changes to business requirements per the following contract change management process

2.5. Provider Key Personnel Incentives

Provider creates and maintains, for the Provider Key Personnel, an individual compensation
structure that provides incentives to meet the objectives of the Contract and SLRs. the FRTIB'’s
expectation is that the FRTIB customer satisfaction is a key component of the assigned Provider
personnel performance reviews.

2.6. Governance Structure

The following contract governance committees define the framework of the participants, the
responsibilities and activities of those roles that are responsible for the administration of the
governance processes.

2.6.1. Executive Committee

The Executive Committee will be comprised of senior executives and managers from each party
(members to be determined) who will meet to discuss high level strategic and operational issues
relating to the Contract. The Executive Committee will be responsible for giving guidance to the IT
Provider Management Committee on overall direction.

The Executive Committee meets at least once semi-annually, and has the following role and
responsibilities:

= Address relevant high level issues appropriate for a board level discussion

= Review and approve the innovation processes to drive significant business change

= Address problems, disputes, Incidents or Service and Contract Changes that have been
escalated to this level

For each such meeting, the Parties select the location for the meeting in advance. Prior to each such
meeting, Provider prepares a suggested agenda, with active input from the FRTIB Program
Executive. Provider delivers the agreed-upon agenda to the FRTIB at least 5 days prior to the
meeting. Provider makes available its senior management personnel to answer questions from the
FRTIB'’s senior management personnel regarding the agenda items for such meeting. Further,
either Party from the Executive Committee may invite industry thought leaders to participate in
such meetings to facilitate information exchange and increase the value of the strategies discussed.

2.6.2. IT Provider Management Committee
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IT Provider Management Committee membership is agreed upon by the Parties as of the Effective
Date, and reviewed on an ongoing basis. As a guideline, the IT Provider Management Committee
membership should have balanced representation from each party.

The IT Provider Management Committee has the following role and responsibilities, in addition to
any roles and responsibilities set forth in the Contract:

» Defining and recommending innovation and improvement opportunities for more effective
use of IT services and how such innovative ideas and strategies can effectively impact
services. Major opportunities will be referred to the Executive Committee and minor
opportunities will be approved by this committee, subject to agreed authority levels.

» Addressing Problems, disputes, Incidents or requests for Changes (as defined in Section 4)
that have been escalated to this level

» Addressing the status of projects, each Service Tower and any problems or difficulties
experienced by the Parties in transitioning to and/or delivering the Services

» Providing status of planned initiatives and discussing initiatives that may impact capacity
requirements

= Adjusting plans and projects as directed by the FRTIB
= Reviewing the Executive Management Report

= Addressing such other matters as one Party may bring to the other

2.6.3. IT Provider Operations Committee

A joint operations committee, comprised of business management and technology staff from the
FRTIB and Provider (the "IT Provider Operations Committee"), is responsible for overseeing the
operation including integration of the individual Services provided by Provider or Third Parties,
reviewing performance and addressing common tactical issues. Issues that cannot be resolved by
this committee are escalated to the IT Provider Management Committee.

The IT Provider Operations Committee is chaired by a senior FRTIB manager(s). Members include
Provider Service Delivery Managers and/or PMO leads/project managers for each of the current
Services being delivered, the Program Executive, and from the FRTIB include each of the associated
FRTIB Service Tower Managers and other technology leads. Additional temporary FRTIB attendees
may attend the IT Provider Operations Committee at the FRTIB's sole discretion. Any additional
temporary Provider attendees will be agreed between the Parties in advance of the committee
meetings.

The IT Provider Operations Committee meets monthly or more often at the FRTIB’s request, and
have the following role and responsibilities:
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» Discussing Provider's overall compliance with the Service Level Requirements for all
Services

* Planning for new Services and removal of Services
= Reviewing all financial arrangements, including invoices submitted by Provider
» Reviewing the FRTIB’s satisfaction with the Provider Key Personnel

» Addressing Problems, disputes, Incidents, and Change Requests (as defined in Section 4
below) that have been escalated to this level

= Reviewing project forecasts and action items
»  Addressing such other matters as one Party may bring to the other.

For each such meeting, the Parties select the location for the meeting in advance. Prior to each such
meeting, Provider prepares a suggested agenda, with active input from the FRTIB Program
Executive. Provider delivers the agreed-upon agenda to the FRTIB at least 3 days prior to the
meeting. Provider makes available its senior management personnel to answer questions from the
FRTIB’s senior management personnel regarding the agenda items for such meeting. Further,
either Party from the IT Provider Operations Committee may invite industry thought leaders to
participate in such meetings to facilitate information exchange and increase the value of the
strategies discussed.

2.6.4. Service Management Teams

For the TESS Services, a joint management team comprised of business management and
technology staffs from the FRTIB and Provider (the “Service Management Team”) are responsible
for overseeing the day to day operation of the Services.

The Service Management Team is chaired by the associated FRTIB Service Manager. Members
include the Provider Service Delivery Manager/PMO lead for the associated Service, plus any
additional key attendees from either Party, agreed between the Parties as being required.
Additional temporary FRTIB attendees may attend the Service Management Team at the FRTIB'’s
sole discretion. Any additional temporary Provider attendees will be agreed between the Parties in
advance of the Service Management Team meetings.

The Service Management Team meets on a weekly or other basis to be determined as agreed
between the associated Provider Service Delivery Manager and the FRTIB Service Tower Manager,
and have the following role and responsibilities:

» Addressing operational or delivery issues or crises arising during the previous week, and
adherence to performance targets

= Reviewing Root Cause Analysis of any previous issues

»  Addressing outstanding or unresolved issues
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= Reviewing progress reports

* Planning for future changes

= Reviewing Provider's compliance with the Service Level Requirements
= Reviewing Fee Reductions to be applied

= Reviewing Problems, disputes, Incidents and Change Requests

»  Addressing such other matters as one Party may bring to the other

For each such meeting, the Parties select the location for the meeting in advance. Prior to each such
meeting, Provider prepares a suggested agenda, with active input from the FRTIB Service Tower
Manager. Provider delivers the agreed-upon agenda to the FRTIB at least 5 days prior to the
meeting. Provider makes available its senior management personnel to answer questions from the
FRTIB'’s senior management personnel regarding the agenda items for such meeting. Further,
either Party from the Service management Team may invite industry thought leaders to participate
in such meetings to facilitate information exchange and increase the value of the strategies
discussed.

2.7. FRTIB-Provider Communications

The FRTIB and Provider communicate, wherever possible and practicable, face to face. Video or
audio conferences will be the second choice of communication medium. Where video or audio
conferences are not practical, e-mail will be the fall-back communication medium.

All formal meetings whether face to face or video or audio conferences:

= Setwith an agenda at least 3 days in advance and have an identified chairman and note
taker. The agenda should have clear directions of location and/or medium to be used; date
and timings of meeting; topic items to be covered and expected outcome for each topic;
owners of each topic; and any pre-work to be undertaken by topic owners or attendees.

* Documented with minutes by the note taker, and such minutes to include high-level
summaries of key discussion points and future actions with timings and persons
responsible for the actions. Minutes should be distributed to attendees and missing
attendees and any persons with actions to be taken.

= Identify the person responsible for organizing the next meeting.
2.8. Operating Level Agreements
Operating level agreements should be established between service providers to ensure there is a
clear understanding of each providers’ services and roles and responsibilities with respect to

demark points of service between the providers and to facilitate seamless end-to-end services
integration.
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3.0 CROSS FUNCTIONAL SERVICES

3.1.Cross-Functional Services Overview

Program wide services are the Cross Functional services that set forth the roles and responsibilities
for the set of common services and processes that apply to the provision, delivery and management
of all Services in support of the FRTIB Information Technology (IT) infrastructure and Applications
in an IT Service Management end-to-end manner.

Application | | Data Center Network Voice End User Service
i i i ; . Desk
Services Services Services Services Services Services

Cross Functional Services

3.2.Service Environment

3.2.1. Scope of the Infrastructure To Be Supported

The Service Environment section in each IT Service Tower SOW describes the environment to be
supported. The Service Environment includes Service Tower components such as hardware and
software, facilities and locations, personnel, policies and procedures, licenses and agreements,
work-in-progress and future initiatives. As such, this SOW applies to the Service Environment as
specified in each Service Tower SOW. The Service Environment for each Service Tower will be
documented in the applicable SOW Appendices and are to be maintained by Provider, reviewed
with FRTIB, updated by Provider and made available to FRTIB on a quarterly basis.

3.2.2. Security Policies

The security environment is critical to FRTIB’s business, including compliance with FISMA. For
purposes of this Cross Functional SOW and all Service Tower SOWSs, FRTIB’s EISRM security
policies are contained in Attachment XX.

3.3.Cross-Functional Services Requirements

The Provider is responsible for providing Cross-Functional Services defined in this SOW for Service
Towers defined in the following sections of this SOW:

= Data Center Services
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= Application Services

= End User Services

= Data Network Services
= Voice Network Services
= Service Desk Services

= Recordkeeping Services

3.3.1. Service Descriptions and Roles and Responsibilities

3.3.1.1. General Responsibilities

The following table identifies general roles and responsibilities associated with this SOW. An “X” is
placed in the column under the Party that will be responsible for performing the task. Provider
responsibilities are indicated in the column labeled “Provider.”

Table 1.  General Services Roles and Responsibilities

General Roles and Responsibilities Provider FRTIB
1. Provide Services and the supporting processes that support FRTIB
: : . . X
business needs, technical requirements End-User requirements
2. Approve Services and the supporting processes that support FRTIB X

business needs, technical requirements End-User requirements

3. Comply with FRTIB policies, guiding principles, standards and
regulatory requirements applicable to FRTIB for information, X
information systems, personnel, physical and technical security

4. Develop and maintain an approved comprehensive Standards and
Procedures Manual that contains the standards, processes and
procedures that will be used in the delivery of all Service Tower Services. X
The manual will include clearly delineated roles and responsibilities,
touch points and measurements between FRTIB and the Provider

5. Approve the comprehensive Standards and Procedures Manual that
contains the standards, processes and procedures that will be used in the
delivery of all Service Tower Services. The manual will include clearly X
delineated roles and responsibilities, touch points and measurements
between FRTIB and the Provider

6. Conform to changes in laws, regulations and policies. Major Service
Changes are proposed on a project-by-project effort basis to alter the X
environment to conform to the new requirements

7. Report performance against Service Level Requirements SLRs X
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General Roles and Responsibilities Provider FRTIB

8. Coordinate all Changes to the IT infrastructure that may affect the SLRs

of any other Service Tower X

9. Provide timely creation, updating, maintenance and provision of all
appropriate project plans, project time and cost estimates, technical
Specifications, management documentation and management reporting X
in a form/format that is acceptable to FRTIB for all Service Tower
projects and major Service activities

10. Adhere to IT Service Management (ITSM) best practices and Key
Performance Indicators (KPIs)

11. Approve the use of the ITSM best practices and Key Performance X
Indicators (KPIs)

3.3.1.2. IT Life Cycle and Operations

3.3.1.2.1. Planning and Analysis

Planning and Analysis Services are activities associated with researching new technical trends,
products and services, such as hardware components, system Software, and Networks that offer
opportunities to improve the efficiency and effectiveness of the Service Towers. Planning and
Analysis Services can also help support competitive business advantage and mitigate risks by
reducing defects and improving the Quality of IT Services. The following table identifies the
Planning and Analysis roles and responsibilities that Provider and FRTIB will perform.

Table 2.  Planning and Analysis Roles and Responsibilities

Planning and Analysis Roles and Responsibilities Provider FRTIB

1. Define Services, processes, standards and time frames for Planning and

; o X
Analysis activities
2. Participate in defining Services, processes, and standards for Planning X
and Analysis activities
3. Review and approve Services, processes, and standards for Planning and X

Analysis activities

4. Define FRTIB requirements at the enterprise level for all Service Towers
(e.g., business, technology strategy, functional, availability, capacity, X
performance, backup and IT service continuity)

5. Perform technical and Service Planning and Analysis based on FRTIB
requirements (e.g., availability, capacity, performance, backup and IT X
Service Continuity and Disaster Recovery Services)
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Planning and Analysis Roles and Responsibilities

Provide recommendations for new or changes to applications,
infrastructure, processes, and Services based on Planning and Analysis
results in a management report

Provider

X

FRTIB

Approve Planning and Analysis and recommendations for new or
changes to applications, infrastructure, processes and Services

Recommend Data Backup and Retention policies for all Service Towers

Define FRTIB Data Backup and Retention requirements and policies for
all Service Towers

10.

Continuously monitor technical trends through independent research;
document and report on products, processes and services with potential
use for FRTIB as they align with FRTIB’s business and technology
strategy

11.

Recommend new technologies that best meet FRTIB business needs and
meet cost, performance and Quality objectives

12.

Approve the implementation of new technologies that best meet FRTIB
business needs and meet cost, performance and Quality objectives

13.

Perform feasibility studies for the implementation of new technologies
that best meet FRTIB business needs and meet cost, performance and
Quality objectives

14.

Define enterprise-level project management policies, procedures and
requirements (e.g., project feasibility analysis, cost-benefit analysis,
scheduling, costing, resource planning, communication planning,
procurement, risk management and Quality management)

15.

Perform project management function for Provider-managed projects
and provide project management deliverables in accordance with FRTIB
project management policies and PMI best practices

16.

Perform project management oversight and liaison function to the
business and customers (i.e., stakeholder management) and approve
project management deliverables

17.

Conduct annual technical and business planning sessions to establish
standards, architecture and project initiatives per the Planning and
Analysis results

18.

Participate in annual technical and business planning sessions to
establish standards, architecture and project initiatives

19.

Develop and present documented standards and architecture

20.

Approve documented standards and architecture

21.

Develop and present project charters

22.

Conduct regular planning for technology refreshes and upgrades

23.

Participate in regular planning for technology refreshes and upgrades
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Planning and Analysis Roles and Responsibilities Provider FRTIB
24. Develop technology refresh and upgrade plan X
25. Approve technology refresh and upgrade plan X

26. Conduct technical reviews and provide recommendations for
improvements that increase efficiency and effectiveness and reduce costs X
per the Planning and Analysis results

3.3.1.2.2. Requirements Definition

Requirements Definition Services are the activities associated with the assessment and definition of
functional, performance, IT Continuity and Disaster Recovery, and Security requirements that also
comply with regulatory and FRTIB policies. These requirements drive the technical design for the
environment. The following table identifies the Requirements Definition roles and responsibilities
that Provider and FRTIB will perform.

Table 3.  Requirements Definition Roles and Responsibilities

Requirements Definition Roles and Responsibilities Provider FRTIB
1. Define requirements and standards X
2. Participate in defining requirements and standards X

3. Conduct interviews, group workshops and surveys to determine user
functional, performance, Availability, maintainability and IT continuity X
and other requirements

4. Participate in appropriate requirements-gathering activities (e.g., focus
groups, interviews)

5. Provide additional information in sufficient detail pertaining to the
requirements definition to enable development of appropriate
requirements documentation (e.g., business requirements
documentation)

6. Document requirements required to deliver Services in agreed-to
formats (e.g., system Specifications, data models, upgrade requirements, X
conversion requirements, Network design schematics)

Ensure requirements meet security policies X

Approve all requirements documents X

Define Acceptance test criteria X

10. Participate in defining Acceptance test criteria X

11. Review and approve all Acceptance test criteria X

12. Provide documented requirements and Acceptance test criteria per
approved requirements standards
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3.3.1.2.3. Design Specifications

Design Specification services are the activities and deliverables associated with translating user and
information system requirements into detailed technical Specifications. The following table
identifies the Design Specifications roles and responsibilities that Provider and FRTIB will perform.

Table 4.  Design Specifications Roles and Responsibilities

Design Specification Roles and Responsibilities Provider FRTIB

1. Define Design Specifications standards and requirements X

2. Recommend improvements to Design Specifications standards and
requirements

3. Develop, document and maintain technical design plans and environment
configuration based on FRTIB Design Specifications standards and
requirements including IT architecture, functional, performance, X
Availability, maintainability, security and IT Continuity and Disaster
Recovery requirements

4. Determine and document required Service Tower component upgrade,

replacement and/or conversion specifications (e.g., hardware, Software, X

Networks)

Review and approve design plans X
6. Conduct site surveys for design efforts as required X

Provide Provider with additional information in sufficient detail
pertaining to the Design Specifications to enable creation of the X
appropriate design documents

Document and deliver Design Specifications X

Review and approve Design Specifications X

3.3.1.2.4. Acquisition and Management

Acquisition and Management Services are the activities associated with the pricing, evaluation
(technical and costing), selection and acquisition of new and upgraded Service Tower components
(e.g., hardware, Software, circuits). The following table identifies the Acquisition and Management
roles and responsibilities that Provider and FRTIB will perform.

Table 5.  Acquisition and Management Roles and Responsibilities

Acquisition and Management Roles and Responsibilities Provider ‘ FRTIB

1. Define Acquisition and Management requirements and policies X

2. Develop, document and maintain in the Standards and Procedures Manual
Acquisition and Management procedures that meet requirements and adhere X
to defined policies
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Acquisition and Management Roles and Responsibilities Provider ‘ FRTIB
3. Review and approve Acquisition and Management procedures X
4. Develop and maintain list of preferred suppliers X
5. Approve list of preferred suppliers X
6. Develop and issue acquisition bid requests as required and approved by X
FRTIB
7. Establish audit procedures to ensure compliance with best practices and best X
pricing
8. Perform periodic audits of procurement procedures X
Assist in periodic audits of procurement procedures X
10. Evaluate proposals against clearly defined objective criteria X
11. Negotiate contracts for Provider-purchased/leased Service Tower-related X
components
12. Negotiate contracts for FRTIB-purchased/leased Service Tower-related X
components
13. Manage the ordering, procurement and delivery processes in compliance X
with FRTIB procurement and Acceptance processes
14. Manage and track Provider purchase orders and service orders X
15. Coordinate delivery and installation of new products and services, as X
required
16. Ensure that new equipment/hardware complies with established FRTIB IT X
standards and architectures
17. Review and approve selection of hardware to be installed in FRTIB facilities X
and Software to be installed on FRTIB hardware
18. Review and approve acquisition Acceptance process X
19. Adhere to FRTIB acquisition Acceptance process X
20. Terminate, dispose of and relocate Assets as needed/specified and provide X
disposition reports as needed

3.3.1.2.5. Asset Management

Asset Management Services are the activities associated with process of the ongoing management
and tracking of the lifecycle of existing, Service Tower components (e.g., hardware, Software and
software licenses, maintenance, circuits) and their attributes (ie location, costs, depreciation,
contracts, provider, serial numbers, etc). The following table identifies Asset Management roles and
responsibilities that Provider and FRTIB will perform.
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Table 6.  Asset Management Roles and Responsibilities

Asset Management Roles and Responsibilities Provider FRTIB

1. Define Asset Management requirements and policies X

2. Recommend improvements to Asset Management requirements and
policies

3. Develop, document and maintain in the Standards and Procedures
Manual Asset Management process and procedures that meet X
requirements and adhere to defined policies

4. Review and approve Asset Management process and procedures X

Deploy an Asset Management system that meets FRTIB requirements
and adheres to defined policies

6. Maintain and manage an Asset Management system that meets FRTIB
requirements and adheres to defined policies

7. Manage life cycle of all Assets from identification, requisition ordering,
inventory, installation, maintenance to disposal

8. Develop Asset type list and attributes that would be included in the Asset
Management system

9. Review Asset type list and attributes and maintain Asset types and
attributes in the Asset Management system

10. Provide FRTIB inquiry and reporting access into the Asset Management
System for all Assets

11. Maintain the accuracy of the data of in-scope Assets in the Asset
Management System according to SLRs

12. Provide electronic feed file of Asset data for various FRTIB defined
systems (e.g., financial system, FRTIB internal billing system)

13. Establish, update and maintain the Asset database to include, at a
minimum, the following Asset attributes:

=  Manufacturer

= Model

= Serial number

=  Assetidentification number

= Assetlocation

= Ownership information (Provider/FRTIB—Ilease/purchase)

= Asset cost information

= Maintenance information and history including the age of the Asset
=  Warranty information

=  Other billing information (e.g., lease information, FRTIB-specific
information)

= Transaction edit history (e.g., locations, billing and user)
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Asset Management Roles and Responsibilities Provider FRTIB

14. Update in-scope Asset records related to all approved Change activities
(e.g., Install/Move/Add/Change activities, Break/Fix activities, company X
reorganization and Change Management)

15. Perform ongoing physical Asset audit, in accordance with Asset
Management SLRs, to validate that data in the database is accurate and X
current

16. Provide reports of Asset Management audit results X

17. Provide and, upon FRTIB approval, implement Asset Management
remediation plan for Asset Management deficiencies

18. Review and approve audit reports and remediation plans of Asset
inventory management information

19. Provide reports of FRTIB asset financial information including
depreciation, maintenance contracts and value of assets.

20. Conduct periodic/ad hoc quality assurance audit of Asset Management
System

3.3.1.2.6. Software License Management

Software License Management Services are the activities associated with the identification,
acquisition, and disposal and ongoing management and tracking of Software and their
corresponding licenses. The following table identifies the Software License Management roles and
responsibilities that Provider and FRTIB will perform.

Table 7.  Software License Management

Software License Management Roles and Responsibilities Provider
1. Define Software License Management requirements and policies X
2. Recommend improvements to Software License Management X
requirements and policies
3. Develop, document and maintain in the Standards and Procedures
Manual Software License Management procedures that meet X

requirements and adhere to defined policies as mapped to asset
management

4. Review and approve Software License Management processes and
procedures

5. Manage and maintain (e.g.,, monitor, track status, verify, audit, perform
contract compliance, reassign) Software licenses and media through X
Software license life cycle

6. For FRTIB-retained contracts, be responsible for procurement, renewal,
and upgrade costs and provider agreements
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Software License Management Roles and Responsibilities Provider FRTIB

7. For non-FRTIB-retained contracts, be responsible for procurement,

. X

renewal, and upgrade costs and provider agreements

8. Develop and maintain inventory of all software licenses within the asset X
management system

9. Reportto FRTIB on any exceptions to provider terms and conditions X
including license non compliance

10. Periodically, at least yearly, conduct Software license and maintenance
agreements review, allowing for sufficient time prior to expiration for X
negotiations

11. Participate in Software license and maintenance agreements review X

12. Provide FRTIB with reports and recommendations to use in making X

software acquisition and discontinuance decisions

13. Provide recommendations to purchase additional license allocation,
recommending alternatives, or curtailing usage where necessary and X
appropriate, to restore, or continue to maintain, license compliance

14. Identify and report license compliance issues to FRTIB and provide

recommendations to resolve the compliance issue X
15. Review license compliance issues and document completed resolution X
16. Manage and perform audits and reconcile the number of licenses to the X

number of installs, as requested by FRTIB
17. Provide recommendations to FRTIB to resolve any software X

reconciliation issues
18. Report on resolution to software reconciliation issues X
19. Obtain approval from FRTIB for any license change or replacement X

3.3.1.2.7. Engineering

Engineering Services are the activities associated with the engineering and development of the IT
infrastructure, tools and utilities that enhance the Service Towers. The following table identifies the
Engineering roles and responsibilities that Provider and FRTIB will perform.

Table 8.  Engineering Roles and Responsibilities

Engineering Roles and Responsibilities Provider FRTIB
1. Recommend Engineering requirements and policies X
2. Review and approve Engineering requirements and policies X

3. Develop, document and maintain in the Standards and Procedures
Manual Engineering procedures that meet requirements and adhere to X
defined policies
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Approve the Standards and Procedures Manual Engineering procedures X

Develop and deliver Engineering plans where there is an impact on
FRTIB entities/facilities and/or other Third Party agreements

6. Review and approve Engineering plans where there is an impact on
FRTIB entities/facilities and/or other Third Party agreements

7. Perform engineering functions required to implement design plans for
additional or new products and services

8. Perform engineering functions required to implement and manage
Service Tower Services on FRTIB-owned/leased facilities

9. Manage Engineering efforts using formal project management tools and
methodologies

3.3.1.2.8. Integration and Testing

Integration and Testing Services are the activities associated with ensuring that all individual IT
components configured with or added to the IT environment work together cohesively to achieve
the intended results. The following table identifies the Integration and Testing roles and
responsibilities that Provider and FRTIB will perform.

Table 9. Integration and Testing Roles and Responsibilities

Integration and Testing Roles and Responsibilities Provider FRTIB

1. Define Integration and Testing requirements and policies X

2. Develop, document and maintain in the Standards and Procedures
Manual Integration and Testing procedures that meet requirements and X
adhere to defined policies

Review and approve Integration and Testing procedures X

4. Manage and schedule integration test environment X

Maintain Software release matrices across development, QA, and

. . X
production environments and Networks
6. Validate and approve the Software release matrix X
7. Evaluate all new and upgraded Service Tower components or Services X
for compliance with FRTIB security policies, regulations and procedures
8. Validate new and upgraded Service Tower components or Services for
compliance with FRTIB security policies, regulations and procedures, as X
required
9. Assess and communicate the overall impact and potential risk to Service X
Tower components prior to testing completion
10. Define Test requirements X
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Integration and Testing Roles and Responsibilities Provider FRTIB

11. Conduct integration and security testing for all new and upgraded
equipment, Networks, Software or Services to include unit, system,
integration and regression testing based on requirements defined in
requirements and design documents

12. Stage new and upgraded equipment, Software or Services to smoothly
transition into existing environment based on requirements defined in X
requirements and design documents

13. Perform modifications and performance-enhancement adjustments to
FRTIB system Software and utilities as a result of changes to X
architectural standards or additions and upgrades to the environment

14. Test new releases of supported hardware and Software to ensure
required performance and functionality is maintained in conformance X
with FRTIB SLRs

15. Provide Middleware required to integrate Software and hardware X
16. Support Middleware required to integrate Software and hardware X
17. Provide integration of application Software X
18. Perform Configuration Management and Change Management activities
: . X
related to Integration and Testing
19. Accept and approve impact & risk analysis prior to testing completion X

3.3.1.2.9. Implementation and Migration

Implementation and Migration Services are the activities associated with the installation of new
and upgraded IT components (e.g., hardware, Software (e.g. operating system), and Network
components). The following table identifies the Implementation and Migration roles and
responsibilities that Provider and FRTIB will perform.

Table 10. Implementation and Migration Roles and Responsibilities

Implementation and Migration Roles and Responsibilities Provider FRTIB

1. Define Implementation and Migration requirements and policies X

2. Develop, document and maintain in the Standards and Procedures
Manual Implementation and Migration procedures that meet

requirements and adhere to defined policies, including post-deployment X

verification and back out plans

Review and approve Implementation and Migration procedures X
4. Notify Provider of equipment migration and redeployment plans X
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Implementation and Migration Roles and Responsibilities Provider ‘ FRTIB

5. Coordinate and review all Implementation and Migration plans and
schedules with FRTIB in advance, in accordance with Change X
Management policies

6. Approve Implementation and Migration plans and schedules X
7. Conduct pre-installation site surveys, as required X

8. Install enhancements to technical architecture or Services provided X

9. Install new or enhanced Service Tower components (e.g., hardware,

Software, Middleware, utilities, Networks, peripherals, configurations) in X
accordance with FRTIB change management procedures

10. Perform Service Tower component upgrades as a result of new and
enhanced applications and architectures and FRTIB upgrade plans and
requirements (e.g., hardware, Software, Middleware, utilities, Networks, X
peripherals, configurations) in accordance with FRTIB change
management procedures

11. Install physical infrastructure as required (e.g., wiring, cable plant,
cooling, etc.) in accordance with FRTIB change management procedures

12. Coordinate Implementation and Migration support activities with FRTIB
IT staff and Provider Service Desk

13. Perform data migration and conversion by electronic or manual methods
as a result of implementation or migration (e.g., databases, Network
system management repositories, address tables, Management
Information Bases [MIBs])

14. Perform appropriate tests on all Installs, Moves, Adds and Changes per
requirements in accordance with FRTIB change management procedures

15. Document post-deployment verification and back out plans and results
per requirements

16. Review and approve post-deployment verification and back out plans
and results

17. Conduct post-deployment verification plans and results per
requirements

18. Review initial post-deployment verification results and decide if back out
is required

19. Conduct back out if required X

20. Provide FRTIB IT technical staff and End-Users with training related to
the implementation of new products and Services per requirements

3.3.1.2.10. Environment and Facilities Support
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Environment and Facilities Support Services are the activities associated with maintaining
environmental requirements at Provider and FRTIB facilities. The following table identifies
Environment and Facilities Support roles and responsibilities that Provider and FRTIB will
perform.

Table 11. Environmental and Facilities Support Roles and Responsibilities

Environmental and Facilities Support Roles and Responsibilities Provider FRTIB
1. Recommend Environment and Facilities Support requirements X
2. Review and approve Environment and Facilities Support requirements X

Identify requirements for FRTIB Environment for Provider-supported
components

4. Develop, document and maintain in the Standards and Procedures
Manual Environment and Facilities Support procedures that meet X
requirements and adhere to defined policies

Review and approve Environment and Facilities Support procedures X

6. Remotely monitor environmental systems (e.g., UPS) required to support
Service Tower components housed in FRTIB facilities (e.g., computer X
rooms)

7. Develop and recommend improvement plans for FRTIB-monitored
facilities as needed to maintain an effective and secure computing X
environment

8. Approve improvement plans for FRTIB-monitored facilities as needed to
maintain an effective and secure computing environment

9. Implement or coordinate the implementation of all approved upgrades
and installations

10. Coordinate FRTIB site activities of all personnel (i.e., Provider employees
and others) working in equipment locations (e.g., equipment rooms, X
Network equipment closets)

11. Ensure that facilities support activities conform to the requirements of
defined Change Management processes

3.3.1.2.11. Training and Knowledge Transfer

Training and Knowledge Transfer Services consist of the following three types of training Provider
will provide:

a.  Training for the improvement of skills through education and instruction for
Provider’s staff. Provider will participate in any initial and ongoing training delivered
by FRTIB as required that would provide a learning opportunity about FRTIB’s
business and technical environment.
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b.  Training for FRTIB retained technical staff for the express purpose of exploiting the
functions and features of the FRTIB computing environment. Delivery methods may
include classroom-style, computer-based, individual or other appropriate means of
instruction.

c.  Selected classroom-style and computer-based training (case-by-case basis) for
standard commercial off-the-shelf (COTS) applications, including new employee
training, upgrade classes and specific skills.

The following table identifies the Training and Knowledge Transfer roles and responsibilities that
Provider and FRTIB will perform.

Table 12. Training and Knowledge Transfer Roles and Responsibilities

Training and Knowledge Transfer Roles and Responsibilities Provider

Define Training and Knowledge Transfer requirements and policies X

2. Develop, document and maintain in the Standards and Procedures
Manual Training and Knowledge Transfer procedures that meet X
requirements and adhere to defined policies

Review and approve Training and Knowledge Transfer procedures X
4. Develop and deliver training program to instruct FRTIB personnel on the

provision of Provider Services (e.g., “rules of engagement,” requesting X

Services)

Review and approve Provider-developed training program X

6. Develop, implement and maintain a FRTIB-accessible knowledge
database/portal

7. Develop and implement Knowledge Transfer procedures to ensure that
more than one individual understands key components of the business X
and technical environment

8. Participate in FRTIB-delivered instruction on the business and technical
environment

9. Develop, document and deliver training requirements that support the
ongoing provision of FRTIB Services, including refresher courses as X
needed and instruction on new functionality

10. Take training classes as needed to remain current with systems,
Software, features and functions for which Service Desk support is

provided, in order to improve Service performance (e.g., First-Contact X
Resolution)

11. Provide training when substantive (as defined between FRTIB and
Provider) technological Changes (e.g., new systems or functionality) are X

introduced into FRTIB environment, in order to facilitate full exploitation
of all relevant functional features
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Training and Knowledge Transfer Roles and Responsibilities Provider

12. Provide training materials for FRTIB technical staff for Level 1 supported
applications

13. Provide ongoing training materials for Service Desk personnel on FRTIB
business and technical environments as defined by FRTIB

14. Provide FRTIB-selected classroom-style and computer-based training
(case-by-case basis) for standard, commercial off-the-shelf (COTS) X
applications as requested by FRTIB

3.3.1.2.12. Documentation

Documentation Services are the activities associated with developing, revising, maintaining,
reproducing and distributing Service Tower information in hard copy and electronic form. The
following table identifies the Documentation roles and responsibilities that Provider and FRTIB will
perform.

Table 13. Documentation Roles and Responsibilities

Documentation Roles and Responsibilities

1. Recommend Documentation requirements and formats X

2. Define Documentation requirements, formats and policies X

3. Develop, document and maintain in the Standards and Procedures
Manual Documentation procedures that meet requirements and adhere X
to defined policies

4. Review and approve Documentation procedures X
Provide output in agreed format for support of activities throughout the X
life cycle of Services as specified in each Service Tower
6. Document system Specifications and configurations (e.g., interconnection
topology, configurations, Network diagrams, data flow diagram, system X
maps)
Provide FRTIB-specific operating requirements X
8. Document standard operating procedures (e.g., boot, failover/disaster X
recovery/COOP, spool management, batch processing, backup)
9. Review and approve standard operation procedures Documentation X
10. Document job production and maintenance schedules X

11. Review and approve job production and maintenance schedules and
Documentation

3.3.1.2.13. Operations and Administration
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Operations and Administration Services are the activities associated with providing a stable IT
infrastructure and to effectively and efficiently perform procedures to ensure IT Services meet SLR
targets and requirements. The following table identifies the Operations and Administration roles
and responsibilities that Provider and FRTIB will perform.

Table 14. Operations and Administration Roles and Responsibilities

Operations and Administration Roles and Responsibilities Provider FRTIB

1. Provide Operations and Administration requirements and policies,
including schedules for the operation of FRTIB Service Tower X
components

2. Develop, document and maintain in the Standards and Procedures
Manual Operations and Administration procedures that meet X
requirements and adhere to defined policies

3. Develop operational documentation (i.e.,, Run Books, Contact Lists,
Operations scripts, etc.) that meets FRTIB requirements

4. Review and approve Operations and Administration procedures and
operational documentation

5. Provide Enterprise System Management tools to monitor the IT
infrastructure and FRTIB applications

6. Coordinate with FRTIB to deploy enterprise Service Tower component
management tools to monitor the IT infrastructure and FRTIB X
applications

7. Install and configure enterprise Service Tower component management
tools in such a fashion that Problems, issues and events are proactively X
identified, reported and Resolved according to prescribed SLRs

8. Perform event management monitoring of IT Services to detect abnormal
conditions or alarms, log abnormal conditions, analyze the condition and X
take corrective action

9. Manage hardware, Software, peripherals, Services and spare parts to
meet SLRs, minimize downtime and minimize FRTIB resource X
requirements

10. Manage and coordinate subcontractors and Third Parties in order to
meet Service and SLR requirements

11. Develop and provide operational reports (daily, weekly, monthly) that
provide status of operational activities, production issues and key X
operational metrics

12. Review and approve operational reports X

13. Audit Operations and Administration policies for compliance with FRTIB
security policies
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Operations and Administration Roles and Responsibilities Provider FRTIB

14. Provide FRTIB with a copy of or access to any Provider or Third Party-
supplied documentation (including updates thereto)

3.3.1.2.14. Maintenance

Maintenance Services are the activities associated with the maintenance and repair of hardware,
Software and Networks to include "Break/Fix" Services. Installed platform and product version
levels are not to be more than one version behind the current commercial release, unless
coordinated with FRTIB architectural standards committee. The following table identifies the
Maintenance roles and responsibilities that Provider and FRTIB will perform.

Table 15. Maintenance Roles and Responsibilities

Maintenance Roles and Responsibilities Provider FRTIB

Define Maintenance requirements and policies X

Develop, document and maintain in the Standards and Procedures
Manual Maintenance procedures that meet requirements and adhere to X
defined policies

3. Develop Maintenance schedules X

4. Review and approve Maintenance procedures and schedules X
5. Define dispatch requirements and point-of-service locations X
6. Ensure appropriate Maintenance coverage for all Service Tower

components

7. Provide maintenance and Break/Fix support in FRTIB’s defined
locations, including dispatching repair technicians to the point-of-service X
location if necessary

8. Perform (and/or coordinate with third-party maintenance provider if
applicable) diagnostics and maintenance on Service Tower components
including hardware, Software, peripherals, Networks and special-
purpose devices as appropriate

9. Perform an analysis of the impact and/or applicability of supplier-
provided (e.g., Omni) patches and/or service packs in accordance with X
FRTIB policies and requirements

10. Approve supplier-provided (e.g.,, Omni) patches and/or service packs X

11. Review all patches relevant to the IT environment and classify the need
and speed in which the Security patches should be installed as defined by X
policies and Change Management

12. Install patches per FRTIB’s Change Management process and procedures
including acquiring required FRTIB approval
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Maintenance Roles and Responsibilities Provider FRTIB

13. Install (and/or coordinate with third-party maintenance provider if
applicable) manufacturer field change orders, service packs, firmware X
and Software maintenance releases, etc.

14. Perform (and/or coordinate with third-party maintenance provider if
applicable) product patch, “bug fix,” service pack installation or upgrades X
to the current installed version

15. Perform Maintenance-related Software distribution and version control,
both electronic and manual

16. Replace (and/or coordinate with third-party maintenance provider if
applicable) defective parts including preventive Maintenance, according X
to the manufacturer’s published mean-time-between failure rates

17. Conduct (and/or coordinate with third-party maintenance provider if
applicable) Maintenance and parts management and monitoring during X
warranty and off-warranty periods

3.3.1.2.15. Technology Refreshment and Replenishment

Technology Refreshment and Replenishment (TR&R) Services are the activities associated with
modernizing the IT environment on a continual basis to ensure that the system components stay
current with evolving industry-standard technology platforms. The following table identifies the
Technology Refreshment and Replenishment roles and responsibilities that Provider and FRTIB
will perform.

Table 16. Technology Refreshment and Replenishment Roles and Responsibilities

TR&R Roles and Responsibilities Provider FRTIB

1. Recommend TR&R life cycle management policies, procedures and plans X
appropriate for support of FRTIB business requirements

2. Develop, document and maintain in the Standards and Procedures
Manual TR&R procedures and develop TR&R plans that meet
requirements, adhere to defined policies and Change and Release
Management processes

Review and approve TR&R policies, procedures and plans X

Perform the necessary tasks required to fulfill the TR&R plans X

Provide management reports on the progress of the TR&R plans X

A A I

Periodically review the approved TR&R implementation plans to ensure
they properly support FRTIB business requirements

3.3.1.3. Service Delivery
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3.3.1.3.1. Availability Management

The goal of Availability Management is to understand the overall availability requirements of FRTIB
business needs and to plan, measure, monitor and continuously strive to improve the availability of
the IT Infrastructure, services, and supporting IT organization to ensure these requirements are
met consistently with a focus on providing cost effective Availability improvements that deliver
measurable FRTIB business benefits. Availability Management covers the evaluation, design,
implementation, measurement and management of the IT Infrastructure Availability from a
component and an end-to-end perspective (ie Services), including new or modified IT service
management methodologies and tools, as well as technology modifications or upgrades of IT
infrastructure systems and components. The goal of the Availability Management process is to
optimize the capability of the IT Infrastructure, services and supporting organization to deliver a
cost effective and sustained level of AVAILABILITY that enables the business to satisfy its business
objectives.

Key activities of the Availability Management process are as follows:

»= Determining business unit Availability requirements (usually as part of the SLA
development) for a new or enhanced IT Service and formulating the Availability and
recovery design criteria for the IT Infrastructure to ensure IT Services are designed to
deliver the appropriate levels of Availability

»= Determining the critical business functions and impact arising from IT component failure.
Where appropriate reviewing the Availability design criteria to provide additional
resilience to prevent or minimize impact to the business

= Identifying opportunities to optimize the availability of the IT Infrastructure to deliver cost
effective improvements that deliver tangible business benefits

= Supporting the targets for availability, reliability and maintainability for the IT
Infrastructure components that underpin the IT Service to enable these to be documented
and agreed within SLAs, and contracts

= Establishing measures and reporting of availability, reliability, and maintainability, that
reflects the business, End-User and IT support organization perspectives

* Monitoring and trend analysis of the availability, reliability and maintainability of IT
systems and components

= Reviewing IT Service, system, and component availability, identifying unacceptable levels,
and ensuring appropriate corrective actions are taken to address IT Availability shortfalls

» Investigating the underlying reasons for unacceptable availability and providing
recommendations for resolution

* Producing and maintaining a forward-looking Availability Plan, which prioritizes and plans
overall IT Availability improvements aimed at improving the overall Availability of IT
Services and Infrastructure components to ensure that existing and future business
Availability requirements can be met
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* Providing IT Availability reports to ensure that agreed levels of availability, reliability and
maintainability are measured and monitored on an ongoing basis

The following table identifies the Availability Management roles and responsibilities that the
Provider and FRTIB will perform.

Table 17. Availability Management Roles and Responsibilities

Availability Management Roles and Responsibilities Provider FRTIB
1. Establish criteria and SLRs for Availability Management support requirements, X
including IT systems and services to be covered
2. Develop Availability Management policies, process and procedures and determine
appropriate Availability Management tools and methods that support FRTIB'’s X
Availability Management support requirements
3. Participate in the development of Availability Management policies, process and X
procedures and identifying the tools and availability methods to be used
4. Review and approve Availability Management policies, processes and procedures X
5. Implement agreed-upon Availability Management policies, processes and X
procedures
6. Provide unrestricted read access by FRTIB-authorized staff and designated
personnel to all current and historical Availability knowledgebase data and X

records

7. Ensure that Availability requirements are included when requirements are
identified when upgrading and/or designing new IT systems and services to X
support business users

8. Participate in user requirements gathering and analysis when upgrading and/or
designing new IT systems and services to ensure that IT Services and systems are
designed to deliver the required levels of Availability (mapped to the SLRs)
required by the business

9. Create Availability and recovery design criteria to be applied to upgrades and/or
new or enhanced Infrastructure design

10. Participate in creating Availability and recovery design criteria to be applied to
upgrades and/or new IT Infrastructure system and services design

11. Coordinate with the IT service support and IT service delivery process owners
and managers from FRTIB to research, review, and assess Availability issues and X
optimization opportunities

12. Define the Availability measures and reporting required for the IT Infrastructure
and its components that underpin an upgraded and/or new IT Service as the basis
for an SLA agreement that reflect business, End-User, and IT support organization
requirements

13. Participate with FRTIB in defining the Availability measures and reporting
requirements
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Availability Management Roles and Responsibilities Provider FRTIB

14. Recommend appropriate tools and practices to measure and report on agreed-

upon Availability measures for upgraded and/or enhanced IT Infrastructure X
15. Review and approve Availability measurement tools and practices X
16. Ensure that approved Availability measurement tools and practices are X

implemented

17. Monitor and maintain an awareness of technology advancements and IT best
practices related to Availability optimization and periodically provide updates to X
FRTIB IT management

18. Ensure that all Availability Management improvement initiatives conform to
defined Change Management procedures set forth in the Process and Procedures X
Manual

19. Coordinate and take ownership of Availability Management across all IT service
areas within FRTIB and third-party service providers (e.g., public carriers, X
Internet service providers, third party providers, et. Al.)

20. Participate in Problem Management review sessions as appropriate, specifically
those Problems related to outages of critical systems

21. Monitor actual IT Availability achieved versus targets and ensure shortfalls are
addressed promptly and effectively

22. Conduct Availability Assessment review sessions and provide cost-justified
improvement recommendations

23. Participate in Availability review sessions X

24. Review and approve cost-justifiable improvement recommendations that FRTIB
deems appropriate to enhance FRTIB IT and business performance needs

25. Coordinate with FRTIB and third-party service providers to gather information on
IT systems and service Availability issues and trends to be used for trend analysis

26. Produce and maintain an Availability Plan which prioritizes and plans approved
IT Availability improvements

27. Review and approve Availability Plan X

28. Provide IT Availability reporting to ensure that agreed levels of Availability,
reliability, and maintainability are measured, reported and monitored on an X
ongoing basis

29. Promote Availability Management awareness and understanding within all IT
support organization including third party service providers

30. Perform regular reviews of the Availability Management process and its
associated techniques and methods to ensure that all are subjected to continuous X
improvement and remain fit for purpose

31. Periodically audit the Availability Management process to ensure that it continues
to deliver desired results in compliance with agreed-upon policies, processes and X
procedures
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3.3.1.3.2. Capacity Management

Capacity Management Services are the activities associated with ensuring that the capacity of the
Service Towers matches the evolving demands of FRTIB business in the most cost-effective and
timely manner. The process encompasses the following:

* Monitoring of performance and throughput of IT Services and supporting IT components

» Understanding current demands and forecasting for future requirements

= Developing capacity plans which will meet demand and SLRs

» Developing modeling and conducting simulations to manage capacity

= Conducting risk assessment of capacity recommendations

» Developing and implementing a capacity plan including the financial impact of the Service
Towers

» Undertaking tuning activities

The following table identifies the Capacity Management roles and responsibilities that Provider and
FRTIB will perform.

Table 18. Capacity Management Roles and Responsibilities

Capacity Management Roles and Responsibilities Provider FRTIB

Define Capacity Management requirements (SLRs) and policies X

Develop, document and maintain in the Standards, Process and
Procedures Manual Capacity Management procedures that meet X
requirements and adhere to defined policies

3. Review and approve Capacity Management process and procedures X
4. Establish a comprehensive Capacity Management planning process X
5. Review and approve Capacity Management planning process X
6. Define, develop and implement tools that allow for the effective capacity
monitoring/trending of IT infrastructure, applications and IT X
components
7. ldentify future business requirements that will alter capacity X
requirements
8. Develop a periodic (usually yearly) capacity plan, including quarterly X
updates
9. Develop and implement capacity models and run simulations to validate X
the capacity plan
10. Participate in all capacity planning activities X
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Capacity Management Roles and Responsibilities Provider ‘ FRTIB

11. Assess capacity impacts when adding, removing or modifying X
applications and infrastructure components
12. Continually monitor IT resource usage to enable proactive identification X
of capacity and performance issues
13. Capture trending information and forecast future FRTIB capacity X
requirements based on FRTIB-defined thresholds
14. Assess Incidents/Problems related to capacity and provide X
recommendations for resolution
15. Recommend changes to capacity to improve service performance X
16. Assess impact/risk and cost of capacity changes X
17. Approve capacity-related recommendations X
18. Maintain capacity levels to optimize use of existing IT resources and X
minimize FRTIB costs to deliver Services at agreed-to SLRs
19. Ensure adequate capacity exists within the IT environment to meet SLR
requirements taking into account daily, weekly and seasonal variations X
in capacity demands
20. Validate Asset utilization and capital efficiency X

3.3.1.3.3. Performance Management

Performance Management Services are the activities associated with managing and tuning Service
Tower components for optimal performance. The process encompasses the following:

» Monitoring of performance and throughput of IT Services and supporting IT components

» Assessing the results of the reports

» Conducting trending analysis

* Providing recommendations to tuning

» Performing tuning activities

The following table identifies the Performance Management roles and responsibilities that Provider
and FRTIB will perform.

Table 19. Performance Management Roles and Responsibilities

Performance Management Roles and Responsibilities Provider FRTIB
1. Define Performance Management requirements and policies X
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Performance Management Roles and Responsibilities Provider FRTIB

2. Develop, document and maintain in the Standards, Process and

Procedures Manual Performance Management procedures that meet X

requirements and adhere to defined policies

Review and approve Performance Management procedures X
4. Perform Service Tower component tuning to maintain optimum X

performance in accordance with Change Management procedures
5. Manage Service Tower component resources (e.g., devices and traffic) to X

meet defined Availability and performance SLRs
6. Provide regular monitoring and reporting of Service Tower component X

performance, utilization and efficiency
7. Proactively evaluate, identify and recommend configurations or changes X

to configurations that will enhance performance
8. Conducting trending analysis to recommend changes to improve the X

performance
9. Develop and deliver improvement plans as required to meet SLRs X
10. Review and approve improvement plans X
11. Implement improvement plans and coordinate with Third Parties as X

required
12. Provide technical advice and support to the application maintenance and X

development staffs as required

3.3.1.3.4. Service Level Monitoring and Reporting

Service Level Monitoring and Reporting Services are the activities associated with the monitoring
and reporting Service Levels with respect to SLRs. In addition, Provider reports system
management information (e.g., performance metrics and system accounting information) to the
designated FRTIB representatives in a format agreed to by FRTIB. The following table identifies the
Service Level Monitoring and Reporting roles and responsibilities that Provider and FRTIB will
perform.

Table 20. Service Level Monitoring and Reporting Responsibilities

Service Level Monitoring Roles and Responsibilities Provider FRTIB
Define SLRs X
2. Define Service Level Monitoring and Reporting requirements and policies X

Develop, document and maintain in the Standards Process and
Procedures Manual Service Level Monitoring and Reporting procedures X
that meet requirements and adhere to defined policies

4. Review and approve Service Level Monitoring and Reporting procedures X
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Service Level Monitoring Roles and Responsibilities

Provider ‘

FRTIB

Report on SLR performance and improvement results X
6. Coordinate SLR monitoring and reporting with designated FRTIB X
representative and Third Parties
7. Measure, analyze and provide management reports on performance X
relative to SLRs
8. Conduct SLRs Improvement Meetings to review SLRs and X
recommendation for improvements
9. Review and approve SLR improvement plans X
10. Implement SLR improvement plans X
11. Review and approve SLR metrics and performance reports X
12. Provide FRTIB access to performance and SLR reporting and monitoring X
system and data

3.3.1.3.5. Security

Security Services are the activities associated with maintaining physical and logical security of all
Service Tower components (hardware and Software) and data, virus protection, access protection
and other Security Services in compliance with FRTIB Security requirements and FISMA/NIST. The
following table identifies Security roles and responsibilities that Provider and FRTIB will perform.

Table 21. General Security Roles and Responsibilities

General Security Roles and Responsibilities

Define Security requirements, standards, process and procedures and
policies including regulatory requirements

Provider ‘

FRTIB |

X

Assist in developing Security standards, policies and procedures
including industry best practices

Develop, document and maintain in the Standards, Process and
Procedures Manual Security requirements, standards, process and
procedures and policies including regulatory requirements

Review and approve Security requirements, standards, procedures and
policies including regulatory requirements

Remain up to date with current Security trends, threats, common exploits
and security policies and procedures and best practices

Provide a full-time Security assessment group to conduct continual
assessments of FRTIB’s Security effectiveness

Conduct risk assessments to identify control or Security gaps

Conduct self assessments to identify control or Security gaps
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General Security Roles and Responsibilities Provider ‘ FRTIB ‘

9. Provide Security plan and IT infrastructure based on Security
requirements, standards, procedures, policies, FRTIB’s federal, X
requirements and risks

10. Review and approve Security plans and IT infrastructure X

11. Implement physical and logical Security plans consistent with FRTIB
Security policies and industry standards (e.g.,FISMA/NIST)

12. Establish access profiles and policies for adding, changing,
enabling/disabling and deleting log-on access of FRTIB employees, X
agents and subcontractors

13. Perform log-on/Security-level access changes as detailed in profiles and

policies for all Services Towers X
14. Provide best available COTS Security analysis and monitoring products X
into FRTIB’s system and Network infrastructure
15. Support best available COTS Security analysis and monitoring products X
into FRTIB'’s system and Network infrastructure
16. Report Security violations to FRTIB per FRTIB policies X
17. Resolve Security violations per FRTIB policies X
18. Review all Security patches relevant to the IT environment and classify
the need and speed in which the Security patches should be installed as X
defined by Security policies and Change Management
19. Install Security patches per FRTIB’s Change Management process and
. . . . X
procedures including acquiring required FRTIB approval
20. Maintain all documentation required for Security assessments, audits X
and internal control and control testing
21. Place and support systems with particularly sensitive data in controlled
access areas. Only End-Users with current, authorized access permission X
are allowed to enter these areas
22. Perform periodic Security audits X
23. Allow Third Party Security audits X
24. Implement a Security awareness program X

25. Ensure that all Provider staff complete FRTIB required security training,

based on FRTIB-defined information security roles X
26. Provide FRTIB access to security reporting and monitoring systems and X
data
3.3.1.3.5.1. Physical Security
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Physical Security focuses on the physical access controls implemented to ensure the security of
FRTIB’s and Provider’s data processing equipment, facilities, and its associated management
systems.

Table 22. Physical Security

Physical Security Provider FRTIB

1. Provide physical security in conformance with policies, procedures and X
practices

2. Physically secure data processing equipment, facilities, and storage media from X
unauthorized access

3. Protect data processing equipment from environment hazards and X
infrastructure failures (mechanical, electrical, HVAC, cable)

4. Physically protect and store fixed and portable media (e.g., Tape, Optical, X
portable hard drives, flash drives) containing sensitive data

5. Ensure only authorized personnel have access to data processing equipment, X
facilities, and storage media

6. Track and monitor all physical access and activities performed on data X
processing equipment and facilities

7. Review access logs to access to data processing equipment was business X
justified

8. Provide capability to immediately revoke access to data processing equipment, X
facilities, and storage media

9. Maintain physical access audit logs X

10. Physically secure management systems from unauthorized access X

11. Ensure only authorized personnel have access to management systems X

12. Track and monitor all changes performed on management systems X

13. Provide capability to immediately revoke access from management systems X

14. Maintain change audit logs on management systems X

3.3.1.3.5.2. Data Security

Data Security consists of the activities associated with the classification, management, security,
encryption of sensitive/confidential data and the storage of media containing that data.
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Table 23. Data Security

Data Security Provider | FRTIB

1. Provide Data Security in conformance with policies, procedures and X
practices
2. Establish data classifications, descriptions and associated data protection X
requirements
3. C(lassify data under FRTIB’s control X
4. Classify data under Service Provider’s control X
5. Protect data based on data classification X
6. Approve provider’s data classification X
7. Assume custodial responsibility for all storage media X
8. Protect portable media while in transit and maintain transmittal records X
9. Eradicate all data from storage media (server memory, disk, tape, optical,
other) before redeployment or disposal in accordance with established X
FRTIB policies and procedures
10. Perform periodic (TBD) reconciliation reporting of all data media and X
perform annual audit to reconcile all storage media
11. Report reconciliation discrepancies to FRTIB and take corrective action to X
address issue
12. Establish encryption and key management requirements for sensitive or X
confidential data based on data classification
13. Provide an encryption solution that meets FRTIB’s encryption requirements X
for data at rest and in transit
14. Approve encryption solution for data at rest and data in transit X
15. Encrypt data and/or media based on data classification requirements X
16. Establish custodial service requirements for key management X
17. Recommend a key management custodial service that meets FRTIB’s X
requirements
18. Approve key management custodial service X
19. Implement a custodial service for key management X
20. Periodically review data security to ensure data is being protected X
consistently with data classification

3.3.1.3.5.3. Identity and Access Management

Identity and access management services consists of the activities to authorize, authenticate and
provide access control to the IT infrastructure. Identity management within this scope is limited to

DRAFT STATEMENT OF WORK

39



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

internal access control and does not include participant/beneficiary system access control,
authorization and authentication.

Table 24. Identity and Access Management

Identity and Access Management Provider = FRTIB
1. Provide Identity and Access Management in conformance with FRTIB X
practices, policies and procedures
2. Establish roles, authorized activities and minimum rights granted to Service X
Provider personnel (including non-user accounts)
3. Establish roles, authorized activities and minimum rights granted to FRTIB X
personnel (including non-user accounts)
4. Approve roles and authorization activities performed by provider X
5. Establish and manage the process for defining, granting, modifying and X
revoking user accounts and enforcing role restrictions
Establish and manage process to support temporary access X
Review and approve user and system user account management process X
8. Approve service provider personnel who are authorized to manage user X
accounts
9. Provide IT Identity and Access Management technology solution that X
integrates with FRTIB systems
10. Support and maintain IT Identity and Access Management technology
solution for infrastructure X
11. Perform engineering, configuration and ongoing management of IT Identity X
and Access Management technology solution
12. Provide and implement a solution to interface FRTIB and service providers X
Identity and Access management processes
13. Approve solution to interface FRTIB and service providers Identity and X
Access management processes
14. Define logging and archiving policies and requirements X
15. Provide logging and archiving specifications/design X
16. Approve logging and archiving specification/design X
17. Log and archive user/account activity according to approved logging and X
archiving specification/design
18. Periodically audit production system access logs and activities to identify
malicious or abnormal behavior in accordance with established FRTIB X
policies and standards
19. Periodically review all FRTIB account IDs to ensure the accounts are X
valid/required, removing inactive and unneeded accounts in accordance
with established FRTIB policies and standards
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Identity and Access Management Provider = FRTIB

20. Periodically review all privileged user accounts to ensure the accounts are
valid/required, removing inactive and unneeded accounts in accordance X
with established FRTIB policies and standards

21. Periodically review end user accounts to ensure each user has appropriate

minimal permissions required to perform their job function in accordance X
with established FRTIB policies and standards
22. Periodically review privileged user accounts to ensure each user has X

appropriate minimal permissions required to perform their job function in
accordance with established FRTIB policies and standards

3.3.1.3.5.4. Security Monitoring

Provider provides both NIDS (Network-based Intrusion Detection/Prevention Services) and HIDS
(Host-based Intrusion Detection/Prevention Services) using FRTIB-owned NIDS /HIDS hardware
and software. Provider also performs internal threat monitoring for malicious and/or suspicious
activity. The following table identifies the roles and responsibilities associated with the Security
Monitoring Services.

Table 25. Security Monitoring Services Roles and Responsibilities

Security Monitoring Services Roles and Responsibilities Provider FRTIB

1. Develop policies and standards for intrusion detection/prevention X
2. Provide Intrusion Detection/Prevention Services and reporting X
3. Allow for independent Intrusion Detection/Prevention Services provided by X

FRTIB
4. Develop recommendations for improved security X
5. Review and approve recommendations for improved security X
6. Implement approved recommendations X
7. Ensure that security incidents are opened for detected/prevented intrusions X
8. Perform 24X7 Real-time Monitoring of equipment and connectivity to detect X

malicious or abnormal behavior, network intrusions
9. Respond to abnormal or malicious activity based on established policies X
10. Provide FRTIB reports on activities, anomalies or deficiencies that could

result in a compromise of the system’s data confidentially, integrity or system X

performance
11. Establish, manage, secure and monitor connectivity to affiliates X
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3.3.1.3.5.5. Security Configuration Management

Table 26. Security Configuration Management

Security Configuration Management Roles and Responsibilities Provider | FRTIB
1. Certify engineering and configuration management are secure X
2. Review and approve engineering designs and configuration management X
security

3. Certify equipment meets FRTIB’s security requirements and provide
evidence of compliance

4. Periodically review equipment configurations and address any deficiencies
or inconsistencies, and provide FRTIB with results with detailed X
recommendations to remediating issues that are found

Review and approve remediation approach X

Provide FRTIB with secure baselines for standard components (e.g., routers,
servers, DBMS, etc.)

7. Establish a baseline for the secure configuration of servers based on FRTIB
technical control specifications (e.g CIS benchmark)

8. Recommend changes to baseline to meet FRTIB requirements X

9. Configure servers to FRTIB security requirements X

3.3.1.3.5.6. Security Equipment and Connectivity

Table 27. Security Equipment & Connectivity

Security Equipment & Connectivity Roles and Responsibilities Provider | FRTIB
1. Monitor security bulletins and advisories for security threats. When threat
. : : . X

poses risk to FRTIB systems, develop course of action to remediate risk.
2. Review and approve course of action to remediate security threat. X
3. Identify Security patches relevant to the IT environment and classify the

need and speed in which the Security patches should be installed as defined X

by Security policies
4. Provider collaborate with FRTIB on plan to implement security patches X

Install Security patches per the Change, configuration, and Release X

Management processes and procedures.
6. Install, configure and maintain Anti-virus, Intrusion detection, security X

agents, file integrity monitors on servers
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Security Equipment & Connectivity Roles and Responsibilities Provider ‘ FRTIB

7. Provide ongoing support (patches, upgrades, signatures), tuning and X
management of the security software

8. Perform 24X7 Real-time Monitoring of security software logs and activity. X
Detect malicious or abnormal behavior and establish corrective action.

9. Establish logging and archiving specifications X

10. Identify logging and archiving specifications in order to support business X
requirements

11. Approve logging and archiving specification X

12. Log and archive server user and system activity X

13. Provide FRTIB reports on any server logs/intrusion detection activities,
anomalies or deficiencies that could result in a compromise of the X
ecommerce system’s data confidentially, integrity or system performance

14. Periodically review host-based protection tool configurations and X
recommend changes to address any deficiencies or inconsistencies

15. Approve changes to host-based protection tools X

16. Provide ongoing support (patches, upgrades, signatures), tuning and X
management of the servers, storage and intrusion detection

3.3.1.3.5.7. Security Vulnerability and Risk Assessment

Vulnerability and Risk Assessment services are the activities associated with vulnerability scanning,
penetration testing, security assessment and overall risk assessment to identify and remediate
threats that could be exploited to compromise systems.

Table 28. Security Vulnerability & Risk Assessment

Security Vulnerability Testing Services Provider ‘ FRTIB

1. Establish practices, policies and procedures to provide vulnerability and X
threat management and risk assessment services

2. Review and identify gaps in Service Provider’s practices, policies and X
procedures
3. Collaborate with FRTIB in modifying practices, policies, procedures to X

address gaps while enabling the Provider to efficiently and effectively
provide vulnerability and threat management and risk assessment services

4. Review and approve final practices, polices, procedures X
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Security Vulnerability Testing Services Provider ‘ FRTIB
5. Maintain practices, polices, procedures X
6. Review and approve provider driven changes to practices, policies and X
procedures with FRTIB for approval.
Provide services in conformance with practices, policies and procedures X
8. Conduct independent vulnerability and penetration testing of the provider X
infrastructure
9. Develop remediation plans in response to independent vulnerability and X
penetration testing findings
10. Establish practices, policies and procedures to provide vulnerability and X
threat management and risk assessment services
11. Conduct IT infrastructure compliance testing X
12. Conduct application vulnerability and penetration testing X
13. Conduct physical vulnerability and penetration testing for the locations
: : : . X
housing FRTIB data processing equipment and portable media
14. Provide FRTIB vulnerability and penetration test results/report including
vulnerabilities identified, causes, implications, associated risks, expected date X
of fix and interim plan/options until a fix is available
15. Agree on best course of action until fix is available and agree on plan to X X
implement fix when available
16. Apply fix in accordance with remediation plan X
17. Validate fix and vulnerability remediation. Provide evidence of remediation. X
18. Maintain up-to-date asset vulnerability inventories for all infrastructure X
elements to include network, server and operating system.
19. Gather, consolidate and validate threat discoveries and announcements X
within agreed upon time limits from the initial discovery/announcement.
20. Produce Threat Exposures given threat and asset vulnerability inventories. X
Production will occur within agreed upon time limits from the time threat
discovery is validated.
21. Validate Threat Exposures X
22. Evaluate and recommend vulnerability remediation tasking for each X
validated threat exposure
23. Validate remediation tasks X
24. Execute remediation tasks. Communicate remediation status X
25. Validate remediation X
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26. Perform regular security program risk assessment and provide FRTIB a
report inclusive of risk catalog (including but not limited to, associated
program and unit level risks), threat assessment, recommended plan to
remediate security vulnerabilities

SERVICES (TESS)

Provider | FRTIB

X

27. Review and approve remediation plan

28. Implement remediation plan

29. Validate remediation. Provide proof of remediation.

3.3.1.3.5.8. Security Incident Management

Security Incident management services are the activities associated with identification,
classification, management and reporting of a security event.

Table 29. Security Incident Management

Security Incident Management Services

1.

Establish practices, policies and procedures to provide Security Incident
Management service

Provider ~ FRTIB
X

Review and identify gaps in Service Provider’s practices, policies and
procedures

Collaborate with FRTIB in modifying practices, policies, procedures to
address gaps while enabling the Provider to efficiently and effectively
provide Security Incident Management security service

Review and approve final practices, polices, procedures

Maintain practices, polices, procedures

Review and approve provider driven changes to practices, policies and
procedures with FRTIB for approval.

Provide services in conformance with practices, policies and procedures

Provide security incident severity level classification, descriptions and
approach for managing and communicating incident based on severity level

Provide recommended changes to severity level approach to ensure
appropriate communication and management of incidents.

10.

Modify security classification and management approach based on FRTIB's
required changes
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Security Incident Management Services Provider ‘ FRTIB
11. Perform 24X7 Real-time Monitoring of logs and activity to detect malicious X
or abnormal behavior, network intrusions
12. Perform initial assessment of security incident. Upon discovery, mitigate X
damage. Escalate and communicate incident based on incident classification.
13. Collect and review all log data collected for a security incident. X
14. Manage security incident until closure X
15. Authorize security incident closure as established by FRTIB
16. Remediate to reduce the impact of the security incident X
17. Escalate product related threats to the Provider for remediation X
18. Escalate FRTIB custom application related threats to FRTIB X
19. Develop a containment solution to security threats that do not have a clear X
remediation
20. Review and approve containment solution X
21. Implement containment solution X
22. Communicate all security breaches to FRTIB X
23. Provide guidance in communicating breaches and support investigations by
: . X
FRTIB security and external parties.
24. Communicate breach to external parties as required X
25. Provide support to investigations by FRTIB Security and external parties
X
when approved by FRTIB
26. Provide technical expertise for security investigations X
27. Maintain the central repository of log files (including application and
system specific log files) that stores data via an immutable media (e.g. CD- X
ROM, WORM drive)
28. Provide incident security reporting detailing all events, when it happened, X
who performed what actions, and the business impact of the event.
29. Provide metrics on the number of security incidents on an agreed upon X
schedule
30. Provide system, application or any other logs requested by FRTIB in a real- X
time read only basis
31. Provide forensics expertise X
32. Support forensics activities X
33. Provide procedures on engaging security teams in case of security incident X
34. Approve procedures on engaging security teams in case of security incident X
35. Provide view into current incidents/cases that provider is investigating X
(read only access into provider’s case management tool)
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3.3.1.3.5.9. Security Compliance and Audit

Security Compliance and Audit are the activities to identify the standards with which FRTIB must
comply, the modification of practices, policies and procedures to enable compliance, and the audit
activities to validate compliance.

Table 30. Security Compliance & Audit

Documentation Roles and Responsibilities Provider | FRTIB

12. Identify regulatory, federal and industry or other applicable standard FRTIB X
must comply

13. Define practices, policies and procedural requirements to conform to X
standards

14. Collaborate with Provider in adapting practices, policies and procedures to X X
conform to standards

15. Approve practices, policies and procedures defined by provider X

16. Implement practices, policies and procedures to conform to standards X

17. Coordinate compliance certifications X

18. Support compliance certification activities X

19. Periodically verify compliance with practices, policies and procedures X
through an annual audit process

20. Communicate non-compliance and remediation activities to FRTIB X

21. Address non-compliance of practices, policies and procedures X

22. Support FRTIB and other third party compliance audits X

23. Continuously assess regulatory, federal, state or industry compliance
requirements and changes. Identify changes to practices, processes and X
procedures to comply.

24. Communicate proposed changes to FRTIB X
25. Modify security practices, processes and procedures to maintain X
compliance.
3.3.1.3.6. Backup and Recovery
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Back and Recovery Services are the activities associated with providing ongoing Backup and
Recovery capabilities according to FRTIB schedules and requirements. Provider must demonstrate
that it will consistently meet or exceed FRTIB’s ongoing Backup and Recovery requirements. The
following table identifies Backup and Recovery roles and responsibilities that Provider and FRTIB
will perform.

Table 31. Backup and Recovery Roles and Responsibilities

Backup and Recovery Roles and Responsibilities Provider FRTIB
1. Define Backup and Recovery schedules, requirements and policies X
2. Recommend best practices for Backup and Recovery Services strategies, X
policies, and process and procedures
3. Develop, document and maintain in the Standards and Process and
Procedures Manual Backup and Recovery schedules and procedures that X
adhere to FRTIB requirements and policies
4. Coordinate the Backup and Recovery Standards and Process and X
Procedure Manual with FRTIB Security and Legal teams
5. Review and approve Backup and Recovery schedules and process and X
procedures
6. Define Backup and Recovery Monitoring and Reporting requirements X
and policies
7. Review and approve Backup and Recovery Monitoring and Reporting X
procedures
8. Manage backup media inventory (tape, disk, optical and other media X
type) including the ordering and distribution of media
9. Perform Service Tower component backups and associated rotation of X
media as required
10. Identify and establish a secure off-site location for data media X
11. Archive data media at a secure off-site location X
12. Ensure ongoing capability to recover archived data from media as X
specified (backward compatibility of newer backup equipment)
13. Test backup media to ensure incremental and full recovery of data is
possible and ensure Service Tower component integrity, as required or X
requested by FRTIB
14. Recover files, file system or other data required from backup media, as X
required or requested by FRTIB
15. Provide recovery and backup requirements and updates as they change X
16. Provide FRTIB access to backup and recovery reporting and monitoring X
systems and data
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3.3.1.3.7. IT Service Continuity and Disaster Recovery (DR)

IT Service Continuity and Disaster Recovery (DR) Services are the activities associated with
providing IT Service Continuity and DR Services for FRTIB applications, and their associated
infrastructure (e.g., CPU, servers, Network, data and output devices, End-User devices). FRTIB
applications and associated infrastructure will receive DR Services according to FRTIB’s Business
Continuity Plan. The following table identifies Service Continuity and Disaster Recovery Services
roles and responsibilities that Provider and FRTIB will perform.

Table 32. IT Service Continuity and Disaster Recovery Roles and Responsibilities

IT Service Continuity and Disaster Recovery Roles and Responsibilities Provider FRTIB
1. Define IT Service Continuity and Disaster Recovery Services strategy, X
requirements and policies
2. Recommend best practices for IT Service Continuity and Disaster X
Recovery Services strategies, policies, process and procedures
3. Document IT Service Continuity and Disaster Recovery Services process X
and procedures that adhere to FRTIB requirements and policies
4. Review and approve IT Service Continuity and Disaster Recovery X
Services procedures
5. Asneeded, assist FRTIB in other IT continuity and emergency X
management activities
6. Develop and maintain a detailed DR plan to meet IT Service Continuity
and Disaster Recovery requirements. DR Plan includes plans for data,
replication, backups, storage management and contingency operations X
that provide for recovering FRTIB’s systems within established recovery
requirement time frames after a disaster affects FRTIB’s use of the
Services.
7. Define data (file system, database, flat files, etc.) replication, backup and X
retention requirements
8. Establish processes to ensure DR plans are kept up to date and reflect
. . X
Changes in FRTIB environment
9. Establish procedures to ensure the impact to the DR plans are reviewed X
by the Change Management process.
10. Review and approve DR plans X
11. Establish DR test requirements X
12. Perform scheduled DR tests per FRTIB policies X
13. Coordinate involvement of FRTIB end users for DR testing X
14. Coordinate involvement of all other parties for DR testing X
15. Participate in DR tests X
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16. Track and report DR test results to FRTIB X
17. Review and approve DR testing results X
18. Develop action plan to address DR testing results X
19. Review and approve DR testing action plan X
20. Implement action plan and provide ongoing status until completion X
21. Initiate the DR plan in the event of a FRTIB DR situation per the DR X

policies and procedures

22. Initiate the DR plan in the event of a Provider DR situation and notify

FRTIB per DR policies and procedures X
23. Coordinate with FRTIB during a Provider DR situation per DR policies X
and procedures
24. Provide FRTIB access to IT Service Continuity and DR reporting and X

monitoring systems and data

3.3.1.4. Service Support

3.3.1.4.1. Event/Incident Management

Incident Management includes the activities associated with restoring normal service operation as
quickly as possible and minimizing the adverse impact on business operations of FRTIB, thus
ensuring that the best possible levels of service quality and availability are maintained. While the
Incident Management processes apply to Level 1, Level 2 and Level 3 support groups, Level 1
support, normally at the service desk, is responsible for primary ownership of recording and
tracking the Incident and is responsible for the close coordination and ongoing monitoring and
tracking of, and reporting on, incidents that have been escalated to second-level and third-level
support groups to ensure that escalated Incidents are resolved as promptly as possible. The
primary activities of Incident Management process include:

» Incident detection and recording

» Incident classification and initial support
» Incidentinvestigation and diagnosis

» Incident escalation

» Incident resolution and recovery

* Incident closure

The Provider is responsible for escalating incidents and coordinating with all appropriate Level 2
and Level 3 support groups to ensure knowledge capture and transfer regarding Incident
Resolution procedures from Provider’s Level 1 Service Desk to support the objective of increasing
the first call resolution number of Incidents capable of being resolved by Level 1 service
technicians.
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The following table identifies the Incident Management roles and responsibilities that the Provider
and FRTIB will perform.

Table 33. Event/Incident Management Roles and Responsibilities

Event/Incident Management Roles and Responsibilities Provider FRTIB

1. Establish criteria for Incident Management support requirements,
including equipment and services to be covered, severity-levels,
definitions and characteristics, incident classification and prioritization
schema, escalation requirements,.

2. Develop Incident Management policies, process and procedures that
support FRTIB’s Incident Management support requirements

Review and approve Incident Management policies and procedures X

4. Provide an Incident Management system and knowledge management
database, including all hardware, software, databases, automated
monitoring tools, and management and reporting tools, which are
acceptable to FRTIB

5. Maintain and manage an Incident Management system and knowledge
management database, including all hardware, software, databases,
automated monitoring tools, and management and reporting tools, which
are acceptable to FRTIB

6. Provide unrestricted read access by FRTIB-authorized staff and other
personnel to all current and historical Incident records and X
knowledgebase data

7. Monitor the Incident Management system for automatically generated and

logged Incident alerts and events X
8. Resolve incidents on the first call in accordance with the Procedures X
Manual, knowledge database documents, and configuration database(s)
9. Logall calls/queries into the service desk X
10. Identify, filter, and classify Events and Incidents to a severity level and X
handle according to agreed-upon Incident response procedures
11. Diagnose and resolve incidents; where possible use desktop remote-
control capability with user’s approval and disconnecting when complete. X
, Where possible, implement appropriate corrective actions for known
errors (e.g., workarounds for known unresolved Problems)
12. Escalate incidents to the appropriate next-level service group within
Provider, FRTIB, or third-party service provider as soon as it is clear that X
the incident is unable to be resolved without additional assistance or as
required to comply with service level response times
13. Monitor and track incident resolution progress through to final closure X
and record/update incident record status as appropriate
14. Provide expert functional and process assistance for in-scope applications X
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Event/Incident Management Roles and Responsibilities
at Level 1 and escalate to Level 2 or 3 resource as required

Provider

FRTIB

15.

Provide Level 1 assistance to inquiries on the features, functions and usage
of hardware and software for all in-scope hardware and software.

16.

Provide Level 1 support for applications software on the supported
applications. Level 1 support is limited to approved scripts.

17.

Propose training and Level 1 scripts and workaroundsfor the service desk
for applications software on the approved list

18.

Approve training and Level 1 scripts and workarounds for the service desk
for applications software on the approved list

19.

Provide Level 2 and Level 3 support for Applications Software on the
supported applications list

20.

Verify that all records (e.g., inventory, asset and configuration
management records) are updated to reflect completed / resolved
incident

21.

Assist End Users with questions relating to functionality and use of in-
scope End-User hardware and software

22.

Document solutions to resolved incidents in central knowledgebase.
Accurately update all information pertinent to trouble ticket including
general verbiage, codes, et..al.

23.

Notify designated FRTIB personnel of all Severity 1 and Severity 2
incidents within the designated timeframe

24.

Contact designated FRTIB business personnel of applicable Severity 1 and
Severity 2 incidents

25.

Maintain current and historical records of all calls and the resolution of
those calls for the life of the contract and provide reporting and trend
capabilities

26.

Troubleshoot, diagnose and resolve incidents for all in-scope hardware
and software warranty and non-warranty devices, including removing and
/ or repairing physically broken or inoperable devices

27.

Provide Dispatch for in-scope End-User devices for all in-scope devices
and repair as required

28.

Provide end-to-end Incident Identification, Escalation and Resolution
Management; and a Closure Process including the management of those
tickets escalated to third parties

29.

Determine wherever possible whether a problem should be opened to
address an incident

30.

Track ongoing status of any incident and their corresponding problem
record to ensure that identified problems are addressed and resolved

31.

Ensure incident resolution activities conform to defined Change
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Event/Incident Management Roles and Responsibilities Provider FRTIB
Management procedures set forth in the Process and Procedures Manual
32. Coordinate and take ownership of incident resolution across all IT service
areas with FRTIB and third parties (e.g., public carriers, Internet service X
providers, third party providers, et. Al.)
33. Periodically review the status of open, unresolved Incidents and related X
problems and the progress being made in addressing problems
34. Participate in Problem Management review sessions as appropriate X
35. Conduct incident review sessions and provide listing and status of same X
categorized by Incident Severity impact
36. Participate in Incident Management review sessions X
37. Coordinate with FRTIB and third-party Level 2 support groups to acquire
and transfer knowledge on incident and problem resolutions and record X
this knowledge gained into the knowledge base to facilitate increased
ability for Provider’s Level 1 Service Desk in providing first-call resolution
38. Conduct follow-up with End-Users who reported the Incident to verify that X
the Incident was resolved to the End-User’s satisfaction.
39. Close out incidents that were resolved satisfactorily X
40. Provide Incident Management reporting as required X

3.3.1.4.2. Problem Management Services

Problem Management Services are intended to minimize the adverse impact of Incidents and
Problems on the business caused by errors within the IT Infrastructure and to prevent recurrence
of Incidents related to these errors by determining the unknown underlying cause (e.g., root cause)
of one or more Incidents and ensuring that actions are initiated to improve or correct the situation.

Reactive Problem Management services include diagnosing and solving Problems in response to
one or more Incidents that have been reported through Incident Management and provide
proactive Problem Management to identify and solve Problems and known errors before Incidents
occur in the first place, including performing predictive analysis activities, where practical, to
identify potential future problems, develop recommended mitigation plans, and implement
approved corrective mitigation actions and processes. Problem Management also includes
maintaining, updating and disseminating information about Problems and the appropriate
workarounds and resolutions, so that the number and impact of Incidents occurring within FRTIB’s
IT infrastructure is reduced over time.

The major activities of Problem Management are:

= Problem control
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» Error control

* Proactive prevention of Problems

» Performing major Problem reviews

* Providing Problem Management reporting

Problem Management services includes all identified Problems that are determined to be related to
IT systems and services under the control of the Provider. Problem Management also includes
coordination and assistance to FRTIB and third-party providers in performing their Problem
Management process.

Proper Problem Management ensures that resolutions to problems are implemented through the
appropriate control procedures, especially Change Management and Release Management, as well
as coordinating Problem Management activities with the various teams within the Provider, FRTIB
and third-party providers responsible for performing Configuration Management, Availability
Management, Capacity Management, IT Service Continuity Management, and Service Level
Management activities.

The following table identifies the Problem Management roles and responsibilities that the Provider
and FRTIB will perform.

Table 34. Problem Management Roles and Responsibilities

Problem Management Roles and Responsibilities Provider  FRTIB

1. Define requirements and policies for Problem Management (e.g., events that

trigger an RCA, categorization and prioritization schema, etc.)

2. Participate in developing Problem Management requirements and policies X

Develop appropriate process and procedures and methodologies that support
FRTIB-approved Problem Management requirements and policies that comply X
with FRTIB requirements

4. Approve appropriate process and procedures and methodologies that support
FRTIB-approved Problem Management requirements and policies that comply X
with FRTIB requirements

5. Implement appropriate process and procedures and methodologies that support
FRTIB-approved Problem Management requirements and policies that comply X
with FRTIB requirements

6. Establish and maintain a Problem Management knowledgebase that is accessible
to FRTIB where information about Problems, Root Cause, Known Errors,
Workarounds and problem resolution actions are recorded and tracked. This
knowledgebase can be the same knowledgebase as used by Incident Management

7. Provide unrestricted access by FRTIB-authorized staff and other FRTIB
designated personnel to all current and historical Problem Management records X
and knowledgebase data
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Problem Management Roles and Responsibilities

Ensure Problem Management activities conform to defined Change Management
procedures set forth in the Procedures Manual

Provider

X

FRTIB

Coordinate with appropriate Incident Management teams and take ownership of
Problem Management activities of all problems determined to reside in the
Provider’s service area of responsibility (e.g., detection, logging, root-cause
analysis, et. al.)

10.

Coordinate, escalate and track Problem Management activities within FRTIB and
third parties related to problems determined to reside in all IT infrastructure
areas

11.

Flag all incidents that require further root-cause analysis be conducted (i.e.,
Severity 1 and Severity 2 incidents) per the agreed-to procedures

12.

Ensure that recurring problems that meet defined criteria related to the
Provider’s IT service responsibility area are reviewed using root-cause analysis
procedures

13.

Conduct proactive trend analysis of incidents and problems, and other data
elements to identify recurring situations that are or may be indicative of future
problems and points of failure

14.

Track and report on problems and trends or failures and identify associated
consequences of problems

15.

Develop and recommend corrective actions or solutions to address recurring
incidents and problems, as well as mitigation strategies and actions to take to
avert potential problems identified through trend analysis

16.

Identify, develop, document, and recommend appropriate Workarounds for
known errors of unresolved problems and notify Incident Management and all
other appropriate stakeholders of it’s availability if approved. Document the
workaround in the knowledgebase

17.

Review and approve Workarounds for implementation, as appropriate

18.

Coordinate and monitor status of root-cause analysis activities performed by
FRTIB and third-party providers (i.e., from other IT service areas)

19.

Document and update Problem Management knowledgebase with information
regarding problem resolution actions, activities and status (e.g., root cause,
known errors, workarounds, etc.) and notify all appropriate stakeholders of
availability of information

20.

Coordinate with FRTIB and third-party service providers to ensure that
knowledge on Problems related to other IT service areas is captured and entered
into a centralized Problem Management knowledgebase

21.

Ensure problem resolution activities conform to defined Change Management
procedures set forth in the Process and Procedures Manual

22.

Provide status reports detailing the root cause and procedure for correcting
recurring Problems and Severity 1 and Severity 2 Incidents until closure as
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Provider FRTIB

23.

Conduct Problem Management review meetings and provide listing and status of
same categorized by problem impact

24.

Participate in Problem Management review meetings and review and approve
recommendations for actions, where appropriate

25.

Periodically review the state of open incidents and related problems and the
progress being made in addressing Problems

26.

Participate in and review and approve as appropriate all Problem Management
generated RFCs as part of the Change Management

27.

Create Request for Change (RFC) documentation with recommended corrective
actions to be taken to resolve a problem and submit to FRTIB for review and
approval

28.

Conduct periodic problem management proactive review sessions

29.

Provide Problem Management reporting as required

3.3.1.4.3. Configuration Management

Configuration Management Services are the activities associated with providing a logical model of
the Service Towers’ devices and their relationships by identifying, controlling, maintaining and
verifying installed hardware, software, and documentation (ie maintenance contracts, SLA
documents, etc).

The goal is to account for all IT Assets and configurations, provide accurate information on
configurations and provide a sound basis for Incident, Problem, Change and Release Management
and to verify configuration records against the infrastructure and correct any exceptions. The
following table identifies the Configuration Management roles and responsibilities that Provider
and FRTIB will perform.

Table 35. Configuration Management Roles and Responsibilities

Configuration Management Roles and Responsibilities Provider

Define Configuration Management requirements and policies

Develop, document and maintain in the Standards Process and
Procedures Manual Configuration Management procedures that meet
requirements and adhere to defined policies

Review and approve Configuration Management procedures and
processes

Identify and document the Configuration Item structure

Approve the Configuration Item structure
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Configuration Management Roles and Responsibilities Provider ‘ FRTIB ‘

6. Establish Configuration Management database, in accordance with FRTIB

requirements X
Review and approve Configuration Management database X
Select and provide Configuration Management tools X
Install and maintain Configuration Management tools X

10. Enter/upload configuration data into configuration database X

11. Establish process interfaces to Incident and Problem Management,
Change Management, technical support, maintenance and Asset X
Management processes

12. Establish appropriate authorization controls for modifying configuration
items and verify compliance with Software licensing

13. Establish guidelines for physical and logical separation between
development, test and production and the process for deploying and X
back-out of configuration items

14. Develop procedures for establishing configuration baselines as reference
points for rebuilds, and provide ability to revert to stable configuration X
states

15. Develop procedures for establishing security baselines as reference
points for rebuilds, and provide ability to revert to stable configuration X
states

16. Establish procedures for verifying the accuracy of configuration items,
adherence to Configuration Management process and identifying process X
deficiencies

17. Provide a deficiency report and steps taken to address the issues
identified

18. Provide FRTIB Configuration Management reports as required and
defined by FRTIB

19. Audit Configuration Management process and accuracy of configuration
data

3.3.1.4.4. Change Management

Change Management Services are activities that are to ensure that standardized methods and
procedures are used for efficient and prompt handling of all changes, in order to minimize the
impact of change upon Service quality and consequently to improve the day-to-day operations of
FRTIB.
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Change Management covers all aspects of managing the introduction and implementation of all
changes affecting all Towers and in any of the management processes, tools, and methodologies

designed and utilized to support the Tower components.

The Change Management processes and activities are inter-related and complementary with
Release Management and Configuration Management, as well as Incident Management and Problem

Management.
The Change Management process includes the following process steps:

* Determine metrics for measuring effectiveness of a Change
= Request for Change (RFC) process

= Recording/Tracking process

=  Prioritization process

» Responsibility Assignment process

» Impact/Risk Assessment process

= Participation in IT service continuity and DR planning

» Coordination of the Change Advisory Board (CAB)

= Review / Approval process

= Establish and manage the schedule of approved Changes
* Implementation process

= Verification (test) process

= (Closure process

The following table identifies Change Management roles and responsibilities that Provider and

FRTIB will perform.

Table 36. Change Management Roles and Responsibilities

Change Management Roles and Responsibilities

Define Change Management policies and requirements, including change
priority schema and classifications, per the Change Management process
components outlined above

Provider FRTIB

X

Develop Change Management procedures and processes per the Change
Management process components outlined above

Participate in the development of the Change Management and CAB
procedures, policies, and approval authorities
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Review and Approve Change Management process, procedures and
policies

Provider

SERVICES (TESS)

FRTIB

X

Receive and document all Requests for Change (RFC) and classify
proposed changes to the Services, which includes change cost, risk
impact assessment, and system(s) security considerations

Review and validate that RFCs comply with Change Management policies,
procedures, and processes

Ensure that appropriate back-out plans are documented and in place in
the event of systems failure as a result of the change

Provide Change Management plan to FRTIB for review

Approve Change Management plan

10.

Develop and maintain a schedule of planned approved changes (Forward
Schedule of Changes or FSC) for FRTIB to review

11.

Coordinate, schedule, and conduct Change Advisory Board (CAB)
meetings to include review of planned changes and results of changes
made, ensuring that all appropriate parties are invited and represented
in accordance with approved CAB policies

12.

Participate in CAB meetings as FRTIB deems appropriate or necessary

13.

Provide change documentation as required, including proposed metrics
as to how effectiveness of the change will be measured

14.

Review and approve change documentation and change effectiveness
metrics

15.

Review and approve any RFC determined to have a cost, security, or
significant risk impact to FRTIB’s IT systems or business

16.

Authorize and approve scheduled changes or alter the schedule change
requests as defined in the Change Management procedures

17.

Publish and communicate the approved FSC to all appropriate IT and
business unit stakeholders within FRTIB of change timing and impact

18.

Oversee the approved change build, test, and implementation processes
to ensure these activities are appropriately resourced and completed
according to Change schedule

19.

Ensure that thorough testing is performed prior to release and assess
FRTIB business risk related to any change that is not fully tested prior to
implementation

20.

Participate in business risk assessment for change to be introduced
without being fully tested

21.

Monitor changes, perform change reviews and report results of changes,
impacts, and change effectiveness metrics
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Change Management Roles and Responsibilities Provider FRTIB

effectiveness metrics and determine follow-up actions to resolve X
situations where the change failed to meet objects

23.

Review and approve change management results X

24.

Close out RFCs that met the change objectives or changes that were
abandoned

25.

Perform Change Management quality control reviews and audits of
Change Management processes, and records

26.

Provide FRTIB Change Management reports as required and defined by
FRTIB

3.3.1.4.5. Release Management

Release Management is concerned with implementing the changes to defined IT services and covers
both the software and the hardware. Release Management Services are activities that take a holistic
view of a change to a Service to ensure that the technical and non-technical aspects of a Release
related to software, and hardware changes.

These changes can be implemented by rolling out a combination of new applications or
infrastructure software and/or upgraded or new hardware, or simply by making changes to the
documentation such as service hours or support arrangements. Release Management processes
and activities are inter-related and complementary with the Change Management process, as well
as Configuration Management and Problem Management.

Release Management includes the following activities:

= Establishing standardized Release Management policies and procedures

= Managing Release Planning and Scheduling for overall the Release Schedule, as well as
individual Releases

= Establishing and managing a Release documentation and identification schema

= Managing the Release design, build, and configuration processes

= Release Testing and Testing Management

= Rollout planning including quality plans and back-out plans

= Release communication, preparation, and training

= Managing the successful rollout/distribution and installation of all elements of a Release

= Documenting each Release and updating the Configuration Management Database (CMDB)

Releases can also consist of a number of problem fixes and enhancements to existing IT services. A
Release consists of the new or changed software required and any new or changed hardware
needed to implement the approved Changes. Releases are generally divided into:

DRAFT STATEMENT OF WORK

60



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)

Major software Releases and hardware upgrades or replacements, normally containing

large areas of new functionality. A major upgrade or Release usually supersedes all

preceding minor upgrades, Releases and emergency fixes.

Minor software Releases and hardware upgrades, normally containing small enhancements

and fixes, some of which may have already been issued as emergency fixes. A minor upgrade

or Release usually supersedes all preceding emergency fixes.

number of known problems.

Emergency software and hardware fixes, normally containing the corrections to a small

The following table identifies Release Management roles and responsibilities that Provider and

FRTIB will perform.
Table 37. Release Management Roles and Responsibilities
Release Management Roles and Responsibilities Provider ‘ FRTIB ‘
1. Define Release Management policies and requirements per the Release X
Management process components outlined above
2. Develop Release Management procedures and processes per the Release X
Management process components outlined above
3. Participate in the development of the Release Management process and X
procedures and policies
4. Review and approve Release Management process procedures and X
policies
5. Establish and maintain an appropriate secure environment(s) where all
authorized versions of all software, in physical or electronic form as
applicable (Definitive Software Library or DSL) and where all hardware X
spares (Definitive Hardware Store or DHS) are stored, protected and
accounted.
6. Maintain master copies of all new versions of software (both COTS
software packages and application developed custom-built software) in X
the secured DSL and update configuration item.
7. Ensure that all hardware spares are secured in the DHS and reflected in X
the configuration management database(s)
8. Establish, manage, update, and maintain the overall Release Plan and X
Release Schedule for all planned Releases
9. Establish and administer the version control schema as it relates to X
Release Management of FRTIB custom applications
10. Develop, manage, update and maintain formal Release Plans for each X
Release in coordination with Change Management
11. Develop quality plans and back-out plans as appropriate for each Release X
12. Provide Release Management Plans and Schedules to FRTIB for review X
13. Review and approve Release Management Plans and Schedules X
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Release Management Roles and Responsibilities Provider ‘ FRTIB ‘

14. Conduct site surveys, as necessary, to assess existing hardware and
software being used to validate Release package requirements and X
dependencies

15. Plan resource levels and requirements for supporting a release X

16. Ensure that any new software, hardware, or support services required X
for the release are procured and available when needed

17. Ensure that all necessary testing environments are available and X
properly configured to support Release testing

18. Ensure there is segregation of duties between the application developer X
testers and the release management testers.

19. Conduct post-deployment testing as required X

20. Schedule and conduct Release Management meetings to include review X
of planned releases and results of changes made

21. Identify and document all Configurable Items (Cls) that need to be X
included in the Release, as well as all system inter-dependencies

22. Plan and manage the acceptance testing process for each Release X

23. Review and approve Release acceptance testing plans X

24. Provide Release documentation as required X

25. Authorize and approve scheduled Releases or alter the schedule as X
defined in the Release Management procedures

26. Review Release Management details and alter as appropriate to meet the X
needs of the FRTIB (e.g., back out plan, go/no go decision)

27. Notify FRTIB affected clients of Release timing and impact and provide X
communications to the service desk

28. Implement Release in compliance with Change Management X
requirements and adherence to detailed release plans

29. Modify configuration database, asset management items, and service X
catalog (if applicable) to reflect changes to Cls due to the Release

30. Conduct post-mortem of Releases that necessitated implementation of
the backout plan and develop and implement appropriate corrective or X
follow-up actions to minimize future occurrences

31. Perform quality control audits and approve Release control results X

32. Provide FRTIB Release Management reports as required and defined by X
FRTIB

3.3.1.4.6. Service Catalog Management

DRAFT STATEMENT OF WORK

62



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

Service Catalog Management Services are the activities associated with the ongoing management of
the Service environment. The following table identifies Service Catalog Management roles and
responsibilities that Provider and FRTIB will perform.

Table 38. Service Catalog Management Roles and Responsibilities

Service Catalog Management Roles and Responsibilities Provider FRTIB

1. Define Service Catalog Management requirements and policies X
2. Develop, document and maintain in the Standards Process and
Procedures Manual Service Catalog Management procedures that meet X
requirements and adhere to defined policies
3. Review and approve Service Catalog Management process and X
procedures
4. Develop a detailed “IT” Service catalog which details Services offered
including all Service options, pricing, installation time frames, order X
process (new, Change and remove service) and prerequisites
Approve service catalog X
6. Develop a Service ordering process that clearly defines how to order X
Change or delete Services
7. Recommend criteria and formats for administrative, Service activity and X
Service Level Reporting
8. Review and approve criteria and formats for administrative, Service X
activity and Service Level Reporting
9. Develop and implement Customer Satisfaction program for tracking the X
Quality of Service delivery to End-Users
10. Review and approve Customer Satisfaction program for tracking the
: : . X
Quality of Service delivery to End-Users
11. Provide reporting (e.g., statistics, trends, audits, customer satisfaction X
results)

3.4. Exclusions
The following items are specifically excluded from this SOW:

=  None

3.5. Service-Specific Milestones
Milestones specific to the deployment of Cross-Functional Services are listed in the following table:

Milestone Description Milestone Date
TBD
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3.6.Service Management

3.6.1. Objectives

A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

3.6.2. Service Level Requirements (SLRs)

The following SLRs represent minimum Service levels required across all IT Service Towers.
Provider must consistently meet or exceed the following SLRs. Cross-Functional SLRs associated
with Fee Reductions are detailed in Schedule X—Fee Reductions.

Table 39. Severity Levels

Severity Level 1 -
Emergency/Urgent

Critical Business Impact

The Incident has caused a complete and immediate work stoppage affecting
a Critical Function or Critical Infrastructure component such that a primary
business process or a broad group of users such as an entire department,
floor, branch, line of business, or external customer. No work around
available. Examples:

=  Major application problem (e.g., payroll, call center, etc.)

= Severe disruption during critical periods (e.g., month-end

processing, HOD/BOT meetings)
=  WAN or LAN outage
= Security violation (e.g. denial of service, port scanning)

Severity Level 2 - High
Major Business Impact

A business process is affected in such a way that business functions are
severely degraded, multiple users are impacted, a key customer is affected,
or a Critical Function is operating a significantly reduced capacity or
functionality. A Workaround may be available; however the Workaround is
not easily sustainable. Examples:

=  Major data/database or application problem (e.g. exchange)

=  E-mail system is performing slowly, but workload in manageable

= Security incursion on a non-critical system
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Severity Level 3 - Medium
Moderate Business Impact

A business process is affected in such a way that certain functions are
unavailable to end users or a system and/or service is degraded. A
Workaround may be available. Examples:
* Telecommunication problem (e.g. Blackberry, PBX digital/analog
card)
=  End-User Device problem (e.g. hardware, software)

Severity Level 4 - Low
Minimal Business Impact

An Incident that has little impacts on normal business processes and can be
handled on a scheduled basis. A Workaround is available or there is
minimal negative impact on a user’s ability to perform their normal daily
work. Example:

=  “How To” questions

=  Service Requests (e.g. system enhancement)

= Peripheral problems (e.g. locally attached printer)
= Preventative Maintenance

Table 40. Incident/Problem Resolution SLRs

Time to Resolve Incidents/Problems following responses to different Incident Severity
Level classifications.

Definition

The following Incident and Problem SLRs applies to all IT Service Towers.

Incident/Problem Resolution SLRs

Incident/Problem Service Measure Performance SLR Performance %
Resolution Target
Reply back to End User | Time to Respond | < 15 minutes 98%
and Notify FRTIB
Service Manager of a
Severity 1 or 2 Incident
Reply back to End User | Time to Respond <1 hour 99.99%
and Notify FRTIB
Service Manager of a
Severity 1 or 2 Incident
Reply back to End User | Time to Respond < 2 hours 98.0%
for a Severity 3 or 4
Incident
Severity Level 1 Time to Resolve < 2 hours 98.0%
Severity Level 2 Time to Resolve <4 hours 98.0%
Severity Level 3 Time to Resolve < 6 hours 98.0%
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Incident/Problem Resolution SLRs

Incident Resolution

Severity Level 4 Time to Resolve Next Business Day 98.0%
or as prioritized by
Provider

Root Cause Analysis Time to Report Within 24 hours of 98.0%

Formula Number of requests completed within Performance Target +
Total of all requests occurring during Measurement Interval

Measurement Measure Weekly

Interval

Reporting Period | Report Monthly

Measurement TBD

Tool

3.6.2.1. Backup and Restore SLRs

Frequency of backing up data successfully

Table 41.

Backup Schedule

Mainframe and Servers Services—Backup Schedule and SLRs

Type of Backup Storage | Retention/Purge Period Target SLR
Backup Frequency Site Performance
%
Incremental Daily Off-site 35 days Backup 99.9%
Frequency
Full (Backup) Weekly Off-site 5 weeks Backup 99.9%
Frequency
Full (Archive) Monthly Off-site Indefinite Backup 99.9%
Frequency
All Quarterly 100%
Test of each
type of
backup
Restore
Process
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Restoration Services Table

for production
data

Data 1 week old
or less

Restoration Service Performance SLR Performance %
Type Measure Target
Restore Requests | Response Time <3 hours

from FRTIB request

95.0%

Restore Requests
for recovery of
test data or data
volume backups

Response Time

Data 1 week old
or less

<8 hours
from FRTIB request

95.0%

Restore Requests
for recovery of
data or data
volume backups

>1 week old

Commence restore
within 3 Business
Days

99.0%

Formula Number of requests completed within Performance Target + Total
of all requests occurring during Measurement Interval

Measurement Measure Weekly

Interval

Reporting Period | Report Monthly

Measurement TBD

Tool

3.6.2.2. IT Continuity and Disaster Recovery (DR) Requirements

Table 43. IT Continuity and DR SLRs

Time to recover FRTIB systems after DR Incident has been determined.
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Disaster Recovery SLRs

Business Impact Service Measure Performance SLR Performance %
Analysis (BIA) Target
Application
Rankings
1 Time to recover <8 hours 98.0%
2 Time to recover 9 to 24 hours 98.0%
3 Time to recover 25 to 48 hours 98.0%
4 Time to recover 49 to 72 98.0%
5 Time to recover >73 hours 98.0%
Formula Number of applications recovered within Performance
Target + Total number of applications in Measurement
Interval
Measure Interval | Measure Monthly
Reporting Period | Report Quarterly
Measurement TBD
Tool

Table 44. Annual DR Test SLRs

Testing the efficacy of the disaster recovery (DR) plan annually.
Annual DR Test SLRs

Recovery Service Target SLR
Time Measure Performance %
All Fully Annual execution of fully completed test of each 100%
completed test | DR plan, including all found issues completely
of each DR documented
plan, including
all found
issues
completely
documented
Formula Number of tests completed within Performance Target + Total of all
tests occurring during Measurement interval
Measurement | Annual
Interval
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Annual DR Test SLRs ‘

Reporting Per DR Test

Period

Measurement DR Test Plan, Post-Test Report
Tool

Table 45. Major Change DR Test SLRs

DR tests as a result of major changes to the IT environment.

Definition

Major Change DR Test SLRs ‘
Recovery Service Target SLR
Time Measure Performance %
All Fully Execution of fully completed test of affected DR 100%

completed test | plans, including all found issues completely
of affected DR documented, after each Major Change
plans,
including all
found issues
completely
documented

Number of tests completed within Performance Target + Total of all

Formula ) ) ]
tests occurring during Measurement interval

Measurement Annual

Interval

Reporting Per Change DR Test

Period

Measurement DR Test Plan, Post-Test Report
Tool

DRAFT STATEMENT OF WORK

69



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

3.6.2.3. Asset Tracking and Management

N The accuracy of tracking asset data and database.
Definition

Table 46. Asset Tracking SLR

Asset Tracking Requirements Table

Accuracy of Data | Accuracy Accuracy percentage of each of the following data elements as
in Asset determined by audit:
Tracking Data Element Accuracy Percentage
Database
Serial Number 97%
Assigned 97%
Location/Person
Hardware/Software 97%
Configuration
Formula Number of tracked Assets where data element is determined to be
correct + Total number of tracked Assets audited
Measurement Audited as specified in Standards and Procedures Manual
Interval (quarterly as of Effective Date).
Measurement TBD
Tool

3.6.2.4. End-User Satisfaction Survey

The measurement of end user satisfaction with the services provided by the
Definition Service Provider.

Table 47. End-User Satisfaction SLR

End-User Satisfaction SLR

END-USER SERVICE MEASURE PERFORMANCE TARGET SLR PERFORMANCE %
SATISFACTION
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Scheduled Survey End-User Satisfaction rate End-Users surveyed 90%
(conducted should be very satisfied
semiannually by or satisfied
FRTIB or its
designated Third
Party agent)
Formula Sum of survey result from each participant + Total
number of participants responding to Scheduled
Survey
Measurement Interval Measure Semiannually
Reporting Period Report Semiannually
Measurement Method/Source | TBD
Data

3.6.2.5. Security

Table 48. Security Intrusion Detection SLRs

Definition Network traffic to/from designated systems is monitored for current attack
signatures and is retained for 3 days. Measurement for this service is 7x24x365
requirement. Pre-scheduled maintenance is preformed between the period
beginning Sunday 0100 to 0700.

NIDS - monitor for Overall Schedule Sun-Sat, 0000-2400 99.99%
current attack signatures

HIDS - monitor for Overall Schedule Sun-Sat, 0000-2400 99.99%
changes to selected local

files

NIDS - review all priority | Elapsed Time <15 minutes 99.90%

1 and priority 2 alerts
and notify FRTIB and
Service Desk on positives
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Formula Performance = Transactions completed per
Management Task within Performance Target /
Total Transactions per Management Task occurring
during the Measurement Interval

Measurement Interval Monitor Continuously, Measure Daily, Report
Monthly

Measurement Tool TBD

Table 49. Security Vulnerability and Penetration Services SLRs

Definition Entire networks are tested to determine the susceptibility of their hosts to
current attacks. Measurement for this service is Mon-Fri, during business hours,
for Intranet testing. Whereas Internet penetration testing occurs outside of
business hours [2000 - 0500] and where appropriate, running continuously
over the weekend. Pre-scheduled maintenance is performed during periods of
service inactivity.

Testing of vulnerabilities | Overall Schedule Mon-Fri, 99.90%
& Penetration 2000-0500
Sat-Sun, 0000-2400
Conduct IMAC Per IMAC <1 business day 99.90%
vulnerability assessment
Formula Transactions completed within required time /
Total Transactions
Measurement Interval Monitor Continuously, Measure Daily, Report
Monthly
Measurement Tool TBD

Table 50. Virus File Update SLR

Time within which Provider will release the latest virus update file to the FRTIB
network

DRAFT STATEMENT OF WORK

72



TECHNOLOGY AND ENTERPRISE SUPPORT

SERVICES (TESS)
pC R
Update Virus Release # of business days until <=10 days 95%
Files as designated by virus file release from
Service Recipient and time of release from virus
ensure software is security company.
working properly by
completing any
manufacturer and/or
Service Recipient
designated tests
Formula Releases completed within required time / Total
Releases
Measurement Interval Monthly
Measurement Tool TBD

3.6.3. Reports
The following reports, in addition to monthly SLR compliance, are required.

Table 51. Cross-Functional Services Reports

Report Description Timing
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Section A: Infrastructure and Operations

4.0 Data Center Services

This section sets forth the roles and responsibilities of the Parties for the Data Center Services
provided under the Agreement as part of the Services. Data Center Services are the Services and
activities, as further detailed in this SOW, required to provide and support FRTIB centralized
production, quality assurance, and development computing environments.

The Data Center environment includes:

» Centralized CPUs such as: Mainframe, Unix-based (virtualized and physical), Windows-
based systems (virtualized and physical), and associated data storage and backup Services
and supporting systems Software (e.g., operating systems, utilities, schedulers).

= This environment also includes the routers, switches, load balancers, and other network
devices within the data center, but not includes network devices outside the data center.

» Provider may deploy additional systems to support the computing environment and to
provide FRTIB infrastructure technical support.

»  Provider will be expected to coordinate with any internal FRTIB or third-party data center
facility provider on issues such as facilities management, power requirements, air
conditioning requirements, physical space, and capacity planning of the same within the
data center.

In addition to the Services described in this section, the Provider is responsible for providing the
Services described in the Cross-Functional Services section.

4.1.Service Environment

4.1.1. Scope of the Infrastructure to Be Supported

The following sub-sections and related Service Environment Appendices further describe and scope
the Data Center environment to be supported. These Service Environment Appendices are to be
maintained by Provider, and reviewed with FRTIB, and updated by Provider and made available to
FRTIB on a quarterly basis.

4.1.1.1. Hardware and Software
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a. Alisting and description of all Data Center hardware to be provided and supported is
provided in Appendix B.1—Data Center Hardware. Provider shared services
hardware and Software required to support FRTIB Data Center environment should
be designated separately.

b.  Alisting and description of the systems Software and utilities to be provided and
supported is provided in Appendix B.2—Data Center Systems Software.

4.1.1.2. Service Locations

All Data Center Services are provided at co-location facilities. A listing of co-location owned and
operated facilities providing Data Center Services is provided in Appendix B.5—Data Center
Facilities.

4.1.1.3. Policies, Procedures and Standards

The policies, procedures and standards with which Data Center Services will comply are provided
in Appendix B.6—Data Center Policies, Procedures and Standards.

4.1.1.4. Agreements and Licenses

A list of Data Center-related agreements and licenses is provided in Appendix B.7—Data Center
Agreements and Licenses for which FRTIB will retain ownership and responsibility

4.1.1.5. Work-In-Progress

FRTIB currently has a number of Data Center related initiatives in progress that are included within
the scope of this SOW and may impact Services. The SP will work with FRTIB per the terms of this
Statement of Work to complete this work in Appendix B.8—Data Center-Related Work in Progress.

4.1.1.6. Future Initiatives

Other Data Center-related initiatives considered but not in process are included in Appendix B.9—
Data Center-Related Future Initiatives.

4.1.1.7. Baseline Information

FRTIB’s current Data Center utilization and projected usage is included in Appendix B.10. These
business requirements represent FRTIB’s most realistic projection of the Service requirements for
Day 1 implementation based on a combination of past trends and current anticipated overall
business direction over the term of the Agreement.

These metrics, along with other data which may be pertinent for sizing the solution, are reflected in
Schedule X—Fees.
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4.2.The Data Center Service Requirements

4.2.1. Service Descriptions and Roles and Responsibilities

In addition to the Services, activities, and roles and responsibilities described in Section 3.0 Cross-
Functional Services, Provider is responsible for the following Data Center Services.

4.2.1.1. General Responsibilities

The following table identifies general roles and responsibilities associated with this SOW. An “X” is
placed in the column under the Party that will be responsible for performing the task. Provider
responsibilities are indicated in the column labeled “Provider.”

Table 52. General Roles and Responsibilities

General Roles and Responsibilities Provider FRTIB
1. Comply with FRTIB policies and standards and regulations applicable to X
FRTIB including information systems, personnel, physical and technical
security
2. Manage event and workload processes across all platforms X
3. Perform technical support for all hardware/equipment of the Data Center X
computing infrastructure
4. Support Data Center infrastructure System Software (e.g., operating X
systems, utilities, databases, Middleware as listed in the applicable SOW
appendices)
5. Support Data Center Networks (e.g., LAN, WAN connection) and related X

operations (e.g., procure, design, build, systems monitoring, Incident
diagnostics, troubleshooting, Resolution and escalation, security
management, and capacity planning/analysis) as required to meet FRTIB
computing requirements

6. Provide and support Data Center-related environmental elements (e.g., X
HVAC, dual redundant UPS, power, cross connects, fire detection and
suppression systems, temperature and humidity controls, and controlled
physical access with 24x7 manned security)

Provide and maintain cable plant within FRTIB's cage. X

8. Implement and coordinate all Changes to the Data Center infrastructure X
including those that may affect the Service levels of any other Service
Tower and Third Parties

9. Create, maintain and provide all appropriate project plans, project time X
and cost estimates, technical Specifications, management documentation
and management reporting in a form/format that is acceptable to FRTIB
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4.2.1.2. Data Center Computing Services

4.2.1.2.1. Operations and Administration

Operations and Administration Services are the activities associated with the day-to-day
management of the Data Center computing environment, providing and supporting a stable
infrastructure and effectively and efficiently performing operational and processing procedures to
ensure Services meet SLR targets and requirements. The following table identifies the Operations
and Administration roles and responsibilities that Provider and FRTIB will perform.

Table 53. Operations and Administration Roles and Responsibilities

Operations and Administration Roles and Responsibilities Provider FRTIB

Monitoring Operations Roles and Responsibilities

1. Define monitoring requirements and policies X
2. Develop and document in the Standards and Procedures Manual

monitoring procedures that meet requirements and adhere to defined X

policies

Review and approve monitoring procedures X
4. Provide proactive and scheduled console monitoring of infrastructure and X

systems (e.g., hardware, network, batch schedule, interfaces, table spaces),
respond to messages and take corrective action as required

5. Develop and maintain standard automated scripts to perform monitoring

on systems Software X
6. Identify and report Problems including system, file, disk and application X
Problems
7. Provide troubleshooting, repair and escalation of Problems in the Data X
Center computing environment
8. Provide preventative measures for proactive monitoring and self-healing X
capabilities to limit Outages that impact Service delivery
9. Identify and report application Problems X
10. Resolve or assist in Resolving application Problems in accordance with X
SLRs and escalate as required
Job Scheduling and Execution Operations Roles and Responsibilities Provider FRTIB

11. Define job scheduling requirements and policies, application
interdependencies, FRTIB contacts, and rerun requirements for all X
production jobs

12. Approve job scheduling requirements and policies, application
interdependencies, FRTIB contacts, and rerun requirements for all X
production jobs
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13.

Develop and document in the Standards and Procedures Manual job
scheduling procedures that meet requirements and adhere to defined
policies

14.

Review and approve job monitoring procedures

15.

Provide job scheduling, job execution, reporting and Resolution, taking
into account infrastructure and system interdependencies

16.

Implement and manage scheduling tools for managing/automating job
execution (e.g., job workflow processes, interdependencies, FRTIB
contacts, and rerun requirements file exchange functions and print
management)

17.

Define production, test and demand batch scheduling requirements

18.

Approve production, test and demand batch scheduling requirements

19.

Prepare production, test and demand batch jobs for execution

20.

Execute production, test and demand batch jobs on required systems

21.

Monitor progress of scheduled jobs and identify and Resolve issues in
scheduling process

22.

Startup and shut-down online/interactive systems according to defined
schedules or upon approved request

23.

Maintain database of job scheduling, contact, rerun and interdependencies

24,

Provide quality control for reprocessing activities, such as batch reruns

25.

Prepare job run parameters

26.

Validate job results per FRTIB instructions

R < <[ >

27.

Notify FRTIB and maintain a history of job completion results

X

Electronic Data Exchange Management Roles and Responsibilities

Provider

FRTIB

28.

Define electronic data exchange format requirements and policies,
including transport (e.g., EDI, XML, FTP), delivery locations, format and
schedule requirements

X

29.

Approve electronic data exchange format requirements and policies,
including transport (e.g., EDI, XML, FTP), delivery locations, format and
schedule requirements

30.

Develop and document in the Standards and Procedures Manual
procedures for performing electronic data exchange that meet
requirements and conform to industry (e.g., FISMA) standards

31

Review and approve electronic data exchange procedures

32.

Develop and maintain a repository of all FRTIB electronic data exchange
distribution and exchange entities
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33. Provide and support electronic interfaces between the Provider-hosted

environments and Third Parties (e.g., agency payroll, Federal Reserve, X

Treasury, lockbox)
34. Execute electronic data exchange production and test distribution X

according to production schedules
35. Monitor all electronic data exchange transactions to ensure proper X

completion
36. Rerun transactions as required and escalate non-Resolved electronic data X

exchange transactions to FRTIB contact
37. Perform recovery operations for electronic data exchange transactions as X

required
38. Interface directly with FRTIB electronic data exchange distribution X

entities according to defined, entity-unique FRTIB procedures

System Administration Roles and Responsibilities Provider FRTIB

39. Recommend system administration requirements and policies X
40. Approve system administration requirements and policies X
41. Develop and document in the Standards and Procedures Manual

procedures for performing system administration that meet requirements X

and adhere to defined policies
42. Review and approve systems administration procedures X
43. Manage transaction definitions (CICS) X
44. Set up and manage End-User accounts, perform access control, manage X

files and disk space and manage transaction definitions
45. Perform system or component configuration Changes necessary to

support computing services in conformance with Change Management X

requirements
46. Provide usage statistics reports that will be used to support X

showback/chargeback and other reporting requirements

4.2.1.2.2. Storage and Data Management

Storage and Data Management Services are the activities associated with the provisioning and
day-to-day management of the installed Data Center storage and data environment (e.g., direct
access storage devices (DASD), redundant array of independent disks (RAID), storage area Network

(SAN), Network-attached storage (NAS), tape and optical), providing a stable supporting

infrastructure and effectively and efficiently performing procedures to ensure Services meet SLR
targets and requirements. The following table identifies the Storage and Data Management roles
and responsibilities that Provider and FRTIB will perform.
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Table 54. Storage and Data Management Roles and Responsibilities

Storage and Data Management Roles and Responsibilities

Provider

FRTIB

1. Recommend Provider-standard Storage and Data Management policies X
2. Develop, document and maintain in the Standards and Procedures Manual
Storage and Data Management Provider procedures that meet FRTIB X
requirements and adhere to FRTIB policies
3. Review, provide additional procedures as required and approve Storage X
and Data Management standards, policies, and procedures
4. Support data storage Services (e.g., RAID array, SAN, NAS, tape, optical, X
etc.)
5. Monitor and control storage performance according to technical
standards & Specifications, Storage and Data Management policies & X
procedures, and perform tuning as required
6. Maintain and improve storage resource efficiency X
Maintain data set placement and manage data catalogs X
Perform data and file backups and restores per established procedures X
and SLRs
9. Manage file transfers and other data movement activities X
10. Provide input processing, for activities such as loading Third Party media X
(e.g., tape) and receipt and/or transmission of batch files
11. Acquire consumables, such as tape, disks, etc., in support of the backup X
requirements.
12. Manage consumables, such as tape, disks, etc., in support of the backup
requirements. Notify need for acquisition of additional materials as X
needed
Media Operations Roles and Responsibilities Provider FRTIB
13. Recommend Provider-standard Media Operations policies X
14. Develop, document and maintain in the Standards and Procedures Manual
Media Operations Provider procedures that meet FRTIB requirements and X
adhere to FRTIB policies
15. Review, provide additional procedures as required and approve media X
processing standards, policies, and procedures
16. Maintain a media library and media management system X
17. Manage the media inventory to ensure that adequate media resources are X
available.
18. Manage input media availability to meet processing SLRs X
19. Load and manage Third Party media X
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Storage and Data Management Roles and Responsibilities Provider FRTIB
20. Provide secure off-site storage for designated media and transport media X

to FRTIB approved off-site location as required

21. Perform periodic audits to ensure proper cataloging of media X

4.2.1.2.3. Output Management

Output Management Services are the activities associated with delivering printed and electronic
output in the FRTIB-required formats and destinations, including remote printing and print to file,
per FRTIB-approved schedules. The following table identifies the Output Management roles and
responsibilities that Provider and FRTIB will perform.

Table 55. Output Management

Output Management Roles and Responsibilities Provider FRTIB
1. Recommend Output Management requirements and policies X X
2. Develop and document in the Standards and Procedures Manual X

procedures for performing Output Management that meet requirements
and conform to defined policies, including the management of transport,
delivery locations and scheduling requirements

3. Review and approve Output Management procedures, standards, and X
policies
4. Provide print Output Management and distribution X

Ensure that printed output is delivered to FRTIB-specified delivery
locations according to schedule

6. Ensure that output devices are functioning, including performing or
coordinating routine maintenance and coordinate with local support for X
any problem resolution, if required

7. Create and distribute FRTIB data products for FRTIB customers, including
volume creation (e.g., CDs, cartridges, FTP)

4.2.1.2.4. Collaborative Computing

Collaborative Computing Services are the activities associated with the supporting collaborative
tools (e.g., MS Exchange/Outlook, SharePoint, WebEx, Live Meeting). These activities include the
acquisition, installation, upgrades, maintenance, support and tuning of collaborative applications
for optimal performance and mailbox administration. The following table identifies the
Collaborative Computing roles and responsibilities that Provider and FRTIB will perform.
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Table 56. Collaborative Computing Roles and Responsibilities

Collaborative Computing Roles and Responsibilities Provider FRTIB

1. Recommend Collaborative Computing requirements and policies X

2. Participate in defining and accept Collaborative Computing policies and
procedures for functions including e-mail, calendaring and messaging X
delivery components

3. Develop and document in the Standards and Procedures Manual
Collaborative Computing procedures that meet requirements and adhere X
to defined policies

4. Review and approve Collaborative Computing procedures, standards,
and policies

5. Provide system administration services including mailbox
administration, add/move/delete, mailbox permissions, and creation of X
distribution lists and owners

6. Provide public folder administration services, including
creation/deletion of folders, folder owner permissions and ownership X
assignment, and folder replication management

7. Provide security services specific to collaboration systems (e.g., SPAM

filtering) X

8. Perform Collaborative Computing application upgrades (e.g., service X
packs, hot fixes, dot releases, major upgrades)

9. [Install, test, provide technical support, database administration and X
security administration for Collaborative Computing applications

10. Provide technical assistance and subject matter expertise support as X
required by FRTIB staff and Third Party solution providers

11. Provide e-mail archiving and retrieval to meet regulatory and compliance X
requirements

4.2.1.2.5. Remote Access

Remote Access Services are the activities associated with the installation, management, operations,
administration and support of the hardware and Software that support Remote Access and
connectivity to all systems (e.g., VPN, Extranet access, Citrix Metaframe via dialup and Internet,
Web-based e-mail). These services provide access for approved remote FRTIB employees and
associated contractors to internal FRTIB applications behind the FRTIB firewall. The following
table identifies the Remote Access roles and responsibilities that Provider and FRTIB will perform.

Table 57. Remote Access Roles and Responsibilities

Remote Access Roles and Responsibilities Provider FRTIB
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Remote Access Roles and Responsibilities Provider FRTIB
1. Recommend Remote Access policies and procedures X
2. Develop and document in the Standards and Procedures Manual Remote

Access procedures that meet requirements and adhere to defined X

policies

Review and approve Remote Access standards, policies, and procedures X
4. Install, test, provide technical support, administration and security X

administration for Remote Access hardware and Software
5. Provide testing support for defined FRTIB applications that will be made X

available via Remote Access

6. Provide technical assistance and subject matter expertise as required by
FRTIB infrastructure staff and Third Party solution providers for Remote X
Access products and solutions

7. Perform system or component configuration Changes necessary to

support Remote Access Services X
8. Perform Remote Access application upgrades (e.g., service packs, hot X
fixes, dot releases, major upgrades)
9. Install, test, provide technical support, database administration and X

security administration for Remote Access applications

4.2.1.2.6. Database Administration

Database Administration Services are the activities associated with the maintenance and support of
existing and future databases. This includes responsibility for managing data, namely data set
placement, database performance, and data recovery and integrity at a physical versus logical level.
The following table identifies the Database Administration roles and responsibilities that Provider
and FRTIB will perform.

Table 58. Database Administration Roles and Responsibilities

Database Administration Roles and Responsibilities Provider FRTIB

1. Recommend database administration requirements and policies
including authorization requirements for End-Users, roles, schemas, etc., X
and approve Change requests

2. Develop and document in the Standards and Procedures Manual
Database Administration procedures that meet requirements and adhere X
to defined policies

3. Review and approve Database Administration standards, policies, and
procedures

4. Provide security administration including managing role and End-User
database permissions in accordance with FRTIB policies
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Database Administration Roles and Responsibilities Provider FRTIB

5. Perform database backups per FRTIB standards, policies, and procedures

6. Perform database restores from export dumps or backups X

7. Create/refresh development/test/QA databases from production data X

8. Execute authorization Service Requests, such as access to specific X
schemas, table spaces, queries, quotas, etc.

9. Define and provide database creation, configuration, upgrade, patches X
and refresh requirements

10. Approve database creation, configuration, upgrade, patches and refresh X
requirements

11. Execute database creation, configuration, upgrades, patches and refresh X

12. Execute all database system-level Changes (initialization parameters) X

13. Execute all schema Changes for all instances X

14. Define and provide database data definition requirements for X
applications (IMAC for tables, triggers, attributes, etc.)

15. Approve database data definition requirements for applications (IMAC X
for tables, triggers, attributes, etc.)

16. Execute database data definition requirements for applications (MAC for X
tables, triggers, attributes, etc.)

17. Maintain documentation for all database instance parameters and system X
settings

18. Maintain consistent database parameters and system settings across all X
like instances; consistency must be maintained according to established
development to QA to production life cycle

19. Define database definition and manipulation requirements for X
applications and developer schemas

20. Approve database definition and manipulation requirements for X
applications and developer schemas

21. Execute database data definitions for applications and developer X
schemas

22. Define and execute database performance and tuning scripts, and keep X
database running at optimal performance for FRTIB’s workload

23. Implement and administer appropriate database management tools X
across all database instances. Performance metrics and historical data
must be available for trending and reporting over a minimum of 6
months

24. ldentify and resolve locking conflicts, latch contention, rollback X
requirements, etc., for all database instances
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Database Administration Roles and Responsibilities Provider FRTIB

25. Provide technical assistance and subject matter expertise to FRTIB X
application developers and Third Party provider support

26. Provide data dictionary expertise, End-User data assistance, Data X
Warehouse Metadata definition, data mapping functions and creation of
data cubes

27. Review and approve data dictionary expertise, End-User data assistance, X
Data Warehouse Metadata definition, data mapping functions and
creation of data cubes

28. Monitor database and generate automatic Service Desk Trouble Tickets X
for Problems

29. Open, track and manage to Resolution all database Problems X

30. Patch database Software as needed according to established X
development to QA to production life cycle

31. Manage database communication Software configuration, installation X
and maintenance

32. Provide database storage management X

33. Define database backup schedules, retention periods, levels (i.e., full, X
incremental or differential)

34. Approve database backup schedules, retention periods, levels (i.e., full, X
incremental or differential)

35. Execute FRTIB'’s database backup and recovery policies X

36. Execute FRTIB database restorations as needed X

4.2.1.2.7. Middleware Administration

Middleware Administration Services are the activities associated with the maintenance and support
of existing and future Middleware (e.g., JBoss, ColdFusion, IIS, .NET). The following table identifies
the Middleware Administration roles and responsibilities that Provider and FRTIB will perform.

Table 59. Middleware Administration Roles and Responsibilities

Middleware Administration Roles and Responsibilities Provider
1. Define Middleware requirements and policies X
2. Approve Middleware requirements and policies X

3. Develop and document in the Standards and Procedures Manual
Middleware Administration procedures that meet requirements and X
adhere to defined policies

4. Review and approve Middleware Administration procedures X

DRAFT STATEMENT OF WORK

85



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

Middleware Administration Roles and Responsibilities Provider

5. Define authorization requirements for End-Users, roles, objects, etc.,

and approve Change requests X
6. Approve authorization requirements for End-Users, roles, objects, etc., X
and approve Change requests
Implement Middleware configurations X
Create, alter and delete application object Changes X
Establish and maintain configuration and system parameters in a X
consistent manner across like server environments
10. Execute processes for the proper maintenance and functioning of
Middleware systems (e.g. load balancing, tuning, configuration X
management)
11. Execute authorization Change requests X
12. Execute Middleware creation, upgrade and refresh X
13. Execute all Middleware system-level Changes (i.e., initialization X
parameters)
14. Execute all object Changes for all instances X

15. Maintain consistent Middleware parameters and system settings across
all like instances according to established development to QA to X
production life cycle

16. Implement and administer appropriate Middleware management tools
across all Middleware instances

17. Patch Middleware Software as needed, according to established
development to QA to production life cycle. Correlate internal Change X
request to provider tracking codes

18. Provide Middleware communication Software configuration, installation
and maintenance

4.3.Exclusions
The following items are specifically excluded from this SOW:

a. TBD

4.4.Service-Specific Milestones

Milestones specific to the deployment of Data Center services are listed in the following table:

Milestone Description Milestone Date
TBD
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4.5.Service Management

4.5.1. Objectives

A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

4.5.2. Service-Level Requirements (SLRs)

The following minimum Service levels are required at the end of the Transition Period. Provider
must consistently meet or exceed the following SLRs. SLRs associated with Fee Reductions are
detailed in Schedule X—Fee Reductions. All times referenced are in U.S. Eastern Time.

Table 60. Incident/Problem Resolution SLRs

Refer to Table 40 Incident/Problem Resolution SLRs in Cross Functional section.

Table 61. System Availability SLRs

System Availability is defined as the availability of in-scope infrastructure
components required to conduct the normal business operation of FRTIB
application systems including processors (e.g., mainframe CPU, memory, storage),
external storage, system Software and Network connection. Excludes scheduled
maintenance.

Definition

Availability will be measured based on the availability of FRTIB applications to
conduct normal business operation and is for the single unit and is not the
availability of the aggregated systems.

All pre-scheduled system downtime, unless otherwise agreed upon in advance by
FRTIB, will occur:
Pre-scheduled a. For the systems with 24x7x365 requirements—all pre-scheduled maintenance

Downtime is performed based on FRTIB’s Change Management policy

Requirements ] ] )
b. For systems having non-24x7x365 requirements—pre-scheduled maintenance

is performed outside of the normal System Availability time frame
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System Availability Service-Level Requirements

Service Performance SLR Performance
System Measure Target %

Mainframe OS and Per System Sun.-Sat.,, 0000-2400 99.99%
Subsystems Availability
Windows Production Per Server Sun.-Sat., 0000-2400 99.97%
Servers (Critical) Availability
Windows Production Per Server Mon.-Fri., 0400-1900 99.95%
Servers (Non-critical) | Availability
Unix Production Per Server Sun.-Sat., 0000-2400 99.97%
Servers Availability
QA/Test Systemsand | Per Server |y _cat 0400-1900 98%
Servers Availability
Development Servers Per .Ser\./e.zr Mon.-Sat., 0400-1900 95%

Availability

Formula Availability (%) = 100% - Unavailability (%)

Where Unavailability is defined as:
(Z Outage Duration x 100%) =+ (Schedule Time - Planned Outage)

Measurement | Measure Daily

Interval

Reporting Report Monthly

Period

Measurement TBD

Tool

Table 62.

Application Platform Response Time SLRs

L Online response time for critical online applications including ERP, data warehouse,
Definition . .
financial, HTTP, etc.

Application Platform Online Response Time Service-Level Requirements

Service Performance SLR
Application Platform Measure Target Performance %
Mainframe Online 80% of transactions complete @1.5 sec 99.9%
Response 95% of transactions complete @2.5 sec
Time 99.9% of transactions complete @3.5 sec
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Service Performance SLR
Application Platform Measure Target Performance %
Production Unix Online 90% of transactions complete <0.5 seconds 99.5%
Response 95% of transactions complete <1.0 seconds
Time 100% of transactions complete <3.0 seconds
Production Windows Online 90% of transactions complete <1.0 seconds 99.5%
Response 95% of transactions complete <1.5 seconds
Time 100% of transactions complete <3.0 seconds
Internet Web Service End-to-End 50% of transactions complete @5.0 sec 99.9%
R?sponse 80% of transactions complete @30 sec
Time 99.9% of transactions complete B2 min
Performance = Transactions completed within Performance
Formula ) .
Target + Total Transactions
Measurement | Measure at 30 minute intervals
Interval
Reporting Report Monthly
Period
Measurement TBD
Tool
Table 63. Batch Processing SLRs

Definition

Scheduled Production Batch: jobs include system setup, execution and completion of
normally scheduled production batch jobs.
Demand and Test Batch: jobs include time for system setup and initiation of job
execution for ad hoc requests, non-standard and non-prescheduled batch jobs.

Batch Processing Service-Level Requirements

89

Batch Processing Service Performance SLR
Type Measure Target Performance %

Scheduled Production | Per Scheduled | 90% of core jobs completed per approved 99.9%
Batch Time schedule

95% of core jobs completed per approved

schedule plus one hour

100% of core jobs completed per approved

schedule plus two hours
On Demand Production | Response 30 minutes to initiation 99%
Batch Time
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Batch Processing Service-Level Requirements

Batch Processing Service Performance SLR

Type Measure Target Performance %
On Demand Dev/Test | Response 30 minutes to initiation 95%
Batch Time
Total number of jobs completed within Performance Target +
Formula

Total number of jobs executed during Measurement Interval

Measurement | Measure Daily
Interval

Reporting Report Monthly
Period

Measurement TBD
Tool

Table 64. Output Delivery SLRs

FRTIB requires data output for a variety of output delivery formats and destinations,
as well as processing requirements (includes remote printing and print to file).
Confirmation of delivery and reporting of output volumes is required. Various
Provider systems/servers direct output to remote printers and other enterprise
systems (fax, pager, e-mail) at various locations, with output delivered to the
appropriate system according to FRTIB-approved schedules and without errors.

Definition

OUTPUT DELIVERY SLRs
Service Performance SLR

Output Delivery Type Measure Target Performance %
Mainframe Production | Transmitted Early Prenote: By 0630 next morning 99.9%
Print True Up: By 0600 next morning

Late Prenote: By 1200 next day
Account Balances Transmitted TBD
Accounting Feeds Transmitted TBD
Notices Transmitted TBD
Agency Reports Transmitted TBD

Number of jobs completed within Performance Target + Total

F |
ormua number of scheduled jobs

Measurement | Measure Weekly
Interval
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OUTPUT DELIVERY SLRs

Reporting
Period

Report Monthly

Measurement
Tool

TBD

Table 65.

General Administrative Functions SLRs

Routine Data Center functions that are required to meet FRTIB’s workload
requirements.

General Administrative Functions Service-Level Requirements

General Performance
Administration Task | Service Measure Target SLR Performance %
Set up or modify job Response Time Next Business Day (all daily 98.0%
scheduler definition requests)
and dependencies
One-time schedule Response Time 2 hours (all daily requests) 98.0%
Change for existing
scheduled jobs
Setup/Modify End- Response Time 95.0%
User ID or 1-5 User IDs 2 Business Days
Authorization Changes. 6-10 User IDs 3 Business Days
(NOTE: Password er agreed upon time
Resets are NOT >10 User IDs per ag p
included in this SLR)
Removal of End User Response Time 2 Hours 99.9%
IDs and authorization
Notification of Incident | Response Time 10 minutes of discovery 99.9%
Priority Level 1 Outage
to Service Desk

Number of requests completed within Performance Target +

Formula ; )
Total of all requests occurring during Measurement Interval
Measurement Measure Weekly
Interval
Reporting Period | Report Monthly
Measurement Tool TBD
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Definition

Actions by Provider for proactive monitoring and intervention to minimize capacity
bottlenecks and activities required to implement system capacity and operational
usage Change requests.

System Administration Service-Level Requirements

System Performance SLR
Administration Task | Service Measure Target Performance %
Advise FRTIB of need | Proactive Sustained average daily CPU utilization 99.0%
to allocate additional | monitoring and approaches 70% of installed processor
processing resources | reporting to FRTIB | capacity—Inform FRTIB within 1
based on pre-defined | of need to increase | Business Day
parameters and capacity
observed growth
patterns
On-Demand CPU Elapsed Time Increases/decreases of £20% of baseline 99.0%
Processing capability CPU processing capability within 2 days
Change requests
Provide predictive Proactive 3 months notice in advance of forecasted 99.0%
advice to FRTIB of CPU | monitoring and 80% CPU utilization
utilization compared to | reporting to FRTIB
installed capacity and | of need to procure
the need to acquire additional CPU
additional CPU capacity
resources based on
observed growth
patterns
Advise FRTIB of need | Proactive Total monthly storage capacity utilization 93.0%
to allocate additional monitoring and measured in GBs used approaches 80% of
storage resources reporting to FRTIB | installed capacity—Inform FRTIB within 1
based on pre-defined | of need to increase | Business Day
parameters and capacity
observed growth
patterns
On-Demand disk Elapsed Time Increases/decreases of £10% of installed 99.0%
storage capacity storage capacity within 7 Business Days
Change requests
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System Administration Service-Level Requirements

System Performance SLR
Administration Task | Service Measure Target Performance %
Provide predictive Proactive 3 months notice in advance of forecasted 99.0%
advice to FRTIB of monitoring and 80% storage utilization
storage utilization reporting to FRTIB

compared to installed | of need to procure
capacity and the need | additional storage
to acquire additional capcity

storage based on
observed growth

patterns

Deploy Response Time Same Business Day as signoff, subject to 99.0%
service/security agreed-upon Change Management

patches/antivirus procedures

updates necessary to
fix/repair environment

vulnerabilities
Capacity/Performance | Monthly Monthly analysis reports 99.0%
Trend Analysis and measurement/ Interim reports on rapidly developing
Reporting across all analysis and events and trends identification
platforms periodic
notification on
resource

utilization and
trends for critical
system resources

Number of requests completed within Performance Target +

Formula ; )

Total of all requests occurring during Measurement Interval
Measurement Measure Weekly
Interval

Reporting Period | Report Monthly

Measurement Tool TBD

Table 67. Server Software Refresh SLRs

Software refresh for all upgrades and new releases.

Server Software Refresh Service-Level Requirements

Server Software Performance SLR Performance
Refresh Service Measure Target %
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Server Software Refresh Service-Level Requirements

Server Software Performance SLR Performance
Refresh Service Measure Target %

Notification of Response Time Within 30 days after Software provider 95.0%
provider Software announcement
upgrades and new
releases
Implementation of Response Time Within 60 days after approved by FRTIB 95.0%
service packs and
updates to “dot”
releases
Implementation of Response Time Within 120 days after approved by FRTIB 95.0%
version or major
release updates
Notification of Response Time Within 30 days after Software provider 95.0%
provider end of announcement
support statement

Number of requests completed on time + Total of all requests

Formula occurring during Measurement period
Measure Interval | Measure Monthly

Reporting Period | Report Monthly

Measurement Tool TBD

Table 68.

System Hardware Updates and Refresh SLRs

Measure Provider performance of maintaining a consistent deliverable to End-Users by
change of technology.

System Hardware Updates and Refresh Service-Level Requirements

Performance SLR
Updates/Refresh Service Measure Target Performance %
Refresh for servers and | Response Time According to agreed to refresh schedule 95.0%
storage

Total number of events completed within Performance

F 1
ormuia Target + Total number of events scheduled, due or required
Measurement Measure Weekly
Interval
Reporting Period | Report Monthly
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System Hardware Updates and Refresh Service-Level Requirements

Performance SLR
Updates/Refresh Service Measure Target Performance %
Measurement Tool TBD
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Performance of all Database Administration tasks including, but not limited to,
Software installation, patching, performance monitoring and tuning, instances
creation and refresh, and recovery operations. For Service level measurement,
production requests MUST be executed within the highest Service level.

Database Administration Service Level Requirements

Performance SLR
Administration Type | Service Measure Target Performance %
Instance Creation and | Elapsed Time Create = 2 Business Days 95%
Refresh Refresh = 1 Business Day
Create End-User ID, Elapsed Time 2 hours (1-5 requests daily) 95%
Grants, Revokes, 4 hours (6-10 requests daily)
Create table space, 2 Business Days >10 daily
other data definition Based on a per-database request
requests
Schema changes and Elapsed Time 1 Business Day 95%
stored procedures Based on a per-database request
Database Refresh Performance SLR
Type Service Measure Target Performance %
Individual patches and | Elapsed Time Per agreed to schedule within 95%
requisite patches per Availability SLR
database
Service packs and Elapsed Time Per agreed to schedule within 95%
updates to “dot” Availability SLR
releases
Version or major Elapsed Time Per agreed to schedule within 95%
release updates Availability SLR
Total number of events completed within Performance
Formula . .
Target + Total number of events scheduled, due or required
Measurement Measure Weekly
Interval
Reporting Period Report Monthly
Measurement Tool TBD
4.5.3. Reports
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The following reports, in addition to monthly SLR compliance, are required.

Table 70. Data Center Reports

Report Description Timing

TBD
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5.0 Data Network Management Services

Data Network Management services are the services and activities, as detailed in the following
SOW, required to provide and support FRTIB data network environment as described in the
sections below. FRTIB expects that the loss of any single data network component or provider will
not cause an outage at any FRTIB location. Provider responsibilities include, but are not limited to,
the design/engineering, provisioning, management, administration and troubleshooting of the
following Data Network services:

Wide Area Network (WAN) Services

WAN services include the provision and monitoring and management of networks that
interconnect two or more separate facilities that span a geographic area larger than a campus
or metropolitan area. Transmission facilities include, but are not limited to, dedicated Internet
connections, Internet-based VPNs, MPLS, and dial-up connections. Provider works with public
carriers and other FRTIB circuit providers on behalf of FRTIB to ensure delivery of WAN
services. Support of any network services-related work required by designated carriers, to
support the FRTIB network, is considered within the scope of services.

Local Area Network (LAN) Services

LAN services include the provision and monitoring and management of networks that are
usually confined to a single facility or portion of a facility. LAN components include Dynamic
Host Control Protocol (DHCP)/Domain Name Server (DNS) and Wireless LANs supporting all
network traffic originating from desktop devices, local file and print servers, application
servers, database servers, peripherals, firewalls/routers, other network devices and other user
premise devices. This service ends at, but does not include, the LAN attached device network
card at the desktop.

Virtual Private Network (VPN) Services

VPN services include the provision and monitoring and management of methods for remote
users and business partners to securely connect to the Network and Data Center Computing
Services over the public Internet. This service includes dedicated site-to-site VPN connectivity
on a shared public IP network. It requires industry-/Internet-based standards for security to
create and preserve privacy, data integrity, and authenticity. The VPN service must be highly
scaleable.

Network Security Services

Network Security Services include the provision and support of methods that provide security
to physical and logical devise connected to the network. Security services include Firewall,
Intrusion Detection/Prevention, Penetration/Vulnerability testing, and Protocol Gateways.

Management Services
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Management services include the provision and support of a suite of activities that spans all
aspects of system security and networking levels in terms of system and component
management and monitoring, information protection, component-addressing methods, access
control, and change control.

* Quality of Service

Quality of service (QoS) services are used to differentiate among traffic flows when congestion
occurs, providing better performance for some while degrading the performance of others.
They are often used for converged networks that must support real-time traffic, such as Voice
over Internet Protocol (VoIP), along with transaction traffic and batch traffic.

In addition to the Services described in this SOW, Provider is responsible for providing the Services
described in the Cross-Functional Services section.

5.1.Service Environment

5.1.1. Scope of Services and Infrastructure to be Supported

The following sub-sections and related SOW Appendices describe and scope the network
environment to be supported/complied with. Service Environment Appendices are to be
maintained and reviewed with FRTIB by Provider and made available to FRTIB on a quarterly basis.

5.1.2. Hardware and Software

a. Alisting and description of all supported network hardware is provided in Appendix
D.1 - Network Hardware.

b. Alisting and description of the supported network software and utilities is provided in
Appendix D.2 - Network Software.

A listing of supported network circuits is provided in Appendix D.3 - Network Circuits.

d. A network topology diagram describing the supported network components is
provided in Appendix D.4 - Network Topology.

5.1.3. Service Locations

A description and location of all FRTIB facility and office locations requiring network services is
provided in Appendix D.5 - Client Facility Locations.

5.1.4. Policies, Procedures and Standards
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A description of the FRTIB policies, procedures and standards with which Network Services will
comply is provided in Appendix D.6 - Network Policies, Procedures and Standards.

5.1.5. Agreements and Licenses

A list of Network related agreements and licenses to be supported is provided in Appendix D.7 -
Network Agreements and Licenses.

5.1.6. Work-In-Progress/Transition

Network related initiatives in progress that are included in the scope of this document and are the
responsibility of Provider to complete within the time frames specified by are listed in Appendix
D.8 — Network Related Work in Progress.

5.1.7. Future initiatives

Other Network related initiatives considered but not in process are included in Appendix D.9 -
Network Related Future Initiatives.

5.1.8. Baseline Information

FRTIB'’s projected network usage is presented in Appendix D.10. These business requirements
represent FRTIB’s most realistic projection of the service requirements for Day 1 implementation
based on a combination of past trends and current anticipated overall business direction over the
term of the contract.

These metrics, along with other data which may be pertinent for sizing the solution, are reflected in
Schedule X -Fees.

5.2.Data Network Services Requirements
5.2.1. Service Descriptions and Roles & Responsibilities

5.2.1.1. General Responsibilities

The following table identifies General roles and responsibilities associated with this SOW including
the network components listed above. An “X” is placed in the column under the party that will be
responsible for performing the task. Provider responsibilities are indicated in the column labeled
“Provider.”
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Table 71. General Roles and Responsibilities

General Roles and Responsibilities Provider FRTIB

1. Recommend data network requirements, services, and standards based X
on industry best practices

2. Review and approve requirements, services, and standards for data X
network services

Perform business liaison function to FRTIB operational units X

Recommend network capacity thresholds X

Approve network capacity planning thresholds X

Provide capacity and performance reports on a quarterly basis X

Procure/provision all network components and circuits X

Maintain all network components and circuits

(R || (]| W

Report performance against service-level requirements X

5.2.1.2. Design/Engineering

The following identifies the activities, roles and responsibilities associated with
Engineering/Development services that are specific to this schedule. Additional activities include:

Table 72. Design/Engineering Roles and Responsibilities

Design/Engineering Roles and Responsibilities Provider FRTIB
1. Develop network design, engineering and security testing and integration X
procedures that meet requirements and adhere to defined policies
2. Approve network design engineering, security testing and integration X
procedures
3. Prepare network design, engineering and security, plans and schedules to X
support new and enhanced applications, architectures and standards
4. Review and approve network design, engineering and security plans and X
schedules
5. Approve the scheduling of all changes to the network environment X
6. Coordinate with FRTIB and affiliated entities, and public carriers, as required X

5.2.1.3. Asset Acquisition and Network Services Provisioning
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Asset Acquisition and Network Service Provisioning is associated with acquiring network
equipment and circuits. The following table identifies the underlying roles and responsibilities
associated with Asset Acquisition and Network Services Provisioning activities.

Table 73. Asset Acquisition and Network Service Provisioning Roles and Responsibilities

Network Provisioning Roles and Responsibilities Provider FRTIB
1. Order and expedite WAN circuits, equipment and services as defined X
by FRTIB

2. Configure WAN/LAN (hardware, software) prior to installation

3. Document router configuration files and IP addressing schemas

4. Develop and document network provisioning requirements and
policies

Approve network provisioning requirements and policies X

6. Provide capacity planning assistance to develop network resource X
requirements projections

7. Manage inventory and transition of network circuits to/from public X
carriers

8. Manage the performance of public carriers (and other third parties) to X
meet defined schedules, project plans, SLRs etc.

9. Report on the performance of public carriers (and other third parties) X
to meet defined schedules, project plans, SLRs etc.

10. Ensure that all new circuits, devices and software provisioned are X
included in configuration management documentation

5.2.1.4. Network Operations and Administration

Operations activities include network systems management and troubleshooting (e.g. performance,
problem, change and capacity monitoring), bandwidth management, protocol usage statistics (e.g.
identify top talkers by protocol), working with public carriers and other circuit providers to
perform any operations activities (e.g. provisioning, problem management), and managing and
maintaining all Network Service computing resources (e.g. hardware, operating system software
and applications) that are required to provide Designated Services. Administration services include
activities, such as managing router configurations, firewalls, Internet Protocol (IP) addresses and
related services (e.g. DNS/DHCP), asset management, including infrastructure software licenses,
and physical (e.g. equipment) and logical (e.g. IP address change) IMACs.

The following table identifies the activities, roles and responsibilities associated with Network
Operations and Administration that are specific to this Schedule.
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Table 74. Network Operations and Administration Roles and Responsibilities

Network Operations and Administration Roles and Responsibilities Provider FRTIB

1. Provide LAN/WAN connectivity contained in the service environment X

2. Develop and document network administration requirements and X
policies

3. Develop and document procedures for administration that meet X
requirements and adhere to defined policies and procedures

4. Approve administration requirements, policies, and procedures X
Perform day-to-day network operations and administration activities X

6. Manage all network devices in accordance with FRTIB’s policies X
(including security oversight and change management policies)

7. Maintain [P addressing schemes, router configurations, routing tables, X

VPN configurations, etc.

8. Manage user accounts as needed for access and maintaining network
resources (e.g. logon user-id and password maintenance) based on X
authorized service requests

9. Maintain and provide audit information including access, general logs,
application logs in accordance with FRTIB’s security policies

10. Ensure that network administration activities are coordinated
through defined change management processes

5.2.1.5. Network Monitoring and Reporting

The following table identifies the roles and responsibilities associated with Network Monitoring
and Reporting services that are specific to this Schedule.

Table 75. Network Monitoring and Reporting Roles and Responsibilities

Network Monitoring and Reporting Roles and Responsibilities Provider FRTIB
1. Develop and document requirements and policies for network X
monitoring and problem management
2. Approve requirements and policies for network monitoring and X
problem management
3. Develop and document network monitoring and problem
management procedures, including escalation thresholds, that meet X
requirements and adhere to defined policies
4. Approve network monitoring and problem management procedures X
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Network Monitoring and Reporting Roles and Responsibilities Provider ‘ FRTIB
5. Provide tools for monitoring network devices and traffic X
6. Implement tools for monitoring network devices and traffic X
7. Implement measures for proactive monitoring and self-healing X

capabilities to limit network outages

Monitor network per SLRs X

Identify network problems and resolve in accordance Incident and

. . X

Problem Management Services, polices, procedures and SLRs
10. Provide on-site staff at FRTIB facilities as required to perform X

maintenance and problem resolution activities
11. Coordinate resolution of circuit problems with third parties, including X

public carriers, ISP, and associate contractors using the network

5.2.1.6. Documentation

Required document types that are specific to this section include network system specifications and
topologies (for example, router configurations, firewall policies, routing diagrams/IP addressing
tables, hardware/software listings, etc.), detailed circuit location information (e.g. circuit ID
including LEC access ID, location, speed), detailed documentation showing all firewall policy, group,
object, etc. information, and “as-built” documentation for all network devices (including firewalls)
that are deployed in development, test, QA, production or other technical environments.

The following table identifies the roles and responsibilities associated with Documentation
activities that are specific to this Schedule.

Table 76. Documentation Roles and Responsibilities

Documentation Roles and Responsibilities Provider ‘ FRTIB
1. Recommend documentation requirements X

2. Approve Recommend documentation requirements X

3. Provide documentation as required by FRTIB X

5.2.1.7. Network Security Services

5.2.1.7.1. Firewall Management

Provider provides Firewall Management Service including firewall engineering and management
and access control list engineering and management in compliance with FRTIB’s policies and
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standards. The following table identifies roles and responsibilities associated with the Firewall
Management services.

Table 77. Firewall Services Roles and Responsibilities

Security Firewall Services Roles and Responsibilities Provider FRTIB
1. Recommend best practice firewall policies X
2. Develop FRTIB specific firewall polices and requirements X
3. Approve firewall polices X
4. Provide services in conformance to firewall policies and requirements
5. Perform firewall engineering and firewall security design
6. Assess firewall security and propose alternative security designs X
7. Review and approve firewall security designs
8. Review and approve firewall ACL policies
9. Develop recommendations for improved security X
10. Review and approve recommendations for improved security
11. Provide Access Control Lists (ACL)
12. Maintain Access Control Lists (ACL) in accordance with FRTIB Policies X
13. Perform periodic audit of Access Control Lists (ACL) and firewall X
security designs in accordance with FRTIB security policies

5.3.Exclusions
The following items are specifically excluded from this statement of work:

a. None

5.4.Service Specific Milestones

Milestones specific to the deployment of Network services are listed in the following:

Milestone Description Milestone Date

TBD

5.5.Service Management

DRAFT STATEMENT OF WORK

105



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

5.5.1. Objectives

A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

5.5.2. Service Level Requirements (SLRs)

The following minimum service levels are required at the end of the Transition Period. Provider
must consistently meet or exceed the following SLRs. SLRs associated with fee reductions are
detailed in Schedule X - Fee Reductions. All times referenced are in U.S. Eastern Time.

Table 78. Incident/Problem Resolution SLRs
Refer to Table 40 Incident/Problem Resolution SLRs in Cross Functional section.

Table 79. Network Availability SLRs

Definition Network Availability is defined as the time during which the network is fully
functioning as specified below and normal business operations can be carried
out with no data loss, downtime, or performance degradation.

All performance criteria are to be measured on a per facility service location -
criteria is not to be aggregated and averaged for all facility service locations.

ISR D [Tl (@ All pre-scheduled maintenance is performed between the period beginning
requirements Sunday 0830 to 2030

Internet Access Availability Sun-Sat, 0000-2400 99.999%
Availability

Client Facility Location Availability Sun-Sat, 0000-2400 99.999%
Availability - Critical
Locations

Client Facility Location Availability Sun-Sat, 0000-2400 99.90%
Availability - Standard
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Locations
LAN Availability Availability Sun-Sat, 0000-2400 99.90%
VPN Availability Availability Sun-Sat, 0000-2400 99.99%
Formula Availability(%) = 100% - Unavailability (%)

Where Unavailability is defined as:
(2 Outage Duration x 100%) + (Schedule Time -

Planned Outage)
Measurement Interval Monitor Continuously, Measure Daily, Report
Monthly
Measurement Tool TBD
Table 80. Network Performance SLRs
Definition Network Performance includes the ability of the network components to

deliver data timely and accurately.

All performance criteria are to be measured on a per circuit and component
basis- criteria is not to be aggregated and averaged for all circuits and network
components. Maximum packet size is 128 bytes.

Network Performance SLRs

Network Transit Delay Elapsed Time - one way Critical: 120 ms Critical: 99.99%
transit delay from Standard: 150 ms Standard: 99.95%
ingress and egress ports
on premise devises.

Packet Delivery Ratio Successful packet Critical: 99.9% Critical: 99.99%
transmission Standard: (data loss < 0.01%)
Standard: 99.95%
(data loss < 0.05%)

Jitter Variation in timing, or Critical: 1 ms Critical: 99.99%
time of arrival, of Standard: 10 ms Standard: 99.95%

received packets.
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Performance Target SLR
NTD=t2 -t1
Where:

t1 is the time when a packet leaves the ingress
premise, and

t2 is the times when the packet arrives at the egress
premise

Formula - Packet
Delivery

Packet Delivery Ratio = 1 minus PDR
Where: “PDR” = Packets delivered/ packets sent.

Formula - Jitter

]1 = ATI - ATi’

Where: J1 is for two consecutive packets i and i+1
and,

Ti-time 1st byte of packet is received by the source
port (ingress time)

Ti.1 = time 1st byte of packet i+1 is received by the
source port (ingress time)

Ty -time 1st byte of packet is received by the
destination port (egress time)

Tit1" = time 15t byte of packet i+1 is received by the
destination port (egress time)

and

AT =Tis1-Ti(A is the time interval between
packets at ingress

AT =Tit . T{ (A is the time interval between
packets at egress

Measurement Interval

Monitor every 5 minutes, Measure Daily, Report
Monthly

Measurement Tool

TBD

Table 81. Network Administration Services SLRs

Definition

Routers and circuits to be managed proactively using either product-specific or
proprietary network monitoring and management tools. Measurement for
these network components is 24x7x365 requirement. Pre-scheduled
maintenance is preformed according to the published maintenance window
schedule, with the ability to reschedule based on network availability
requirements from the various FRTIB groups or clients.
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Network Service capacity | Proactive monitoring Sustained avg. daily 98%
reallocation or change and preemptive utilization reaches 60%

intervention to advise of installed capacity

FRTIB of need to

increase capacity.
IMAC- Implement service | Overall Schedule Mon-Sun <4 hours
packs and updates to 0700-1800 98.00%
“dot” releases
IMAC—Implement Overall Schedule Mon-Sun <24 hours
version or major release 0700-1800 98.00%
updates
IMAC—service addition or | Elapsed Time Upon Increases of installed 95.00%
change as scheduled Circuit and/or Network capacity within 2
under Change Control Equipment Delivery months
process Decreases of installed

capacity within 2 months
Adding/deleting Provider | Response Time Sun-Sat, 99.99%
user accounts 0000-2400
<2 hours
99.00%

Firewall Management
Implementation of
approved firewall changes
related to changing,
adding/deleting firewall
rules.

Response Time

Emergencies: <2 hours

Standard Requests: <1
business day

Formula

Transactions completed within Performance Target
/ Total Transactions

Measurement Interval

Monitor Continuously, Measure Daily, Report
Monthly

Measurement Tool

TBD

5.5.3. Reports

The following reports, in addition to monthly SLR compliance, are required.

Table 82.

Network Service Reports

Report Description Timing
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Report Description Timing

Penetration Testing Assessment Results Report < 5 business days

Vulnerability Testing Assessment Results Report < 5 business days

6.0 Voice Network Services

Voice Network services are the services and activities, as detailed in the following SOW, required to
provide and support FRTIB with a number of Voice Network services. Provider is responsible for,
operation and management of current and emerging Voice Network including but not limited to the
following services:

=  Desk Phone
= Voice Network:
— Local Service (dial tone)
— Long Distance (e.g. private line, public switched)
= Voice Messaging
= Directory Services
= Voice Conferencing
» Video Conferencing
* Inbound Toll-free Service
= Contact Center Services, including:
— Interactive Voice response (IVR)
— Automated Call Distribution (ACD)
— Computer Telephony Integration (CTI)

In addition to the service described in this Voice Network section, the Provider is responsible for
providing the services described in the Cross Functional Services section.

6.1.Service Environment
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6.1.1. Scope of the Infrastructure to be Supported

The following sub-sections specify the appendices and other relevant materials containing details
of Voice Network environment. These Service Environment Appendices are to be maintained by
Provider and made available to FRTIB on a quarterly basis.

6.1.2. Hardware and Software

a. Alisting and description of all hardware to be supported is provided in Appendix E.1 -
Voice Network Hardware.

b. Alisting and description of the software and utilities to be supported is provided in
Appendix E.2 - Voice Network Software.

c. Alisting and description of the Voice Network circuits to be supported is provided in
Appendix E.3 - Voice Network Circuits.

d. Alisting and description of the voice data sets and applications to be supported are
provided Appendix E.4 - Voice Network Applications and Data Sets.

6.1.3. Service Locations

A description and location of all FRTIB facility and office locations requiring Voice Network services
is provided in Appendix E.5 - FRTIB Service Locations.

6.1.4. Policies, Procedures and Standards
A description of the FRTIB policies, procedures and standards with which Voice Network Services

will comply is provided in Appendix E.6 - Voice Network Services Policies, Procedures and
Standards.

6.1.5. Voice Network Systems Features and Functions

Alist of required general and specific Voice Network system feature and functions is provided in
Appendix E.7 - Voice Network Systems Features and Functions.

6.1.6. Agreements and Licenses

A list of Voice Network related agreements and licenses is provided in Appendix E.8 — Voice
Network Agreements and Licenses.

6.1.7. Work-In-Progress
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FRTIB currently has a number of Voice Network related initiatives in progress that are included in
the scope of this document. Provider has the responsibility to complete these projects within the
time frames specified by FRTIB. A list of these projects is provided in Appendix E.9 - Voice Network
Related Work in Progress.

6.1.8. Future initiatives

Other Voice Network related initiatives considered but not in process are included in Appendix
E.10 - Voice Network Related Future Initiatives.

6.1.9. Voice Network Baseline Information

FRTIB'’s current Voice Network utilization and projected inbound and outbound usage is presented
in Appendix E.11. These business requirements represent FRTIB’s most realistic projection of the
service requirements for Day 1 implementation based on a combination of past trends and current
anticipated overall business direction over the term of the contract.

These metrics, along with other data which may be pertinent for sizing the solution, are reflected in
Schedule X -Fees.

6.2.Voice Network Services Requirements

6.2.1. Service Descriptions and Roles & Responsibilities

In addition to the services, activities, and roles and responsibilities described in Schedule 2A - Cross
Functional SOW, Provider is responsible for the following Voice Network services, activities and
roles and responsibilities.

6.2.1.1. General Responsibilities

The following table identifies the General roles and responsibilities associated with this SOW. An
“X” is placed in the column under the party that will be responsible for performing the task.
Provider responsibilities are indicated in the column labeled “Provider.”

Table 83. General Roles and Responsibilities
General Roles and Responsibilities Provider ‘ FRTIB
1. Provide Voice Network strategies, policies and requirements X
2. Provide Voice Network design and engineering to meet FRTIB X
strategies and requirements
3. Approve Voice Network design and engineering X
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General Roles and Responsibilities Provider ‘ FRTIB

4. Provide, operate and manage current and emerging Voice Network
Services required to meet FRTIB’s business and operational X
requirements as they evolve

5. Install, maintain, and provide problem resolution for all Voice
Network services

Procure voice network components and carrier services X

Provide connectivity through methods such as traditional wired,
wireless and emerging methodologies

8. Ensure only FRTIB end points are exclusively registered to the
network and reporting

9. Procure and own all Voice Services related hardware, software, and
peripherals

10. Manage and maintain the equipment lines and circuits for all FRTIB
locations

11. Coordinate with inter-exchange carriers to provide connectivity X

6.2.1.2. Desk Phone Service

Desk Phone services are necessary to provide telephone services to employees throughout FRTIB
facilities. Services include providing planning and assessment, implementation, training and
ongoing monitoring and management of the telephone services.

The telephone and auxiliary equipment includes feature rich single-line telephones, multi-line
telephones, consoles, and auxiliary equipment, which also include headsets, speakerphones, and
add-on modules. Desk Phone service allows authorized callers to receive incoming calls and to
make intra-campus, inter-campus, outside local, outside long distance, and international calls
(limited stations). The following table identifies the roles and responsibilities associated with Desk
Phone Service.

Table 84. Desk Phone Service Roles and Responsibilities
Desk Phone Service Roles and Responsibilities Provider ‘ FRTIB
1. Provide Desk Phone requirements (e.g. number of sets, functions and X
features)
2. Provide Desk Phone design and engineering to meet FRTIB X
requirements
3. Approve Desk Phone design and engineering X
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Desk Phone Service Roles and Responsibilities Provider ‘ FRTIB
4. Provide end to end internal and external phone connectivity including X

hardware and/or peripherals
5. Provide Emergency 911 services to Desk Phone X
6. Provide adaptive voice Network services and equipment as required X

by laws affecting the support of the disabled
7. Manage and maintain private dial plan X

6.2.1.3. Voice Network Services

Voice Network Services include Local Service and Long Distance Service to FRTIB phone users with
local, intrastate, interstate, and international calling from FRTIB’s facilities. Long distance calls are
those that terminate at locations outside the caller's local calling area to locations in the United
States (domestic) and to foreign countries (international). Long Distance services include the
planning and assessment, implementation, and ongoing management necessary to deploy long
distance services enterprise wide. The following table identifies the roles and responsibilities
associated with Long Distance Service.

Table 85. Voice Network Services Roles and Responsibilities
Long Distance Services Roles and Responsibilities Provider ‘ FRTIB
1. Provide Voice Network Services strategies and requirements X
2. Provide Voice Network Services design and engineering to meet X
FRTIB strategies and requirements
3. Approve Voice Network Services design and engineering X
4. Provide and provision Carrier Network Services X
5. Provide usage monitoring and reporting X

6.2.1.4. Voice Messaging

Voice Messaging services are the efficient exchange of messages between two or many people
enterprise wide. The following table identifies the roles and responsibilities associated with Voice
Messaging services.

Table 86. Voice Messaging Services Roles and Responsibilities
Voice Messaging Roles and Responsibilities Provider ‘ FRTIB
1. Provide Voice Messaging Services strategies and requirements X

2. Provide Voice Messaging Services design and engineering to meet
FRTIB strategies and requirements
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Voice Messaging Roles and Responsibilities Provider ‘ FRTIB
3. Approve Voice Messaging Services design and engineering X
4. Provide Voice Messaging Services X
5. Provide Voice Messaging usage monitoring and reporting X
6. Provide Voice Messaging storage capacity management
7. Provide Voice Messaging retention management per FRTIB X

requirements and external regulations

8. Conduct mailbox moves, adds and changes

9. Maintain mailboxes configurations by user

10. Provide new user training material

6.2.1.5. Directory Service

Directory Services provide FRTIB telephone users with vital communication information and tools
including external directories such as white pages and yellow pages. Features include a repository
of directory information for internal as well as FRTIB external contacts. The following table
identifies the roles and responsibilities associated with Directory Services activities.

Table 87. Directory Services Roles and Responsibilities
Directory Services Roles and Responsibilities Provider FRTIB
1. Provide Directory Services strategies and requirements X
2. Provide recommendations to meet FRTIB strategies and requirements X
3. Approve Directory Services recommendations X
4. Provide a secure and searchable online directory service with real time X
updates
5. Provide Intranet access to the directory X

6. Provide administrative support for Online Directory services to
maintain and update the directory in accordance with agreed upon X
service levels

7. Perform monthly audits of online directory for employee, contractor
and providers to ensure data integrity

8. Provide white pages and yellow page directories annually X

6.2.1.6. Voice Conferencing Services
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Voice Conferencing Services within FRTIB voice network provide FRTIB users with conference
capabilities. Services include the planning and assessment, implementation, training, and ongoing
management necessary to implement Conferencing Service. An array of features will be supported
with the delivered services. The following table identifies the roles and responsibilities associated
Conferencing Services.

Table 88. Voice Conferencing Services Roles and Responsibilities
Voice Conferencing Services Roles and Responsibilities Provider FRTIB
1. Develop Voice Conferencing Services strategies and requirements X
2. Design Voice Conferencing Services to meet FRTIB strategies and X
requirements
3. Approve Voice Conferencing Services X
4. Provide support for the setup of conferencing sessions X

5. Create and maintain a monthly summary report by host, including:
conference types, total number of connects, total number of minutes, X
total call charges, total feature charges, and total charges

6. Create and maintain a year-to-date (YTD) summary report by host,
including: conference types, total number of connects, total number of X
minutes, total call charges, total feature charges, and total charges

6.2.1.7. Video Conferencing Services

Video Conferencing Services provide FRTIB users with video conference capabilities. Services
include the planning and assessment, implementation, training, and ongoing management
necessary to implement Video Conferencing Service. An array of features will be supported with the
delivered services. The following table identifies the roles and responsibilities associated Video
Conferencing Services.

Table 89. Video Conferencing Services Roles and Responsibilities
Video Conferencing Services Roles and Responsibilities Provider FRTIB
1. Develop Video Conferencing Services strategies and requirements X
2. Design Video Conferencing Services to meet FRTIB strategies and X
requirements
3. Approve Video Conferencing Services X
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Video Conferencing Services Roles and Responsibilities Provider ‘ FRTIB

4. Provide support for the following:
» Point-to-point calls
* Multi-point calls X

» Presentation capabilities, such as PowerPoint and laptop
presentations, electronic whiteboard integration, document
camera, and VCR presentations

5. Integrate teleconferencing into video conference meetings upon
request

>

Monitor and support calls in progress

Maintain and manage video conference calendar and scheduling

Manage and maintain video room calendar

OR[>

Manage video room clock coordination

10. Provide monthly reports of the number of bridged calls

R[> X

11. Provide provisioning support for Video Conferencing services

6.2.1.8. Contact Center Service

Contact Center Service provides Toll-free call processing and call flow with integrated ACD, IVR,
CMS ??, and future CTI support and CRM integration. Services include planning and assessment,
implementation, and ongoing management necessary to deploy Contact Center Services enterprise
wide. The following table identifies roles and responsibilities associated Contact Center Service
activities.

Table 90. Contact Center Service Roles and Responsibilities
Contact Center Services Roles and Responsibilities Provider ‘ FRTIB
1. Provide Contact Center Services strategies and requirements X
2. Recommend Contact Center Services to meet FRTIB strategies and X
requirements
3. Approve Contact Center Services X
4. Provision Contact Center Services
5. Configure Contact Center Services X
6. Provide Inbound Toll Free Services X
7. Provide administrative support for Inbound Toll Free services X
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Contact Center Services Roles and Responsibilities Provider ‘ FRTIB
8. Coordinate with internal customers and external carriers to fulfill
requests concerning toll-free services including new orders, X
cancellations, moves, adds and changes (MAC'’s)
9. Design and implement customized call flow X
10. Manage call allocation policy X
11. Perform agent/queue moves, adds and changes, including desktop X
connectivity
12. Design all queues based on customer requirement that provide Agent X
mobility
13. Provide call flow and queue design documentation to each Business X
Unit
14. Provide consultation to contact center owners in developing new or X
modifying existing ACD applications
15. Provide the following traffic analysis and call reports:
*= 800 in-bound network traffic summary report
= (Call detail hourly summary
= (Call detail traffic summary
= Report by each 800 number
= (Call detail traffic summary by state
*  Trunk utilization for all trunk groups X
= (Call detail by location
= (Call completion analysis
= Resellers summarized traffic by number
» (Call prompter summary
» Traffic by number and date
» Unassigned routing termination number (RTN)
= Dial number by RTN
16. Monitor IVR functionality, host and PBX connectivity X
17. Provide IVR reports on system, network and application availability X
18. Generate call volume trend report for all applications including
weekly call volumes for decodes, accounts payable and expense X
reports
19. Provide and maintain monthly reports of all IVR status including
hardware (spare, in-use) critical parts, software, interfaces, and X
scripts by Business Unit
20. Provide an attempted (offered) and handled call volume summary X
21. Provide duration, call transferred and abandoned call reports X
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Contact Center Services Roles and Responsibilities Provider ‘ FRTIB

22. Provide weekly line usage reports with call volume by port number X

6.2.1.9. Operations, Administration and Management

Operations, administration, and management of the Voice Network Services includes explanation of
outages, management of user accounts, security management, and installs, moves, adds, and
changes. The following identifies roles and responsibilities associated with Operations,
Administration and Management services that are specific to this Schedule.

Table 91. Operations and Administration Roles and Responsibilities
Operations and Administration Roles and Responsibilities Provider FRTIB
1. Provide FRTIB with a detailed explanation of outages that identify the

regional impact, source of outage, and preventative measures being X

taken to prevent future similar outages

2. Manage user accounts (e.g. account set up, password resets, account
deletions and terminations) and provide administrative support
(Online Directory services to maintain and update the directory in X
accordance service levels) for all services contained in this SOW
according to FRTIB information security policies

3. Provide proactive and reactive Voice Services security management
and reporting

4. Provide physical and logical installations, moves, adds and changes
(IMACs)

6.3.Exclusions
The following items are specifically excluded from this statement of work:

a. None

6.4.Service Specific Milestones

Milestones specific to the deployment of Voice Network services are listed in the following:

Milestone Description Milestone Date

Transition to new voice network for the TBD
Contact Centers
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6.5.Service Management

6.5.1. Objectives

A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

6.5.2. Service Level Requirements (SLRs)

The following minimum service levels are required at the end of the Transition Period. Provider
must consistently meet or exceed the following SLRs. SLRs associated with fee reductions are
detailed in Schedule X - Fee Reductions. All times referenced are in U.S. Eastern Time.

Table 92. Incident/Problem Resolution SLRs

Refer to Table 40 Incident/Problem Resolution SLRs in Cross Functional section.
Table 93. Voice Network Service Availability SLRs

Definition Availability of the voice Network, including all circuits and all associated
hardware (includes blocked calls).

VOICE NETWORK AVAILABILITY SLRS

Overall System Availability | Availability per Sun-Sat, 0000-2400 99.999%
location

Local Service Availability per Sun-Sat, 0000-2400 99.99%
location

Long Distance Availability per Sun-Sat, 0000-2400 99.999%
location

Incoming (Inbound) Toll- | Availability per Sun-Sat, 0000-2400 99.999%

Free location
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VOICE NETWORK AVAILABILITY SLRS

Availability(%) = 100% - Unavailability (%)
Where Unavailability is defined as:

Formula
(X Outage Duration x 100%) =+ (Schedule Time - Planned
Outage)

Measurement Measure Weekly, Report Monthly

Interval

Measurement Tool TBD

Table 94. Service Responsiveness SLRs

Definition The ability of Provider to respond to, process, and fulfill client-requested
changes and reconfiguration of various types of voice services.

Service Responsiveness SLRs

Technology Solution Elapsed time < 2 weeks of request 99.9%
Design
Turnup Access Line upon Elapsed time < 15 business days of 95%
delivery of carrier circuit request
Network Service capacity Proactive Sustained avg. daily 98%
reallocation or change monitoring  and utilization reaches

preemptive 70% of installed

intervention to capacity

advise FRTIB of
need to increase

capacity.
User Account Changes Elapsed time < 4 hours of request 99%
IMACs (non desk top Elapsed time < 2 business days of request 99%
hardware)
Number of requests successfully completed per Service
Type within Performance Target/Total number of
Formula : . .
requests per Service Type occurring during the
Measurement Interval
Measurement Measure Weekly, Report Monthly
Interval
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Measurement Tool TBD
6.5.3. Reports
The following reports, in addition to monthly SLR compliance, are required.
Table 95. Voice Network Reports
TBD
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7.0 End User Services

This section sets forth the services, roles and responsibilities, service environment, and
performance levels of the Service Provider for End User Services. End User Services include
support for FRTIB and potentially user owned devices including:

Desktop (fat & thin) computer hardware and associated software

Laptop/notebook computer hardware and associated software

Virtual desktop and associated software

Smartphone hardware devices and software

Tablet computer hardware and software

FRTIB office printers, including multifunctional devices (printer/fax/copier/scanner)
IP telephony station devices

FRTIB-provided home office desktops and printers

Business productivity Software and FRTIB applications that are part of FRTIB-standard
approved computing device image(s)

Applications that are not part of the core image and approved by FRTIB

Support Services include:

Remote and deskside support to Authorized Users
Perform Install-Move-Add-Changes

Track the inventory of End User Devices

Track warranty and licenses for End User Devices
Deploy and manage End User hardware

Deploy and manage End User software & licenses

Deploy and manage standard images

Technical Orientation / training for new FRTIB employees on existing systems

In addition to the Services described in this section, the Provider is responsible for providing the
Services described in the Cross-Functional Services section.

7.1.Service Environment
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The following sub-sections and related Service Environment Appendices further describe and scope
the End User environment to be supported. These Service Environment Appendices are to be
maintained by Provider, and reviewed with FRTIB, and updated by Provider and made available to
FRTIB on a quarterly basis.

7.1.1. Hardware and Software

a. Alisting of all the end user hardware to be supported is provided in Enclosure C.1—End
User Hardware Devices.

b. Alisting of all the end user software and core images to be supported is provided in
Enclosure C.2— End User Hardware Devices Software.

7.1.2. Service Locations

A description and location of all FRTIB’s facilities and office locations requiring End User Services is
provided in Enclosure C.3—FRTIB Facilities Locations.

7.1.3. Policies, Procedures and Standards

The policies, procedures and standards with which End User Services will comply are provided in
Enclosure C.4.

7.1.4. Agreements and Licenses

A list of End User and Desktop-related agreements and licenses that the SP is required to assume,
transfer or transition is provided in Enclosure C.5—Agreements and Licenses.

7.1.5. Work In Progress

FRTIB currently has a number of End User related initiatives in progress that are included within
the scope of this document and may impact Services. A list of these projects is provided in
Enclosure C.6—Infrastructure Work in Progress.

7.1.6. In Progress Projects

FRTIB currently has a number of End User related initiatives in progress that are included within
the scope of this SOW and may impact Services. The SP will work with FRTIB per the terms of this
Statement of Work to complete this work Appendix C.7—End User-Related Work in Progress.

7.1.7. Future Initiatives

Other End User related initiatives considered but not in process are included in Enclosure C.8—
Planned Future Initiatives.
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7.1.8. Baseline Information

FRTIB'’s current End User utilization and projected usage is presented in Appendix C.9. These
business requirements represent FRTIB’s projection of the Service requirements for Day 1
implementation based on a combination of past trends and current anticipated overall business
direction over the term of the Agreement.

These metrics, along with other data which may be pertinent for sizing the solution, need to be
reflected in the SPs response to Enclosure C—Pricing Response Template.

Note: A “thin” device is a network-connected device that does not have its own storage, and most
computation is performed by the server. A “fat” device is one that does have its own storage, and it
performs its own computations locally.

FRTIB will retain control over distributed computing refresh and replenishment, and will provide
the Service Provider with an environment that has an age distribution in line with the details in the
table below.

Table 96. End User Services Infrastructure Age Distribution

System No more than 10%
older than
Desktops 5 years
Laptops 4 years
Smartphones 3 years
Tablets 3 years

7.2.End User Services Requirements

7.2.1. Service Descriptions and Roles and Responsibilities

In all the tables in this section, an “X” is placed in the column named “Provided” to indicate that the
SP will be responsible for performing the task.

7.2.1.1. General Responsibilities

Table 97. General Roles and Responsibilities

General Roles and Responsibilities ‘ Provider FRTIB

DRAFT STATEMENT OF WORK

125



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

General Roles and Responsibilities Provider FRTIB

1. Define End-User device requirements and policies and approve changes X

2. Recommend Services and standards for supporting the End-User Devices X

3. Review and approve Services and standards for supporting the End User

environment/End-Users X
4. Procure and own all in-scope hardware and software (e.g., operating X
system, personal productivity and office automation Software)
Deploy and manage in-scope hardware and software X
Support End-User data backup, storage and recovery services X
Provide Level 2 support for in-scope hardware and software as X
coordinated through the Service Desk
8. Provide remote and deskside support to FRTIB Authorized Users as X
needed to fulfill service requirements
9. Provide Incident determination, Root Cause Analysis and Resolution X
10. Manage and maintain inventory of in scope software licenses using FRTIB X
inventory software
11. Manage and maintain inventory of in scope hardware, including asset X
tagging and recording using FRTIB inventory software
12. Provide and integrate automated barcode scanning capability with FRTIB X

inventory software

13. Establish and procure appropriate equipment sparing requirements and
spares inventory levels for all in-scope hardware equipment, to meet X
temporary capacity needs and Service Level Requirements

14. Manage and maintain spare inventory for in scope Hardware devices,
advising FRTIB of inventory levels of in-scope hardware in accordance with X
FRTIB policies and procedures

15. Approve requests for new devices, spare components or peripherals X
16. Fulfill requests for replacement devices, components or peripherals from X
the spares inventory
17. Provide ad hoc fulfillment of FRTIB-approved new devices, components or X
peripherals that are
18. Refresh new devices as part of ongoing refresh process X

19. Provide advice to FRTIB or other Service Providers as required, on:

= The analysis of a business need or proposed solution

= Options assessment, input on appropriate solutions

= Potential impact on enterprise architecture, infrastructure, business X
process, information requirements, specific applications

= Potential impact on performance

= Technical feasibility

= High-level sizing
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7.2.1.2. Core Software Image Build and Deployment Services

Core Software Image Build and Deployment Services are the activities associated with building and
deploying Core Software Images. Core Software is defined as the suite of Software programs used to
build FRTIB-defined standard images for a supported device (e.g., OS Software, office productivity
and messaging Software, security tools, remote connectivity Software) (“Core Software”).

Table 98. Core Software Image Build and Deployment Roles and Responsibilities

Core Software Image Build and Deployment Roles and Responsibilities Provider FRTIB
1. Define Core Software Build and Deployment requirements and policies X
2. Develop and document in the Operations Manual Core Software Build and

Deployment procedures that meet requirements and adhere to defined X

policies

Review and approve Core Software Build and Deployment procedures X

4. Provide technical assistance for defining Core Software Image(s)
specifications for in-scope Hardware

5. Develop and document detailed technical Specifications that define and
support the build, test and deployment plans for the standard Core X
Software Image(s)

Review and approve standard Core Software Image Specifications X

Build Core Software Images for in-scope hardware X

8. Conduct system-level and End-User testing of Core Software Image(s) to
validate that they perform in accordance with the approved specifications

and can be deployed successfully and operate with all supported X
applications, hardware and Software
9. Review and approve Core Software Image testing results X
10. Approve Core Software Image(s) for deployment X
11. Provide necessary utilities/tools to maintain and ensure compliance with X
Core Software Image deployment/management policies and procedures
12. Develop scripts and macro programs to automate standard FRTIB X
processes as appropriate (e.g., upgrading desktop images)
13. Manage deployment efforts using formal project management tools,
methodologies and standards (e.g., ITIL change and configuration X
management practices)
14. Deploy approved Core Software Image(s) on applicable hardware X
15. Support and administer FRTIB standard software distribution tools X
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Core Software Image Build and Deployment Roles and Responsibilities Provider FRTIB

16. Recreate End-User desktop environment to previous state including base
build plus all End-User-specific features, functions and applications, as X
required

17. Automate Core Software Image deployment processes (e.g., remote

electronic upgrading of desktop images) X
18. Conduct deployment reviews and provide results to FRTIB X
19. Review and approve results of deployment reviews X

7.2.1.3. Non-Core Desktop Software Build and Deployment Services

Non-Core Desktop Software Build and Deployment Services are the activities associated with
building and deploying Non-Core Software.

Table 99. Non-Core Desktop Software Build and Deployment Roles and Responsibilities

Non-Core Desktop Software Build and Deployment Roles and Provider FRTIB

Responsibilities

1. Define Non-Core Software Build and Deployment requirements and
policies

2. Develop and document in the Operations Manual Non-Core Desktop
Software Image Build and Deployment procedures that meet requirements X
and adhere to defined policies

3. Review and approve Non-Core Desktop Software Image Build and
Deployment procedures

4. Provide technical assistance for defining Non-Core Desktop Software Image
Specifications and deployment plans

5. Review and approve Non-Core Desktop Software Image Specifications and
deployment plans

Build FRTIB Non-Core Desktop Software Image X

Conduct End-User testing of Non-Core Desktop Software Image(s) to
validate that they perform in accordance with the approved Specifications
and can be deployed successfully and operate with all supported
applications, hardware and Software

Approve Non-Core Desktop Software Image(s) for deployment X

Manage deployment efforts using formal project management tools,
methodologies and standards (e.g., ITIL change and configuration X
management practices)

10. Develop scripts and macro programs to automate standard FRTIB
processes as appropriate (e.g., upgrading desktop images)
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Provider FRTIB

11. Approve scripts and programs to automate the build and deployment
process

12. Electronically or manually deploy approved Non-Core Desktop Software
Image(s) on applicable Hardware

13. Conduct Non-Core Desktop Software deployment reviews and provide
results of reviews to FRTIB

14. Review and approve results of Non-Core Desktop Software deployment
reviews

7.2.1.4. Install, Moves, Adds, Changes, Deletes (IMACs)

IMAC Services are the activities associated with providing routine installations, relocations, changes
to configuration, and removal of End User Hardware and Software.

Table 100. Install, Moves, Adds, Changes (IMACs) Roles and Responsibilities

Install, Moves, Adds, Changes, Deletes (IMACs) Roles and Responsibilities Provider FRTIB

1. Define IMAC requirements and policies X

2. Develop and document in the Operations Manual IMAC procedures that

meet requirements and adhere to defined policies X

Review and approve IMAC procedures X
4. Conduct pre-installation and site survey activities (e.g., Network

connectivity, power, data jack preparation) for customizing, moving, X

installation or removing of devices in accordance with the procedures and
specific IT Service Request

5. Build, configure and test the system in accordance with the standard
hardware configuration(s) and Software Image and in accordance with the X
procedures and specific IT Service Request

6. Perform hardware and Software IMACs and re-installations in accordance
with the specific IT Service Request, procedures and other application X
policies (e.g., security policies)

7. Install new or enhanced in-scope Hardware and peripherals, and
configurations, connect cables from distributed devices to the network X
point-of-presence

8. Conduct data and application migration that is necessary due to any
hardware or Software IMACs and re-installations

9. Update all management tools (e.g., asset management database) with
required data
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Provider FRTIB

10. Provide basic End-User, and other site staff orientation as needed when
deploying in-scope Hardware in-scope Software in accordance with FRTIB X
policies and procedures

11. Coordinate with Service Desk and all other necessary Service Providers,
Third-Party and FRTIB support organizations to manage all IMAC IT X
Service Requests to Resolution and Closure

7.2.1.5. Desk Side Technical Support

Desk Side Technical Support Services are the activities associated with the provision, dispatch and
management of Services provided at the physical workplace of the Authorized User, or other such
location designated by FRTIB. FRTIB requires Desk Side support for all Authorized Users at the
FRTIB head office location. All other desk side support outside the FRTIB head office location will
be provided on a Project basis. The following table identifies the Desk Side Technical Support roles
and responsibilities.

Table 101. Desk Side Technical Support Roles and Responsibilities

Desk side Technical Support Roles and Responsibilities Provider FRTIB
1. Define Desk Side Technical Support requirements and policies X
2. Develop and document in the Operations Manual On-Site Technical Support X
procedures that meet requirements and adhere to defined policies
3. Review and approve Technical Support procedures X

4. Coordinate with the Service Desk and all other necessary Service Providers,
Third-Party and FRTIB support organizations to manage all On-Site X
Technical Support requests to Resolution and Closure

5. Coordinate with End-User or other site staff to schedule On-Site Technical

Support visit in response to an Incident or IT Service Request X
6. Escalate to appropriate level 2 or level 3 technician(s) in response to an
. . . X
Incident or IT Service Request as required
7. Troubleshoot, diagnose and Resolve Incidents for devices, including
: g . ) X
removing and/or repairing physically broken or inoperable Hardware
8. Conduct appropriate tests of repaired Hardware to ensure the device is X
operating appropriately
9. Obtain End-User acknowledgment for completion of IT Service Request X

7.2.1.6. Back Up and Restore Services
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Back Up and Restore Services are the activities associated with the planning and management of
ongoing backups of End User data, periodic restores, and testing of restore procedures. The
following table identifies the Back Up and Restore roles and responsibilities.

Table 102. Back Up and Restore Roles and Responsibilities

Back Up and Restore Roles and Responsibilities Provider FRTIB

1. Recommend SP-standard Backup and Restore procedures X

2. Develop, document and maintain in the Operations Manual the SP
procedures related to Back Up and Restore procedures that meet FRTIB X
requirements and adhere to FRTIB policies

3. Review, provide additional procedures as required and approve Storage
and Data Management procedures

4. Provide data backup and storage Services for all Desktop data X
Monitor and control backup performance according to technical
Specifications, Backup and Restore policies, and perform tuning as X
required

6. Maintain and improve backup storage resource efficiency X
Maintain data set placement and manage data catalogs X
Perform data and file backups and restores per established procedures X
and SLRs

9. Perform scheduled backups of specified folder paths on each Authorized X
Users per provisioned backup schedule

10. Provide capability for ad hoc user-initiated backups X

11. Provide capability for users to configure the scope of user data backed up X
via user-initiated processes

12. Provide backup failure notification to FRTIB X

13. Conduct periodic tests of data restore as per defined SLRs X

14. Provide and develop a plan and process to handle loss of data X

15. Provide and develop a plan and process to address backup or restore X

failure

7.2.1.7. Operations and Administration Services

Operations and Administration Services are the activities related to ongoing management of the
distributed computing environment to meet FRTIB operational needs and comply with FRTIB
policies and procedures.

The following table identifies additional roles and responsibilities associated with Operations and
Administration Services activities that are specific to End User Services.
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Table 103. Operations and Administration Services Roles and Responsibilities

Operations and Administration Roles and Responsibilities Provider FRTIB

1. Apply required patches and fixes to Core and Non-Core in scope Software X

2. Maintain hardware and software asset information including warranty and
license information and workstation configurations

7.2.1.8. Special Support Services

Special Support Services are the activities associated with special installation/deployment,
maintenance, support, Break/Fix, Software and other technical training, upgrades, etc., for the
following:

= VIP support for designated FRTIB Executives/VIPs. This can include support in the home or
other remote locations.

* Periodic events (e.g., annual and interim meetings, Board meetings, annual/monthly
events).
7.3.Exclusions
The following items are specifically excluded from this service:

*» Procurement or disposal of end user devices or handheld computing devices and associated
System Software, or Business productivity Software and FRTIB applications that are part of
FRTIB-standard approved computing device image(s).

7.4.Service-Specific Milestones

Milestones specific to the deployment of End User Services are listed in the following table:

MILESTONE DESCRIPTION MILESTONE DATE

TBD

7.5.Service Management

7.5.1. Objectives
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A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

7.5.2. Service Level Requirements (SLRs)

The following minimum Service levels are required at the end of the Transition Period. The SP must
consistently meet or exceed the following SLRs. All times referenced are in U.S. Eastern Time.

Table 104. Incident/Problem Resolution SLRs

133

Refer to Table 40 Incident/Problem Resolution SLRs in Cross Functional section. |
Table 105. Software Installation SLR
Software Installation
Request Service Measure Performance Target SLR Performance %
End User Elapsed Time to Deploy | 1 business day (1-10 95.0%
Software requests daily)
2 Business Days >10 daily
End User Elapsed Time to Deploy | 1 business day (1-10 95.0%
Operating requests daily)
System (service
packs and non- 2 Business Days >10 daily
critical security
patches)
End User Elapsed Time to Deploy | As per agreed schedule 95.0%
Operating
System upgrades
Core Software Elapsed Time to As per agreed schedule 95.0%
Upgrade
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Software Installation

Request Service Measure Performance Target SLR Performance %
5. Service/Security | Elapsed Time to Update | <1 calendar day 99% of target population
Patches and to Target Population for updated within one
Antivirus Each Deployment. Calendar Day
Updates Measured from approval
for deployment by
FRTIB to successful
deployment for End-
Users who connect to
the Network during the
specified time frame
Formula Number of instances within Performance Target =+ Total
number of instances during Measurement Interval =
“Percent (%) Attained”
Measurement Interval Service/Security Patches and Antivirus Updates: Measure
Daily
All other measures: Measure Monthly
Reporting Period Report Monthly
Measurement Method TBD
Table 106. Install, Moves, Adds, Changes—End User Devices

Defined as an Installation, Move, Add or Change of any hardware or software included
within the scope of End User Services.

Installs, Moves, Adds, Changes

Request Service Measure Performance Target SLR Performance %
1. Urgent Elapsed Time to Deploy | 1day 95.0%
request
2. 1-10in asingle Elapsed Time to Deploy | Within 2 days of request 95.0%
request
3. More than 10 in Date and Time As agreed case-by-case 95.0%
a single request Scheduled
Formula

Number of instances within Performance Target =+ Total
number of instances during Measurement Interval =

“Percent (%) Attained”
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Installs, Moves, Adds, Changes
Request Service Measure Performance Target SLR Performance %
Measurement Interval Measure Monthly
Reporting Period Report Monthly

Measurement Method TBD

Table 107. Backup and Restore SLRs

Backup and Restore is defined as the ongoing activities to perform backups of End
User data for the entire in-scope environment, and test the restoration of the data
periodically to ensure the availability of complete, accurate and reliable data in
order to support Disaster Recovery objectives.

Definition

Backup and Restore Service-Level Requirements

Service Performance SLR Performance
Service Level Measure Target %
1. Backup % The availability of backup services during the 99%
Availability business day, excluding pre-defined
maintenance windows
2. Applications and Schedule Adherence to the backup schedules for all 100%
Data Backup pre-determined backup activities
Adherence

The percentage of all backups that are
verified as all available data and

3. Backup Success Percentage configuration elements being successfully 99%
backed-up and identical to the source data
and configuration

4. Restoration Test Adherence to the pre-defined test schedules
Schedule : 100%
Adherence for restoration procedures
The number of data restore test operations
5. Restoration Test Percentage that are verified as all data elements being 999
Success § successfully restored and identical to the 0
backup data
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Backup and Restore Service-Level Requirements

Service Performance SLR Performance
Service Level Measure Target %
Formula Availability(%) = 100% - Unavailability (%)
Where Unavailability is defined as:
(Z Service outage Duration x 100%) + (Schedule Time - Planned
Service outage)
Measurement | Backup - Measure Daily
Interval Restore - Measure Monthly
Reporting Report Monthly
Period
Measurement TBD
Tool

7.5.3. Reports

The following reports, in addition to monthly SLR compliance, are required.

Table 108. End User Services Reports

REPORT DESCRIPTION TIMING

device type)

Asset Management Inventory Reports (by user, by

Quarterly
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8.0 Service Desk Services

Service Desk Services are the Services and activities, as further detailed in this section, required to
coordinate and respond to Incidents and Service Requests made by FRTIB information technology
(IT) Service Tower End-Users and technical staff located in North America. Provider Service Desk is
responsible for providing a toll-free Service Desk single point of contact (SPOC) and for providing
end-to-end ownership (e.g., logging, tracking, Resolution and reporting) of Service Desk Incidents
and Service Requests. Service Desk Incidents and Service Requests can be resolved by Service Desk
staff or may need to be referred/escalated to more-specialized entities for Resolution, such as
FRTIB staff, a provider or other designated Third Parties.

Also included is improved IT customer service and incident resolution speed through expanded
service hours, self-service abilities and skilled Service Desk staff in the areas of industry-standard
IT products, as well improve FRTIB efficiency and effectiveness by adopting Provider-leveraged
knowledge databases and best practices in the areas of customer reporting, logging, tracking,
resolving of IT incidents and service requests. The Services are required to improve efficiency and
effectiveness by early identification and addressing of root causes of technical Incidents including
working with specialized entities for Resolution such as FRTIB staff, a provider or other designated
Third Parties, before they become trends.

In addition to the Services described in this section, the Provider is responsible for providing the
Services described in the Cross-Functional Services section, especially Event/Incident Management
and Problem Management.

The types of Calls to be handled by Provider Service Desk include:

» Infrastructure Incidents:
- Hardware
- Systems Software (i.e., operating systems, utilities)
= Applications Incidents and “How To” support for:
- Packaged (COTS) office productivity Software
- FRTIB business applications
= Password Support:
- Resets
- Requests for account privilege change requests
- Requests for End-User account activation, suspension and termination

= Service Requests
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- IMACDs requests

8.1. Service Environment

8.1.1. Scope of the Service Environment to Be Supported

This paragraph describes the scope of Services described in Section 2. This includes Assets, facilities
and locations, personnel, policies and procedures, licenses and agreements, work-in-progress and
future initiatives. The following sub-sections and related Service Environment Appendices further
describe and scope the Service Desk Services environment to be supported. These Service
Environment Appendices are to be maintained by Provider, reviewed with FRTIB, updated by
Provider and made available to FRTIB on a quarterly basis.

Provider will provide Service Desk Services specified in this Schedule for the following FRTIB IT
Service Towers:

= Data Center Services

= End User Services

= Data Network Services

= Voice Network Services

= Applications Services

= Recordkeeping Services

=  (Cross Functional Services

8.1.2. Service Desk Supported Hardware and Software

A list of FRTIB Service Desk supported Software and hardware is provided in Appendix F.1—
Service Desk Supported Hardware and in Appendix F.2—Service Desk Supported Software.

8.1.3. Service Desk Supported Hardware and Software

A list of Service Desk Software, tools and knowledge databases used in the delivery of Service Desk
Services to FRTIB is provided in Appendix F.3—Service Desk Software, Tools and Knowledge
Databases.

8.1.4. Service Locations

DRAFT STATEMENT OF WORK

138



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

A description of the FRTIB facility and office locations for which Provider will provide Service Desk
Services is provided in Appendix F.4—FRTIB Service Locations.

8.1.5. Policies and Procedures

The policies and procedures with which Provider will provide Service Desk Services are provided in
Appendix F.5—Service Desk Policies and Procedures.

8.1.6. Required Languages
English is the current required language.
8.1.7. Work-In-Progress

FRTIB currently has a number of IT initiatives in progress that are included within the scope of this
SOW and may affect Service Desk Services. Such projects are the responsibility of Provider to
complete within the time frames specified by FRTIB. A list of these projects is provided in Appendix
F.6—Service Desk-Related Work in Progress.

8.1.8. Future Initiatives

Other IT related initiatives considered but not in process are included in Appendix F.7—Service
Desk-Related Future Initiatives.

8.1.9. Service Desk Baseline Information

FRTIB’s current Service Desk utilization and projected usage is presented in Appendix F.10 FRTIB
Service Desk Baseline Projections. These business requirements represent FRTIB’s most realistic
projection of the Service requirements for Day 1 implementation based on a combination of past
trends and current anticipated overall business direction over the term of the Agreement.

These metrics, along with other data which may be pertinent for sizing the solution, are reflected in
Schedule X—Fees.

8.2. Service Desk Services Requirements

8.2.1. Service Descriptions and Roles and Responsibilities

In addition to the Services, activities, and roles and responsibilities described in Schedule XX—
Cross-Functional SOW, Provider is responsible for the following Service Desk Services.

8.2.1.1. General Responsibilities

DRAFT STATEMENT OF WORK

139



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

The following table identifies the general roles and responsibilities associated with this SOW. An “X”
is placed in the column under the Party that will be responsible for performing the task. Provider
responsibilities are indicated in the column labeled “Provider.”

Table 109. General Roles and Responsibilities

General Roles and Responsibilities Provider FRTIB

1. Provide expert Level 1 assistance to inquiries on the features, functions and X
usage of hardware and Software per Appendix F.1—Service Desk Supported
Hardware and Appendix F.2—Service Desk Supported Software

2. ldentify, escalate (e.g., Level 2 and Level 3 escalation), manage Incident X
Resolution and Close Incidents and Service Requests including those
escalated to Third Parties

3. Provide appropriately trained Service Desk staff for Level 1 and Level 2 X
remote support to meet FRTIB requirements

4. Coordinate the Root Cause Analysis process on recurring and Priority 1 and X
2 Incidents

5. Establish Operating Level Agreements (OLAs) with local support teams and X
provide to FRTIB

8.2.1.2. Service Desk End-User Services

8.2.1.2.1. Single Point of Contact

Single Point of Contact Services provide toll-free support for logging, tracking, Resolution and
reporting of Service Desk Incidents and Service Requests for all FRTIB-supported environments.
The following table identifies the SPOC roles and responsibilities that Provider and FRTIB will
perform.

Table 110. SPOC Roles and Responsibilities

SPOC Roles and Responsibilities Provider FRTIB ‘
1. Define Service Desk policies and standards X
2. Recommend SPOC procedures X

3. Develop, document and maintain in the Standards and Procedures
Manual SPOC Provider procedures that meet FRTIB requirements and X
adhere to FRTIB policies

4. Review and approve SPOC procedures X

5. Select and implement Software and hardware (e.g., IVR, ACD) needed to
collect, track and manage Service Requests and Service Desk Incidents X
received by the Service Desk
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SPOC Roles and Responsibilities Provider FRTIB

6. Provide SPOC call-in access via a toll-free number for all Service Desk

Services described in this SOW for all FRTIB IT Service Towers and X
FRTIB Sites

7. Provide SPOC and coordination for all Incident reports and requests for
information and Service (e.g., IMACs) in the Service Towers supported X
under this SOW

8. Provide multiple alternative communications channels, including voice X

messages, e-mail and intranet. In the case of Voice Communications
Services, any IVR system must allow for immediate exit from the system
and live communication with a Service Desk agent

9. Record and redirect out-of-scope Service Tower Incidents and Service X
Requests
8.2.1.2.2. Service Desk Operations and Administration

Service Desk Operations and Administration Services are the activities associated with providing a
stable Service Desk environment and to effectively and efficiently perform procedures to ensure IT
Services meet SLR targets and requirements. The following table identifies the Service Desk
Operations and Administration roles and responsibilities that Provider and FRTIB will perform.

Table 111. Service Desk Operations and Administration Roles and Responsibilities

Service Desk Operations and Administration Roles and Responsibilities Provider FRTIB

1. Define Service Desk Operations and Administration requirements and
policies

2. Develop, document and maintain in the Standards and Procedures
Manual Service Desk Operations and Administration procedures that X
meet requirements and adhere to defined policies

3. Review and approve Service Desk Operations and Administration
procedures

4. Provide additional Resources as needed during planned and unplanned
critical events

Track/manage/report Service Desk utilization X

Provide escalation contact list(s) for FRTIB contacts X

Maintain and provide escalation contact list(s) for all Service Towers
(including Third Parties such as providers and service providers)

8. Issue broadcasts or other notices to provide status updates as required
for planned and unplanned events

9. Provide End-User or manager online/portal access to Service Requests
and Incident reports
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Service Desk Operations and Administration Roles and Responsibilities

10.

Develop and execute procedures for conducting End-User Satisfaction
surveys in accordance with the Service-Level Requirements

Provider ‘

FRTIB

11.

Review and approve procedures for conducting End-User Satisfaction
surveys

12.

Maintain a continuous improvement program that improves Service
Desk Service delivery

13.

Work with Provider operational and technical staff and FRTIB to identify
solutions that minimize the need to call the Service Desk (e.g., additional
End-User training, Self-Help Support opportunities, Root Cause Analysis)

14.

Review and approve solutions that minimize the need to call the Service
Desk

15.

Coordinate and make available environment documentation (i.e.,
Network configuration, and inventory of Software to be supported)

8.2.1.2.3.

Service Request

Service Request Services are the activities associated with end-to-end Incident Management
processes including escalation to Level 2 and Level 3 specialists through a defined process,
including Provider’s primary resources, Third Parties, such as hardware and Software suppliers,
other Third Party service providers as well as FRTIB’s internal technical support resources. The
following table identifies the Service Request roles and responsibilities that Provider and FRTIB
will perform.

Table 112. Service Request Roles and Responsibilities

Service Request Roles and Responsibilities

Recommend Service Request procedures

Provider ‘
X

FRTIB |

Identify and describe priorities, response and Resolution targets for
Service Requests that have differing impacts

X

Develop, document and maintain in the Standards and Procedures
Manual Service Request procedures, including procedures to receive and
respond to FRTIB Service Request Calls according to defined
prioritization and Resolution targets, that meet FRTIB requirements and
adhere to FRTIB policies

Review and approve Service Request procedures

Ensure that responses to Service Requests are based on priority and
impact rather than the method used to notify the Service Desk (e.g.,
telephone, e-mail, fax, direct input to Service Request system by End-
Users)
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Service Request Roles and Responsibilities Provider ‘ FRTIB ‘

6. Provide a system to document, manage and track all Service Requests
and inquiries regardless of the means by which the Service Request is X
submitted (e.g., telephone, e-mail, fax, direct online input by End-Users)

7. Maintain a system to document, manage and track all Service Requests
and inquiries regardless of the means by which the Service Request is X
submitted (e.g., telephone, e-mail, fax, direct online input by End-Users)

8. Provide end-to-end Service Request identification, categorization, X
prioritization, escalation, resolution (management) and Closure process
including those escalated to Third Parties

9. Perform Password Resets as required, in accordance with FRTIB’s X
security policies
10. Verify acceptance of Services by contacting the End-User to confirm X

results and level of satisfaction

11. Verify that all records (e.g., inventory, asset and configuration X
management records) are updated to reflect completed/Resolved Service
Request (e.g., IMACs)

12. Provide authorization for Closing of Service Requests X
13. Send Service Requests Closure notices per FRTIB policies X
8.2.1.2.4. Remote Device and Software Management

Remote Device and Software Management Services are the activities associated with managing,
maintaining and troubleshooting devices and Software remotely over the Network to minimize the
need to dispatch technical personnel for Incident Resolution. The following table identifies the
Remote Desktop Management roles and responsibilities that Provider and FRTIB will perform.

Table 113. Remote Device and Software Management Roles and Responsibilities

Remote Device and Software Management Roles and Responsibilities Provider

Define policies for the use of Service Desk remote control tools X

2. Develop, document and maintain in the Standards and Procedures
Manual Service Desk Remote Device and Software Management X
procedures that meet requirements and adhere to defined policies

3. Review and approve Remote Device and Software Management
procedures

4. Resolve Incidents and diagnose underlying Problems using remote-
control capability and when possible implement corrective actions to

. . X
Resolve Problems. If Resolution is not possible, escalate per the
escalation procedures.
5. Utilize remote controls to manage and update Software, and to maintain X
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Remote Device and Software Management Roles and Responsibilities Provider ‘ FRTIB ‘

configuration and inventory information

6. Utilize remote control tools to manage and enforce compliance with
standards

7. Assistin enabling the enforcement of compliance to standards and the
appropriate optimization of devices and software

8.2.1.2.5. Installs, Moves, Adds, Changes (IMAC)

IMAC Services are the activities associated the end-to-end management and coordination of IMAC
Service Requests including gathering the business requirements, providing authorization, logging
the request, and facilitating fulfillment. All authorized IMAC requests are passed automatically to
the local support team depending on the location and the product or Service being requested. Local
support team could be Provider, FRTIB, or a combination depending on location. Examples of
IMACS include, without limitation, adding PCs and moving local printers and a telephone. The
following table identifies the Installs, Moves, Adds, Changes (IMAC) roles and responsibilities that
Provider and FRTIB will perform.

Table 114. Installs, Moves, Adds and Changes (IMAC) Roles and Responsibilities

Installs, Moves, Adds, Changes (IMAC) Roles and Responsibilities Provider FRTIB
Recommend IMAC procedures X
Develop, document and maintain in the Standards and Procedures X
Manual IMAC Provider procedures that meet FRTIB requirements and
adhere to FRTIB policies
3. Review and approve IMAC procedures X
4. Receive and track IMAC Service Requests X
5. Obtain the requisite approvals from the relevant FRTIB stakeholders X
6. Confirm the requirements and scope and acquire FRTIB approval of the X
IMAC Service Request
7. Contact the End-User and schedule an appropriate, agreed time for the X
work to take place
8. Approve IMAC schedule X
Coordinate approved IMAC requests with local support teams for X
delivery of IMAC services
10. Track and report status of IMAC requests X
11. Contact End-User to confirm completion of IMACs and satisfaction X
12. Verify completion of IMACs X
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8.2.1.2.6. Self-Help Support

Self-Help Support Services are the activities associated with IVR capabilities, out-of-prime-time
voice messaging with guaranteed call-back response, Intranet-based automated Self-Help Support,
etc. The following table identifies the Self-Help Support roles and responsibilities that the Provider

and FRTIB will perform.

Table 115. Self-Help Support Roles and Responsibilities

Self-Help Support Roles and Responsibilities

Define Self-Help Support requirements and policies

Provider ‘

FRTIB |
X

2. Develop, document and maintain in the Standards and Procedures
Manual Self-Help Support Provider procedures that meet FRTIB
requirements and adhere to FRTIB policies

X

Review and approve Self-Help Support procedures

4. Implement Self-Help Support capabilities that enable End-Users to

perform self-service including Password Resets and other administrative

functions, “How To” support through End-User access to knowledge
bases and online Incident status checking

5. Monitor and review the effectiveness of Self-Help Support capabilities
and usage

6. Develop and provide recommendations for improvements to Self-Help
Support capabilities

7. Review and approve recommendations for improvements to Self-Help
Support capabilities

8. Implement approved recommendations for improvements to Self-Help
Support capabilities

8.2.1.2.7. Catalog Procurement

Catalog Procurement Services are the activities associated with developing and maintaining an
online product catalog available to approved End-Users for the procurement of approved products.
The following table identifies Catalog Procurement Services roles and responsibilities that Provider

and FRTIB will perform.
Table 116. Catalog Procurement Services Roles and Responsibilities
Catalog Procurement Services Roles and Responsibilities Provider FRTIB
1. Define Catalog Procurement requirements and policies X
2. Recommend Catalog Procurement procedures X
X

3. Develop, document and maintain in the Standards and Procedures
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Catalog Procurement Services Roles and Responsibilities Provider FRTIB

Manual Catalog Procurement procedures that meet FRTIB requirements
and adhere to FRTIB policies

4. Review and approve Catalog Procurement procedures X
Provide an electronic product catalog, and ordering function that is X
accessible to FRTIB End-Users

6. Support and maintain an electronic product catalog, and ordering X
function that is accessible to FRTIB End-Users

7. Define content and approve pricing for product catalog X

8. Validate and process product requisitions (e.g., validate accuracy of
request or requisition, obtain proper approvals from FRTIB create orders X
from requisitions)

9. Provide ongoing tracking and reporting on the status of all requisitions X

10. Place product orders based on processed requisitions per approved X
procedure

11. Provide order fulfillment estimate and commitment date X

12. Provide ongoing tracking and reporting on the status of all orders X

13. Provide order tracking and reporting to order close out per procedures X

8.2.1.2.8. Exception Requests

Exception Requests Services are the activities associated with fulfilling End-User requests for
products or Services that are outside of standard FRTIB policies. The following table identifies the
Exception Requests roles and responsibilities that the Provider and FRTIB will perform.

Table 117. Exception Requests Roles and Responsibilities

Exception Requests Roles and Responsibilities Provider ‘ FRTIB
1. Define Exception Requests policies and requirements X
2. Develop, document and maintain in the Standards and Procedures Manual X

Exception Requests process, procedures and required forms that meet
FRTIB requirements and adhere to FRTIB policies

Review and approve Provider Exception Requests procedures X

4. Document Exception Requests in Service Desk Incident management system, X
collect and analyze the request, recommend Exception Request action and
process the request to fulfillment or denial, and advise the originator of the
status
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Exception Requests Roles and Responsibilities Provider ‘ FRTIB
5. Review and approve exception requests X
6. Take the necessary action to implement the request. X
7. Provide Exception Requests status to requestor when approved X

8.2.1.3. Other Responsibilities

8.2.1.3.1. Planning and Analysis

Planning and Analysis Services are the activities associated with providing FRTIB the most
appropriate and effective level of Service, through ongoing Planning and Analysis. The following
table identifies Planning and Analysis roles and responsibilities that Provider and FRTIB will
perform.

Table 118. Planning and Analysis Roles and Responsibilities

Planning and Analysis Roles and Responsibilities Provider FRTIB
1. Identify and recommend Service Desk solution that best meets FRTIB X
business needs and expense/service level expectations
2. Review and approve recommended Service Desk solutions X
3. Perform operational planning for Service Desk capacity and performance X
purposes
4. Determine transitional plan and issues regarding facilities, layout and X

integration with other non-consolidated Service Desks (e.g., sales and
agency technical services)

5. Perform analysis of FRTIB environment, including acquiring FRTIB X
management team feedback, to identify the appropriate sets of skills,
training and experience needed by Service Desk staff

8.2.1.3.2. Service Desk Reporting

Service Desk Reporting Services are the activities associated with the preparation of and access to
Service Desk reports that based on defined criteria. The following table identifies Service Desk
Reporting Services roles and responsibilities that the Provider and FRTIB will perform.

Table 119. Service Desk Reporting Services Roles and Responsibilities

Service Desk Reporting Services Roles and Responsibilities Provider
1. Recommend a list of Service Desk management reports X
2. Review and approve list of Service Desk management reports X
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Service Desk Reporting Services Roles and Responsibilities Provider FRTIB

3. Reporton Service Desk statistics and trends as specified in the Standards X
and Procedures Manual (e.g., Service Request volumes and trends by
types of End-Users)

4. Report on trends in Service Requests indicating a need for training X
Audit report results and Service Desk operations periodically X
6. Provide online/portal access to FRTIB Service Desk reports X

8.3. Exclusions
The following items are specifically excluded from this SOW:

» Contractor-owned or FRTIB-provided end point devices utlilized by contractors

8.4. Service-Specific Milestones

Milestones specific to the transition and deployment of Service Desk Services are listed in the
following table:

Milestone Description Milestone Date

TBD

8.5. Service Management

8.5.1. Objectives

A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

8.5.2. Service-Level Requirements (SLRs)

The following minimum Service levels are required at the end of the Transition Period. SLRs
associated with Fee Reductions are detailed in Schedule X—Fee Reductions. All times referenced
are in U.S. Eastern Time.

DRAFT STATEMENT OF WORK

148



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

Table 120. Incident/Problem Resolution SLRs
Refer to Table 40 Incident/Problem Resolution SLRs in Cross Functional section.

Table 121. Service Desk Availability SLRs

Definition Service Desk Availability refers to the required time frames during which certain
Services provided by the Service Desk must be available to End-Users, and response to
automatically generated Service Desk Incidents must be achieved.

Service Desk Availability

Serv_lce l_)(_esk Service Measure Performance Target SLR Performance %
Availability
1) Automated Schedule 1) Sun.-Sat., 0000-2400 99.95%
Password Support 2) Mon.-Fri., 0600-1900
2) End-User Support 3) Sun.-Sat., 0000-2400
3) IT Operations and
Technical Support
Formula Availability (%) = 100% - Unavailability (%)

Where Unavailability is defined as:
(X Outage Duration x 100%) = (Schedule Time - Planned

Outage)
Measurement First Month—Measure Daily
Interval Thereafter—Measure Daily

Reporting Period First Month—Report Weekly
Thereafter—Report Monthly

Measurement TBD
Tool/Source Data

Table 122. Response Time SLRs

Response Time is the number of seconds or cycles it takes an End-User to connect with
Provider’s contact center representative. Provider will provide toll-free telephone lines
Definition in adequate quantity to handle call volume; ACD system(s) to record call date, time and
duration information; and electronic interfaces to all systems for monitoring and
reporting.

Response Time
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Service Desk

Service Measure

Performance Target

SLR Performance %

Response Rate

Time

Responsiveness
Speed-to-Answer Phone Response Time <20 seconds 98%
Call Abandonment | Phone Response Time <5% 100%
Rate
E-Mail Response Online Response Time <1 hour 98%
Rate
Voice Mail Voice Mail Response <30 minutes 98%

Formula

Number of events per event Type within Performance Target
+ Total number of events per Type during Measurement

Interval = “Percent (%) Attained”

Measurement Interval

First Month—Measure Daily
Thereafter—Measure Daily

Reporting Period First Month—Report Weekly
Thereafter—Report Monthly
Measurement TBD

Tool/Source Data

Table 123. Incident

Definition

SLRs

First contact resolution is the percent of calls completed by level 1 agents, incident
closure notification is the time elapsed following the resolution of an incident, and
root cause analysis is the review of recurring level 1 and level 2 incidents.

Service Desk
Incident Resolution

Service Measure

Performance Target

SLR Performance %

recurring and Level 1 and 2
Incident areas and Resolutions

First Contact First Contact 80% with <5% recalls N/A
Resolution Resolution

Percentage
Incident Closure Elapsed Time <20 minutes following Incident 98.0%
Notice (via e-mail Resolution
and/or phone)
Root Cause Analysis | Schedule Provide monthly review of 100.0%
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Service Desk
Incident Resolution

Service Measure

Performance Target SLR Performance %

Formula Number of instances within Performance Target + Total
number of instances during Measurement Interval = “Percent
(%) Attained”

Measurement First Month—Measure Daily

Interval Thereafter—Measure Daily

Reporting Period First Month—Report Weekly
Thereafter—Report Monthly

Measurement TBD

Tool/Source Data

Table 124. Password Reset and Service Request SLRs

Definition

Password reset is the elapsed time to complete the reset, procurement request is the
elapsed time to enter the request within the procurement system, and service
request is the elapsed time to acknowledge the request.

Password Reset and Service Request

Password Reset and
Service Request Service Measure Performance Target SLR Performance %
Tasks
Password Reset Elapsed Time Completed within 5 minutes of 95.0%
receipt of request
Procurement Elapsed Time Req}lest entered within 1 95.0%
Request Business Day
Service Req}lest Elapsed Time R(?qqest acknowledgement 95.0%
Response Time within one hour
Formula Number of instances within Performance Target + Total
number of instances during Measurement Interval = “Percent
(%) Attained”
Measurement First Month—Measure Daily, Report Weekly
Interval Thereafter—Measure Daily, Report Monthly
Reporting Period First Month—Report Weekly
Thereafter—Report Monthly
Measurement TBD
Method/Source
Data
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__________ PasswordResetandServiceRequest

Table 125. Client Satisfaction SLRs

L Client satisfaction is the determination of FRTIB’s level of approval and acceptance of
Definition . . .
IT services being provided.

Client Satisfaction

Client Satisfaction Service Measure Performance Target SLR Performance %

Periodic Sample Response/ 10% of closed Service Desk N/A

Distribution Rate Incidents surveyed within 48

hours of closing ticket

Periodic Sample Client Satisfaction End-Users surveyed should be 90%
Satisfaction Rate very satisfied or satisfied
Scheduled Survey Client Satisfaction End-Users surveyed should be 90%
(conducted annually) | Rate very satisfied or satisfied

Formula 1. For periodic sample:

Number of responses with a very satisfied or satisfied
rating + total number of responses
2. For periodic sample satisfaction:

Sum of survey results from each participant + total
number of participants responding to periodic sample

3. For scheduled annual survey:

Sum of survey result from each participant + total
number of participants responding to scheduled survey

Measurement Periodic Sample—Measure Monthly
Interval

Reporting Period Report Monthly

Measurement TBD
Method/Source
Data

8.5.3. Reports

The following reports, in addition to monthly SLR compliance, are required.
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Table 126. Service Desk Services Reports

Report Description Timing

TBD
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Section B: Business Applications and Recordkeeping

9.0 Application Services

Application services are the activities, as detailed in the following SOW, required to provide
Company FRTIB the following general Application life cycle services:

Application Lifecycle Management Services - Activities which are essential to perform that
pertain to both Application Development (AD) and Application Operations and Maintenance
Services (AO&M), including project management, application architecture, IA security and
compliance, defect tracking, user training, and continual service improvement

Application Development - Activities associated with development of new applications and major
enhancements. Application services are classified as Application Development Services when the
work effort is greater than 20 person-days.

Application Warranty Services - Activities associated with repairing errors/defects for Provider
developed application(s) or enhancements that are discovered within 90 days of the application(s)
or enhancements being placed into the applicable production environment.

Application Maintenance Services - Activities associated with repairing defects and developing
minor functional enhancements. Application services are classified as Application Maintenance
Services when the work effort is less than 20 person-days for production application programs and
systems.

In addition to the Services described in this section, the Provider is responsible for providing the
Services described in the Cross-Functional Services section.

9.1.Service Environment

9.1.1. Scope of the Infrastructure to be Supported

The following sub-sections and related SOW Appendices further describe and scope a number of
Application Services elements to be supported/complied with. Service Environment data and
Appendices are to be maintained by Provider and made available to FRTIB on a quarterly basis.

9.1.2. Applications to be Supported
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a. All existing FRTIB applications, programs, and databases included in the scope of this
agreement are detailed in Appendix G.1 - FRTIB Applications, Programs and
Databases.

9.1.3. FRTIB Facilities

As development phases of various FRTIB applications are completed, applications maybe be
deployed to support geographically dispersed FRTIB office locations in the U.S. Provider is expected
to provide staffing resources to support these implementation activities.

a. Alisting of FRTIB office locations is provided in Appendix G.2 - FRTIB Facilities

9.1.4. Provider Facilities (U.S. Onshore)

Provider is responsible for providing all necessary facilities for U.S. onshore development teams to
perform the application development and support services. Additionally, Provider is responsible for
establishing an area within its U.S. onshore facilities, dedicated for use with the FRTIB development
environment that is physically and logically separated, secured and protected from access to any
and all individuals not directly working on the FRTIB project personnel. This area must also be fully
fire and environmentally protected and backed up.

Provider also establishes, documents, and demonstrates a robust disaster recovery plan that
includes provisions for backup facilities, utilities, staffing, telecommunications, etc.

FRTIB obtains and/or provides the necessary development hardware and software operating and
application platform infrastructure, application development tools, testing tools, change and
configuration management tools, project management and reporting tools, and other hardware and
software (the “Development Environment Components”) required to establish and support the
Application Development Product(s) development and testing environment within the Provider
facilities. This includes appropriately sized hardware, as well as appropriate license quantities,
types and revision levels of application development, testing and runtime environment software.

Provided such Development Environment Components are Generic Components that are not
proprietary to, restricted for use with, and/or unique to the FRTIB Application Development
Product(s) business environment, the Provider provides all such Development Environment
Components at no charge to FRTIB.

However, in the event that any components are Non-Generic or are otherwise proprietary,
restricted and/or unique to the FRTIB development environment, then FRTIB and the Provider
determine an equitable method for the acquisition and disposition of such components.
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To the extent appropriate, Development Environment Components are dedicated for use on the
FRTIB Application Development Product(s) environment for the duration of the development

project.

a. FRTIB specific development environment components are provided in Appendix G.3 -
Specific Development Environment Components.

b. FRTIB generic development environment components are provided in Appendix G.4 -
Generic Development Environment Components.

9.1.5. Policies, Procedures and Standards

a. FRTIB policies and procedures with which Application Services will comply are
provided in Appendix G.5 - Application Services Policies Procedures.

b. FRTIB application development tools, database and middleware standards are
provided in Appendix G.6 - Application Development Tools and Standards.

9.1.6. Agreements and Licenses

a. Alist of existing Application related agreements and licenses is provided in Appendix
G.7 - Application Services Agreements and Licenses.

9.1.7. Workin Progress

FRTIB currently has a number of Applications related initiatives in progress that are included in the
scope of this document and are the responsibility of Provider to complete within the time frames
specified by FRTIB. A list of these projects is provided in Appendix G.8 - Application Related Work-
in-Progress.

9.1.8. Future initiatives

Other Applications related initiatives considered but not in process are included in Appendix G.9 -
Application Related Future Initiatives.

9.1.9. Baseline Information

FRTIB'’s current Application utilization and projected usage is included in Appendix G.10. These
business requirements represent FRTIB’s most realistic projection of the Service requirements for
Day 1 implementation based on a combination of past trends and current anticipated overall
business direction over the term of the Agreement.
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9.2. Application Services Requirements
9.2.1. Application Development Services, Roles & Responsibilities

9.2.1.1. Project Management Services

The Service Provider provides Project Management Services as it relates to the development of a
new application and logical database, as well as maintenance of existing in-production applications
and logical databases. The Service Provider will utilize and manage any changes to the baseline
project plan through FRTIB prescribed methods and procedures. The Service Provider performs the
following activities in support of Program Management (as defined by PMBOK) Services:

Project Management Services Provider FRTIB

Project Integration Management

Project Scope Management

Project Time Management

Project Cost Management

Project Quality Management

Project Human Resource Management

Project Communications Management

Project Risk Management

O |0 N[k w ]
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Project Procurement Management

9.2.1.2. Application Strategy, Architecture and Planning

Application Strategy, Architecture and Planning services are defined as setting overall Application
Strategy, high level Application Architecture and planning associated with the Application Portfolio.
Architecture services are comprised of maintaining the Application, Data and Integration
Architectures. This includes all customer application modules, module configurations, system
interfaces, and logical databases. The Service Provider maintains frequent and close coordination in
the progress of all FRTIB enterprise architecture-related projects and provide functional and
technical support to develop and update operational, systems, and technical architectures.

The Service Provider specifies architecture requirements and maintain architectural artifacts for
elements such as systems and data interfaces, interoperability requirements, business process
modeling notation and identify regulatory and best practice standards compliancy requirements to
support IA Policy and Planning
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The following table identifies roles and responsibilities associated with Application Strategy,
Architecture and Planning activities. Planning and Analysis

Planning and Analysis Provider FRTIB

1. Assess process re-engineering methodologies X

Conduct semiannual technical reviews

3. Monitor technical trends through independent research; document
and report on products and services with potential use for FRTIB

4. Conduct feasibility studies for the implementation of new X
technologies

Perform business liaison function to operational units

Perform business planning for capacity and performance

Recommend overall systems development life cycle process X
improvements, including those for which FRTIB retains
responsibility

8. Performing an annual portfolio analysis to identify and recommend X
applications rationalization, consolidation, sunsetting, etc.

9. Conduct annual technical and business planning sessions to X
establish standards, architecture and project initiatives

10. Participate in annual technical and business planning sessions to X
establish standards, architecture and project initiatives

11. Perform application operational assessments for capacity and X
performance purposes

12. Perform application security planning X

13. Recommend potential improvements to application security X
architecture

14. Perform application security planning for development tasks

15. Identify possible product and software tool enhancement
opportunities for improved performance and potential cost savings

16. Performing project estimation using a commercial project X
estimation tool that can size application projects and can categorize
them by level of effort (e.g. minimal, medium, difficult)

17. Approve projects to implement product enhancement opportunity X
Application Architecture Roles and Responsibilities - Provider  FRTIB
18. Maintain “End State” Application Architecture X
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Planning and Analysis Provider FRTIB
19. Develop and maintain Application Roadmap X
20. Develop and maintain release specific Application Architectures
21. Participate in Application Architecture planning and recommend
Application Architecture design
22. Document Functional and Technical Architecture
23. Identify, develop ,and maintain Application Integration
Architecture
24. Develop and maintain application roadmap X
25. Identify Data Conversion Architecture X
26. Recommend software technologies, packages, and tools within the X
framework of this Schedule as required
27. Evaluate, recommend, and select software technologies, packages, X
and tools within the framework of this Schedule as required
28. Conduct feasibility studies for the implementation of new X
technologies
29. Provide Architecture consulting to and approval of proposed X
projects
30. Collaborate with Infrastructure Architecture team X
31. Manage FRTIB IT Standards Review Board X
32. Approve IT standards X
Data Architecture Roles and Responsibilities Provider FRTIB
33. Develop and maintain data architecture, including high Level (e.g. X
entity vs field) Logical Data Model
34. Develop and maintain physical database X
35. Evaluate Application Package Data Models against FRTIB
requirements
36. Review results of Application Package Data Model evaluations X
37. Conduct Data Quality Assessments X
Application Integration Architecture Roles and Responsibilities Provider
38. Develop and maintain Agency to Agency Integration Architecture X
39. Develop and maintain Enterprise Application Integration (EAI) X
Architecture
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9.2.1.3. Requirements Definition

Requirements definition services are the activities associated with the definition and assessment of
user requirements that are used to determine detailed application design. The following identifies
the roles and responsibilities associated with Requirements Definition services.

Table 127. Requirements Definition Roles and Responsibilities

' Requirements Definition Roles and Responsibilities J, Provider - FRTIB
1. Actas primary point of contact with the business to define, gather, X
refine, and prioritize business requirements.
2. Develop and document business requirements X
Approve business requirements documents X
4. Conduct FRTIB interviews, group workshops and surveys to X

determine technical, functional and end user requirements

5. Develop functional requirements documents, logical and physical X
data models

6. Conduct value assessments of functional requirements and X
generate an impact analysis, including affected systems,
alternative design scenarios, etc.

Approve all functional requirements X

Identify need for software upgrade conversion requirements for X
Commercial Off-The-Shelf (COTS) hardware and software and
execute based upon a service request from FRTIB

9. Approve software upgrade conversion requirements for COTS X
hardware and software

10. Recommend application test plan (e.g. functional, volume, end-to- X
end, integration, stress, regression, system, and user acceptance
test if applicable)

11. Develop application test plan (e.g. functional, volume, end-to-end, X
integration, stress, regression, system, and user acceptance test if
applicable)

12. Approve application test plan (e.g. functional, volume, end-to-end, X
integration, stress, regression, system, and user acceptance test if
applicable)

13. Define local adaptation deployment criteria and delivery X
requirements (i.e. laws/regulations).

DRAFT STATEMENT OF WORK

160



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

9.2.1.4. Design Specifications

Design specification services produce design specifications that meet FRTIB technical architectural
standards and identify and describe the most cost-effective solution to the implementation option
under consideration. Provider application design process and specifications:

a. Incorporate FRTIB’s architectural guidelines into the design, including application
extensibility, maintainability, scalability, robustness and reliability

b. Obtain FRTIB oversight and approval through coordination with the appropriate
architectural or technical oversight authority.

The following table identifies roles and responsibilities associated with Design Specification
services.

Table 128. High-Level Design Activities Roles and Responsibilities

High-Level Design Activities Roles and Responsibilities Provider

1. Create the high-level Design Document from the Business and X
Functional Requirements

2. Evaluate COTS package solutions X
Conduct COTS application evaluations to demonstrate support of X
requirements

4. Develop prototype application configuration settings to X

demonstrate support of requirements

5. Approve prototype application configuration settings that X
demonstrate support of requirements

6. Provide high level requirements/criteria for extending prototyped X
application configuration settings to the full complement of
configuration settings required to satisfy the complete business
process

7. Provide application configuration instructions that support the X
prototype
Provide high-level logical data model

Review and accept the Business Requirements Document

10. Review and accept the Functional Requirements Document

R >R < X

11. Approve planned technology to support application

12. Provide application development and implementation cost and X
schedule estimates
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13.

Develop overall project cost and schedule estimate

SERVICES (TESS)

" Provider FRTIB

Table 129. Detailed Design Activities Roles and Responsibilities

Detail Design Activities Roles and Responsibilities ‘ Provider
1. Define design standards and documentation X
2. Agree to design standards and documentation
3. Provide availability of FRTIB business and technical resources X
4. Conduct site surveys for design efforts as required by X
Requirements Document.
5. Create the detailed Design Document from the Business and X
Functional Requirements and high-level design
6. Create design to contain security features in compliance with X
FRTIB Security Policies, including external and FRTIB role based
security models
7. Provide planned technology design that specifies all components, X
program modules, data stores, interfaces, interface components
and associated operations procedures for the application
8. Document and present implementation options evaluated as X
required by the Requirements Document to support the FRTIB
Custom Code process
9. Review and Approve detailed design documentation X
10. Document technical requirements, logical and physical data X
models
11. Review and approve technical requirements and physical data X
models for consistency with documented requirements
12. Develop test cases as defined in testing plan X
13. Approve test cases X
14. Define implementation and deployment policies, project schedules X
and staffing requirements to meet deployment and delivery
requirements
15. Approve implementation, deployment policies, schedules and X
deployment staffing levels
16. Provide revised application development and implementation cost X
and schedule estimates
17. Develop revised overall project cost and schedule estimate X
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9.2.1.5. Programming/Development

Programming and/or development services are the activities associated with the programming,
development, scripting, configuring or customizing of application modules using the information
from the previous phases as critical input. Programming and/or development can be accomplished
by in-house custom development, customization of commercial off-the-shelf (COTS) products or
implementation of COTS packages. The following table identifies the underlying roles and
responsibilities associated with Programming and Development services.

Table 130. Programming and Development Roles and Responsibilities

~ Programming and Development Activities Roles and Responsibilities - Provider  FRTIB
1. Review FRTIB existing technical standards (e.g. naming, JCL, etc.) X
2. Recommend programming, development, and technical X

documentation policies, procedures, and standards in conformance
to SEl requirements where applicable

3. Review and establish programming, development, and technical X
documentation policies, procedures, and standards

4. Review programming and development plans and procedures X
where there is an impact on other FRTIB entities/facilities

Establish overall programming and development project schedule

6. Provide overall programming and development module delivery
schedule for FRTIB acceptance

7. Approve overall programming and development module delivery X
schedule
8. Perform all necessary technical design, programming, development, X

unit and string testing, scripting, configuring or customizing of
application modules as required to develop and implement the
design plans and specifications

9. Perform application data base administration functions X

10. Recommend modifications and performance-enhancement
adjustments to FRTIB system software and utilities based on FRTIB
performance standards

11. Manage all programming and development efforts using industry- X
standard project management tools and methodologies

12. Conduct predetermined development status reviews and provide X
written report on results to FRTIB
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Programming and Development Activities Roles and Responsibilities Provider FRTIB
13. Review results of Provider development reviews at FRTIB’s X
discretion

9.2.1.6. Integration and Testing

Integration and testing services are the activities associated with the confirmation that the
individual program components work together properly and as a whole perform their specified
functions. This includes application interfaces to other applications already in production at or
being developed by FRTIB or outside parties as stated in the Requirements Documents. The
following identifies the roles and responsibilities associated with Integration and Testing services.

Table 131. Integration and Testing Roles and Responsibilities

Integration and Testing Activities Roles and Responsibilities Provider FRTIB
1. Approve all integration, user acceptance and application security X
testing plans for new and upgraded equipment, software or
services
2. Create test cases, test data and perform all appropriate testing X

(unit testing, end-to-end testing, stress testing, regression testing)

3. Create test environment and data where required by project, X
including demonstration of requirements traceability to verify the
requirements as specified in the Requirements Document have
been satisfied

4. Review and approve testing

5. Coordination of User acceptance and assurance testing (e.g., gain
user involvement, establish and define acceptance criteria, setting
high-level test objectives, establish high level test scenarios, etc...)

6. Facilitate and support User Acceptance Test (establishing X
adequate test environment based on User Acceptance Criteria,
preparing data to support test scenarios within modified system as
well as managing the relationship with all interfaced systems
necessary to conduct test, troubleshooting, support users to
progress through scenarios, simulating interfaces or working with
integrated systems to conduct end-to-end tests, support batch
processing, exercise functionality, and report results) as
prescribed by FRTIB.

7. Conduct user acceptance testing X
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Integration and Testing Activities Roles and Responsibilities Provider FRTIB

8. Validate all new and upgraded software or services for compliance X
with FRTIB Application Security Policies and Instructions

9. Manage the FRTIB functional, integration, and regression test X
environments and associated test data including creation and
maintenance during the testing period

10. Review testing results for compliance with policies, procedures, X
plans, and test criteria and metrics (e.g. defect rates, progress
against schedule, etc.)

11. Provide shared access to the mutually agreed Defect Tracking X
System for purposes of allowing FRTIB to Initiate, track, and
report FRTIB found defects (i.e., user acceptance testing).

12. Notify Provider in the event FRTIB notices a discrepancy between X
FRTIB’s requirements and the requirements document or Provider
deliverables

13. Correct defects found as a result of testing efforts X

14. Conduct selective random independent testing, where the random X

selection includes some complex modules (i.e., independent
verification and validation testing)

15. Staging systems before implementation X

9.2.1.7. Implementation and Migration

Implementation and data migration services are the activities associated with the installation and
migration of new or upgraded components to the production environment as well as services for
providing support for development of localization to region or state specific business practices and
local, legal, regulatory and statutory needs. The following table identifies the roles and
responsibilities associated with Integration and Testing services.

Table 132. Implementation and Migration Roles and Responsibilities

Implementation and Migration Activities Provider FRTIB

1. Perform data migration from existing systems to new systems, by X
electronic methods

2. Deliver user policies and procedures documentation X

Conduct pre-installation site surveys

4. Implement local adaptations to technical architecture or services
provided
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Implementation and Migration Activities Provider ‘ FRTIB

5. Install new or enhanced functions or features—hardware, software, X
peripherals and configurations where applicable

6. Install new or enhanced hardware items, components, peripherals, or X
configuration and system management tools to operate with the
support application environment

7. Conduct pre-installation site surveys, including validation of site- X
specific functionality as defined in the Requirements Document(s)

8. Assist FRTIB in support, implementation and deployment of FRTIB’s X
Application and platform environment in all FRTIB geographies as
defined in the Requirements Document(s) or a Service Request

9. Coordinate deployment and support activities with FRTIB’s parties as X
directed by the FRTIB Project Manager

10. Perform data migration from existing systems to new systems, by X
either electronic or manual methods

11. Conduct post implementation user acceptance X

12. Provide system and user documentation

13. Create detailed “Technical Go-Live” plan X

14. Create “go/no-go” checklist and conduct the “go/no-go” meetings

15. Approve production implementation “go/no-go” decisions X
16. Deploy system X

9.2.1.8. Code Migration

Code Migration is the activity associated with promoting new and modified code, configuration and
scripts, in support of new and existing applications through development, test and production. The
following table identifies the underlying roles and responsibilities associated with code migration
activities.

Table 133. Code Migration Roles and Responsibilities

Code Migration Roles and Responsibilities Provider ‘ FRTIB
1. Recommend operations and administration procedures related to code X
migration
2. Approve operations and administration procedures related to code X
migration
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Code Migration Roles and Responsibilities Provider ‘ FRTIB

3. Define test-to-production turnover requirements and instructions for X
each project or release

4. Approve test-to-production turnover requirements and instructions via X
Change Management Group

Report on results from test-to-production activities if applicable X

Review reports on test-to-production results X

Migration of code from development to test on an agreed upon basis

Track migration status and notification

|||

Escalate and resolve issues with Provider Services delivery team and
development teams

10. Participate in environment setup & decommissioning for new and X
changed environments

11. Migrate defect correction code during warranty period X

9.2.1.9. Software Configuration Management

Software configuration management is the identification and maintenance of system components
and the relationships and dependencies among them. Such activities include:

a. Automatic capture and storage of application-to-component and component-to-
component relationships

b. Maintenance of the history of those relationships and transformations required to
appropriately manage and document (e.g., source control, version control, profiles,
security plans) configuration changes affecting the application and its processing
environment.

The following identifies the roles and responsibilities associated with Configuration Management
services.

Table 134. Software Configuration Management Roles and Responsibilities

Software Configuration Management Activities Roles and Responsibilities Provider FRTIB
1. Define configuration management policies and procedures X
2. Review and approve configuration management policies and X
procedures
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Software Configuration Management Activities Roles and Responsibilities Provider ‘ FRTIB

3. Perform configuration management activities throughout the X
development life cycle

4. Review configuration management results X

9.2.1.10. Application Change Management

While Change Management Services are also described in the Cross Functional Services section,
there are specific application change management activities that are required. Application Change
Management activities include services required to appropriately manage and document (e.g.,
impact analysis, version control, library management, turnover management, build management,
parallel development) changes to the application(s) and any of the constituent components being
developed. Change Management also includes services required to appropriately manage and
document changes to the underlying application development environment components. These
include the following:

a. Library Management—the classification, control and storage of the physical
components of an application

b. Version Control—the maintenance, tracking and auditing of modifications to an
application’s components over time, facilitating the restoration of an application to
prior development stages

c. Turnover Management—the automated promotion of software changes across
different phases of the life cycle (e.g., development, unit test, systems test and
production), including management of the approval process, production turnover and
software migration control.

Any changes to the baseline project plan or committed maintenance or enhancement dates must be
managed by the Change Management process and approved by FRTIB. This system includes formal
and documented Change Management procedures, and defines the paperwork, tracking systems
and approval levels necessary to authorize changes (e.g. a change to the scheduled end date for a
particular work product). The most-common form of documentation is a project change request
(PCR), which is a standard form describing the type of change/issue, the rationale behind it, and
related schedule and cost changes.

The following table identifies the roles and responsibilities associated with Change Management
services.

Table 135. Change Management Roles and Responsibilities

Change Management Activities Roles and Responsibilities Provider ‘ FRTIB
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Change Management Activities Roles and Responsibilities Provider ‘ FRTIB

1. Recommend procedures associated with FRTIB authorized project X
change requests

Review and approve the Project Change Request Process

Authorize change in project scope and design

Review maintenance production release plan and schedules

PR < <] <

Manage all Service Requests to production

SN IS Il I

Ensure custom code approvals are received from the designated FRTIB X
IT personnel

7. Assist FRTIB with documentation and communicate change X
management processes and procedures

Participate in scheduling releases

Manage documentation changes to the underlying application
development environment via use of library management version
control and turnover management as described above

10. Provide impact analysis associated with proposed project changes X

11. Manage changes to the baseline, project plan, or committed X
maintenance or enhancement dates

12. Prepare FRTIB system change request X

13. Approve system changes X

9.2.1.11. Defect Tracking

Implement and maintain a documented and structured defect tracking and reporting methodology
and process that encompasses all stages of the software development lifecycle (SDLC) including
requirements definition, design and analysis, programming, testing (including regression testing),
maintenance, and enhancement activities for all in-scope software being supported by the SP. This
defect tracking and reporting methodology includes all levels of source code developed/supported
by the SP including the unit, module, and system-level code to optimize the identification and
resolution of application defects prior to delivery for testing to the SR of the system-level complied
object code.

Defect Management is required to ensure that the SP delivers complied object code to the SR for
system-level testing that is compliance with the systems specifications as approved by the SR and
that the code does not contain any Severity 1 defects.

The Service Provider’s defect tracking methodology will incorporate the following components:
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Defect Tracking Roles and Responsibilities Provider ‘ FRTIB
1. Defect tracking repository X
2. ldentification and documentation X
3. Communication / escalation process X
4. Prioritization scheme X
5. Evaluation and analysis X
6. Resolution and verification testing (including regression testing where X
appropriate)
Reporting (defect density, defect age, defect trend) by type / priority X
Create and maintain FRTIB Training instances or clients as required by X
FRTIB
9. Provide Service Desk agent training, including developing dialogue X
scripts

9.2.1.12.  Quality Control (QC) Services

The Service Provider provides and performs the following Quality Assurance and Quality Control
Services. Utilize a Quality Management System (QMS) framework that provides a standard, formal,
and consistently applied approach for quality management, including quality requirements and
criteria, key IT processes and their sequence and interaction, and the policies, criteria and methods
for defining, detecting, correcting and preventing non-conformity and potential quality gaps.

Quality Control (QC) Roles and Responsibilities Provider FRTIB

1. Establish, maintain, and update a QA and QC documentation repository X
where all QA and QC records, reports, and plans are stored and provide
FRTIB free and open access to the repository at all times

2. Identify, implement, and maintain standards, policies, processes, and X
practices for key IT processes to guide the organization in meeting the
intent of the QMS
3. Develop and implement QA Process Implementation Plan X
4. Develop definitions and lists of the steps to be taken to ensure X
configuration control is maintained
Evaluation and analysis X
Develop and implement QC processes to work with development teams X

to ensure clear, explicit, and accurate end-user requirements are
gathered to reduce / minimize the quality gap
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Quality Control (QC) Roles and Responsibilities Provider ‘ FRTIB

7. Conduct QC checks at critical points in the service delivery process to X
identify defects and/or errors in product, project, and work activity
that can be rectified prior to implementation

8. Perform QA monitoring and reporting of compliance of its services with X
designated standards, processes, and procedures

9. Conduct QA reviews and postmortem analysis of work activities and X
project/product deliverables to identify areas for correction and
opportunities for improvement

10. Develop and document QA and QC process, work product, and service X
management refinement and improvement recommendations and
implementation plans

11. Implement all approved QA and QC refinement and improvement X
recommendations and plans in a manner that is transparent to FRTIB
and its end-users

12. Identify and communicate any noncompliance QA or QC issues and X
ensure that actions are taken to resolve or correct those issues

13. Create QA and QC Compliance Reports and Communication Plans X

14. Distribute Communication Plans and QA and QC reports to FRTIB and X

all other appropriate parties

9.2.1.13. Training and Knowledge Transfer

The Service Provider provides Training Services associated with the improvement of skills through
education and instruction. Delivery methods that the Service Provider is required to offer for
training include classroom style and computer-based instruction. This requirement for training
includes the development of any training related documentation. The Service Provider performs
the following activities in support of Training Services. The following identifies activities and roles
and responsibilities associated with Training and Knowledge Transfer services.

Table 136. Training and Knowledge Transfer Activities Roles and Responsibilities

Training and Knowledge Transfer Activities Roles and Responsibilities Provider FRTIB
1. Develop training and knowledge transfer plan in the project plan X
2. Approve training and knowledge transfer plan in the project plan X
3. Provide technical training assistance and knowledge transfer to X
existing FRTIB support personnel, during deployment as requested

DRAFT STATEMENT OF WORK

171




TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

Training and Knowledge Transfer Activities Roles and Responsibilities Provider ‘ FRTIB
4. Provide training materials related to the technical aspects of the X
application to FRTIB as applicable
Provide End-User training content for FRTIB Applications X
Review and validate training content X
Provide continuing end-user training for improving “how-to-use” skills X
related to systems and applications
8. Create and maintain FRTIB training instances or clients as required by X
FRTIB
9. Provide Service Desk agent training, including developing dialogue X
scripts
10. Coordinating and managing all technical and operational training, X

including training facilities, materials, equipment, environments,
instructors, scheduling, delivery and tracking. Stakeholders include, but
are not limited to business unit users, supervisors, support, Service
Desk, technical, operational, and training personnel

11. Preparing and delivering train-the-trainer programs and the on-going X
training of personnel including but not limited to:

OSecurity and approval training
oWorkflow setup training

oConfiguration management training

9.2.1.14. Documentation

Documentation services are the activities associated with developing, revising, maintaining,
reproducing and distributing information in hard copy and electronic form that is performed as
part of a Service Request. Documentation related to Application Services Applications services
includes:

a. System specifications and documentation
b. End-user documentation

c. Site and system security plans

d. Updates and release notes.

The following table identifies the roles and responsibilities associated with Documentation
services.
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Table 137. Documentation Roles and Responsibilities

Documentation Roles and Responsibilities Provider ‘ FRTIB

1. Recommend specifications and documentation format and content X

2. Approve documentation format and content X

3. Provide functional requirements definition documents and related data X
definitions and information flows that are required to supplement any
other third-party software provider documentation

4. Provide technical requirements documents that describe platform, X
architecture, and integration requirements for related solution
components required to supplement software or hardware provider
documentation

Provide functional and technical requirements traceability matrices

Provide use case scenarios to clarify the system design requirements

Provide documentation that specifies all application components,
program modules, data flows, inputs/outputs, dependencies, interface
components, associated operations procedures, hardware/software
platform requirements, management tools, application code base, and
data and database schemas for the solution environment.

8. Documentation that specifies package and application development X
configuration choices and recommended options according to the
consensus business rules developed during the Requirements
Definition, including tuning parameters

9. Business process support documentation and associated business rules

10. Test cases and test script documents

11. All unit, integration (end-to-end), user acceptance, stress and
regression test plans.

12. Test result and report status, outcome, open issue, priority and risk X
documents.

13. Business unit-specific transition plans that encompass business X
process, operations (business and IT), and technology support plans
that need to be in place to mitigate implementation risk.

14. Business unit-specific system and user documentation, including any X
changes to policies or procedures, as needed to supplement software
and hardware provider documentation and provided in coordination
with site-specific end user training activities
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Documentation Roles and Responsibilities Provider ‘ FRTIB

15. Problem management processes for testing and implementation/ X
migration.

16. Action item lists of problems, categorization, priorities, responsibility, X
suggested action, due date, and problem status.

17. Clearly defined, efficient procedures for distribution and installation of X
changes.

18. Execution and backup plans as approved by FRTIB

19. Operational procedures for interim and final implementation stages
and cutover.

20. End-user and technical documentation on the use of application- X
specific toolsets and development methods.

21. Provide system and application security procedures

22. Provide standard operating procedures and systems manual

23. Prepare and deliver updates and release notes to End Users

R >R < X

24. Document version control for all documentation for which Provider is
responsible

25. Business continuity/disaster recovery plans and procedures to achieve X
continuity requirements. The Plan includes plans for data, backups,
storage management, and contingency operations.

26. Approve documented application disaster recovery process

27. Approve documentation delivered X

28. Provide comprehensive project plan, identifying all critical path X
dependencies and bottlenecks, staffing resources, major milestones and
project deliverables

29. Documented and verifiable evidence of security standards compliance, X
including all rights, permissions and security levels configured at the
system, business unit, and end-user level

30. Technical documentation and materials related to test environment X
management, change control management and performance tuning.

31. Documented, maintained, and updated maintenance schedules and X
maintenance reports that include, but are not limited to:

- Software version and installation location and patches applied

9.2.2. Application Warranty Services
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Application warranty services are the activities associated with repairing errors/defects for
Provider developed application(s) or enhancements that are discovered within 90 days of the
application(s) or enhancements being placed into the applicable production environment.
Application warranty services include the applicable life-cycle support activities described in
Section 3.3 below, as well as any activities necessary to repair errors/defects to enable application
programs and enhancements to perform in accordance with the documented specifications and
documented operational functionality, as described above.

Provider will repair code developed by Provider during the warranty period, at no charge to FRTIB
provided that:

(i) The problem encountered occurs within 90 days of the implementation of such
developed code

(ii) The problem results in a Priority 1, Priority 2, or a Priority 3 Level problem

(iii)  The root cause analysis indicates the problem was introduced solely by code or
configuration created by Provider, and (a) or (b)

a. The problem is in an application program where the responsibility is transferred
from FRTIB to Provider, and the problem is the result of Provider not following the
Provider development processes set forth in the Procedures Manual; or

b. The problem is in an application program where the responsibility was Provider’s
and the problem is the result of Provider not following the Provider development
processes set forth in the Procedures Manual

Full correction of the application(s) defect is to be completed by Provider unless otherwise
approved by FRTIB, and the corrected code is appropriately tested to verify that no regression
errors are introduced.

Services include updating all appropriate documentation. Provider will provide monthly reports
showing the amount of warranty work (number of defects and hours to correct).

9.2.3. Application Maintenance Services

Application maintenance services are the activities associated with repairing defects and
developing minor functional enhancements (less than 20 person days) for production application
programs and systems. Application maintenance services include all life-cycle support activities
described in Section 3.1 above as applicable. Additionally, application maintenance services consist
of the services described in the following subsections.

9.2.3.1. Corrective and Emergency Maintenance
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The repair of defects not identified during the warranty period to enable applications that are in
production to provide the required functionality and to meet service levels. Full recovery, including
the achievement of satisfactory service levels, of the application(s) is to be completed unless
otherwise approved by FRTIB and is to cover files/deliverables, such as:

2o o B

-

User interface changes

Changes to system interfaces

Application functional changes

Recommend database changes related to enhancements
Modification to standard query structure

Report development.

9.2.3.2. Preventive Maintenance

Preventative Maintenance covers events, which if not addressed proactively, could impact
applications in production, such as:

o T op

e

=-n

Changing business volumes

Staying on the most current release or as directed by FRTIB
Application of system patches

Proactive performance tuning

Proactive archiving

Pre-production execution simulation

Special testing for events, such as:

= Public holidays

» End of financial year

*» End of calendar year

= Daylight savings time

9.2.3.3. Adaptive Maintenance

Adaptive Maintenance activities ensure that application performance is not affected by changes to
interfacing applications, new applications or packages and technical environment changes, which if
not addressed proactively, could impact applications in production, such as:

a.

Upgrades of operating software
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b. New/changed equipment

c. Interface changes.

9.2.3.4. Perfective Maintenance

Perfective Maintenance activities ensure that applications operate at peak efficiency with particular
focus on areas such as:

a. System CPU hours
b. General performance tuning
c. Storage space
d. Response time
Archiving
f. Database performance tuning.

9.2.3.5. Release Packaging

Release packaging activities are the activities associated with the packaging of software changes
into suitable releases, based on business need, as approved by FRTIB. Software version control,
both electronic and manual, is included. Regularity of releases could vary depending upon size and
urgency of individual changes having regard to risk mitigation. The Provider develops an ongoing
process for the implementation of a 3-month rolling weekly release timetable (with associated
variation mechanism). The ongoing process and the initial 3-month rolling timetable are to be
approved by FRTIB.

9.2.3.6. Technical and End-User Support

Technical support services are the activities associated with expert technical assistance required
for the tuning of support applications and utilities for optimal system performance. Also included is
expert Tier 2 technical assistance for the FRTIB Service Desk for FRTIB end-users and IT
professionals.

The following table identifies the underlying roles and responsibilities associated with Technical
and End-user support activities.

Table 138. Technical and End-user Support Roles and Responsibilities

Technical and End-user Support Activities Roles and Responsibilities Provider ‘ ‘ FRTIB

1. Recommend maintenance and repair policies and procedures X

2. Approve maintenance and repair policies and procedures X
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Technical and End-user Support Activities Roles and Responsibilities Provider ‘ ‘ FRTIB
3. Review and approve “Application Maintenance Plan”, including any and X
all revisions to the “Plan” (e.g., committed and proposed work
schedules)
4. Execute “Application Maintenance Plan” for all categories of X
maintenance Services (e.g., Minor Enhancements, Corrective
Maintenance, Preventative Maintenance, Adaptive Maintenance, and
Perfective Maintenance) as described above
5. Provide Technical and functional Support to FRTIB IT and other X
groups as directed by FRTIB IT
6. Notify IT of changes and upgrades to 3rd party application systems X
7. Perform diagnostics on software and services X
8. Perform routine system management on applications X
9. Recommend DBMS tuning changes X
10. Provide corrective maintenance X
11. Provide preventive maintenance X
12. Provide adaptive maintenance X
13. Provide perfective maintenance X
14. Provide release packaging of software changes X
15. Approve release packaging of software changes. X
16. Assist Service Desk with coordination of user support activities
17. Respond to escalated trouble ticket items in accordance with
established procedures
18. Establish priority of Service Requests X
19. Follow FRTIB change management procedures associated with X
maintenance and support

9.2.4. Monitoring, Reporting and Review Services

Monitoring and reporting services are the activities associated with the ongoing health checks,
status reporting, and problem management (ongoing surveillance, tracking, escalation, resolution,
and tracking of problems) of application support activities. Problem management activities
described within this document require the Provider to provide Tier 2 technical support in
coordination with the Service Desk.
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The following table identifies the underlying roles and responsibilities associated with Monitoring,
Reporting and Review activities.

Table 139. Monitoring, Reporting and Review Roles and Responsibilities

Monitoring, Reporting and Review Activities Roles and Responsibilities Provider FRTIB

1. Provide, maintain and update project plans, identifying critical path X
dependencies, major critical milestones, project deliverables, “project
earned value” as mutually agreed upon by the Parties for selected

projects.

2. Provide weekly status reviews and progress reports for selected X
mutually agreed to projects

3. Provide monthly service-level performance reports against each X
Service Level Agreement, including trends for each and summary view

4. Provide monthly milestone achievement review and performance X
reports

5. Provide an electronic copy of an applications inventory being X
maintained

Provide mutually agreed to reports to enable invoice reconciliation

Provide mutually agreed to reports that capture service requests
demands and measure of ability to satisfy demand

8. Provide mutually agreed reports that represent general health of X
environments (e.g., number of stranded transports, patches not yet
applied) as well as reports that represent demand fulfillment in end-
customer terms (e.g. defect corrections/change requests that have
slipped against commitment, backlogged defects/change requests,
Priority 1, 2, and Priority 3 defects).

9. Define SLAs, problem Priority levels, and reporting cycles X

10. Measure and analyze performance relative to requirements

11. Develop improvement plans for services that do not meet Service Level
Agreements

12. Review improvement SLA plans X

13. Implement improvement SLA plans

14. Provide Service Request Response Time management reports
(including a trend line) for new development work that reflects time to
provide time and cost estimates
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Monitoring, Reporting and Review Activities Roles and Responsibilities Provider ‘ FRTIB

15. Report productivity per developer/tester month by application (i.e. X
number of lines of code or function points), including trend line.
Granularity (new work vs. maintenance) to be mutually agreed.
Targets to be set post baseline.

16. Report on Average Defect Response Time by Priority level X

9.3. Service Management

9.3.1. Objectives

A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

9.3.2. Service Level Requirements (SLRs)

The following minimum service levels are required at the end of the Transition Period. Provider
must consistently meet or exceed the following SLRs. SLRs associated with fee reductions are
detailed in Schedule X - Fee Reductions. All times referenced are in U.S. Eastern Time.

Table 140. Incident/Problem Resolution SLRs

Refer to Table 40 Incident/Problem Resolution SLRs in Cross Functional section.

Table 141. Application Development SLRs

Project Management tools and practices employed by Provider for managing the
application development work effort estimation and service request processes to
ensure consistency, accuracy, and timeliness during the initial start-up period.
Application Development Productivity Requirements that Provider must meet during
the initial start-up period for the application development work to minimize work
defects and ensure timeliness of product delivery.

Definition

Application Development Service Level Requirements
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Minimum

Measurement
Interval

Project Estimation

. Performance
Service Measure
Target

Performance %

Methods and Tools
0, i 0,
Used for Cost and Target 100% of projects 100% Monthly
Schedule
Project Estimation Actual - Not more
(actual cost vs. Target Cost Actual Estimate than +/- 10% of Monthly
estimated cost) estimate
. . Deliver proposal per FRTIB schedule
Service Requests Target Time within target time 95% Monthly
Milestone Completion of
Completion - . milestones by o
Milestones on the Completion Date scheduled 100% Weekly
Critical Path completion date
Milestone Completion of
Completion - All . milestones by o
Milestones NOT on Completion Date scheduled 95% Weekly
Critical Path completion date
Functional Scale-based 4.5 or higher on a o . .
Requirements Met | Opinion Survey 5.0 point scale 95% Project Completion
Less than X
Quality Deviations from errors/defects per 959% Monthly

Specifications

Y lines of code
found during UAT

Formula

Performance = Transactions completed within required
time/Total Transactions

Reporting Interval

Monitor Continuously, Report Monthly

Measurement Tool

[Specify monitoring and reporting tool(s) to be used]
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Definition

SERVICES (TESS)

Application Operations and Maintenance Service Level Requirements are the
performance metrics related to the services that Provider must provide on an ongoing
basis in support of production applications in response to reported work defects and

requests for changes in the Applications.

Application Operations and Maintenance Service Level Requirements

182

Reliability of - Criticality 1 o .
Application Reliability Applications 9% Daily
Reliability of - Criticality 2 o .
Application Reliability Applications 7% Daily
Reliability of - Criticality 3 o .
Application Reliability Applications 95% Daily
Response Time of Response Time As defined by
therl)\ lication From Entering FRTIB per 95% Daily
PP Command to Result | application
. . <5 days
Service Requests Delivery Reply <48 hours 989% Weekly
0

Time to R d 30 minut
Incident Handling fme _0 .espon 30 minutes <% minutes Monthly

(All Priority Levels) 95%

Time to Resolve:

Priority Level 1 <2 hours 95% Monthly

Priority Level 2 <4 hours 95% Monthly

<6 hours or as
Priority Level 3 prioritized by 95% Monthly
FRTIB
- As defined by
Availability of Availability FRTIB per 98% Weekly
Support Staff L
application
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Application Operations and Maintenance Service Level Requirements

Number of major
defects during
. . system test per o
Quality Deviations each application 99% Monthly

release as defined
by FRTIB

Formula Performance = Transactions completed within required

time/Total Transactions
Reporting Interval Monitor Continuously, Report Monthly
Measurement Tool [Specify monitoring and reporting tool(s) to be used]

9.3.3. Reports
The following reports, in addition to monthly SLR compliance, are required.

Table 143. Application Services Reports

Description Timing

TBD

10.0 Recordkeeping Services

FRTIB Recordkeeping for the Thrift Savings Plan (TSP) includes services that are considered
business process functions that are enabled or augmented by the FRTIB systems, but are inherently
non-IT services; for example, the processing of required minimum distributions. While this work
might leverage the IT systems of the FRTIB IT systems, the essential nature of the work is a
business process based work effort. As a result, it is critical that the service provider have
experience and expertise in these business process services for defined contribution Plans.
Information regarding the TSP investment funds can be found on the tsp.gov website.

This encompasses the core recordkeeping functions, which are the processing of participant and
plan level transactions to include contributions, corrective adjustments, investment transactions,

loans and other disbursements, and reporting.
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Other important considerations, which may be unique to the TSP recordkeeping environment, are
tax-exempt funds, Senate pay date rules, the redesignation and recharaterization process, and the
error correction process.

The business processing services included in this statement of work are:

Required Minimum Distribution

Refund of Excess Contributions

G Funds Transfer/Forfeiture

Annual Tax Reporting

Year End Processing

Omni Scripting/Ad Hoc Reporting

Audit Support

Level 2 Functional Application Support

Quarterly and Annual Participant Statement Processing

In addition to the Services described in this section, the Provider is responsible for providing the
Services described in the Cross-Functional Services section.

10.1. Service Environment

10.1.1. Scope of the Infrastructure to Be Supported

The following sub-sections and related Service Environment Appendices further describe and scope
the Recordkeeping environment to be supported. These Service Environment Appendices are to be
maintained by Provider, and reviewed with FRTIB, and updated by Provider and made available to
FRTIB on a quarterly basis.

10.1.1.1. Transaction Volumes

A listing and description of Recordkeeping transactions to be supported is provided in Appendix
H.1—Transaction Volumes.

10.1.1.2. Service Locations

All Recordkeeping Services are provided at Provider-owned facilities. A listing of Provider-owned,
operated or subcontracted facilities providing Recordkeeping Services is provided in Appendix
H.2—Provider Recordkeeping Facilities.

10.1.1.3. Policies, Procedures and Standards

The policies, procedures and standards with which Recordkeeping Services will comply are
provided in Appendix H.4—Recordkeeping Policies, Procedures and Standards.
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10.1.1.4. Agreements and Licenses

A list of Recordkeeping-related agreements and licenses is provided in Appendix H.5—
Recordkeeping Agreements and Licenses for which FRTIB will retain ownership and responsibility.

10.1.1.5. Work-In-Progress

FRTIB currently has a number of Recordkeeping related initiatives in progress that are included
within the scope of this SOW and may impact Services. The Service Provider (SP) will work with
FRTIB per the terms of this Statement of Work to complete this work contained in Appendix H.6—
Recordkeeping-Related Work in Progress.

10.1.1.6. Future Initiatives

Other Recordkeeping-related initiatives considered but not in process are included in Appendix
H.7—Recordkeeping-Related Future Initiatives.

10.1.1.7. Baseline Information

FRTIB'’s current Recordkeeping utilization and projected usage is presented in Appendix H.8. These
business requirements represent FRTIB’s most realistic projection of the Service requirements for
Day 1 implementation based on a combination of past trends and current anticipated overall
business direction over the term of the Agreement.

These metrics, along with other data which may be pertinent for sizing the solution, are reflected in
Schedule X—Fees.

10.1.2. Recordkeeping Service Requirements

10.1.2.1. Service Descriptions and Roles and Responsibilities

In addition to the Services, activities, and roles and responsibilities described in the Cross-
Functional Services section, the following Recordkeeping Services are required.

10.1.2.1.1. General Responsibilities

The following table identifies general roles and responsibilities associated with this SOW. An “X” is
placed in the column under the Party that will be responsible for performing the task. Provider
responsibilities are indicated in the column labeled “Provider.”

DRAFT STATEMENT OF WORK

185



TECHNOLOGY AND ENTERPRISE SUPPORT
SERVICES (TESS)

Table 144. General Roles and Responsibilities

General Roles and Responsibilities Provider FRTIB

1. Check for regulatory, legislative, policy, or systems changes that X
affect the Recordkeeping process
2. Recommend solutions in response to regulatory, legislative, policy, X
or systems changes that affect the Recordkeeping process
3. Approve solutions in response to regulatory, legislative, policy, or X
systems changes that affect the Recordkeeping process
4. Implement solutions in response to regulatory, legislative, policy, X
or systems changes that affect the Recordkeeping process

10.1.2.1.2. Required Minimum Distribution (RMD) Processing

Process and pay the RMD for those participants who are eligible for this based on employment
status and age. There are three processes during the year. Those regular participants newly
eligible for RMD have their first year RMD's processed in March of the following year. Beneficiary
Participant (BPA) participants have their first year RMD issued before the end of the year. Every
year those already making withdrawals who are RMD eligible are reviewed and if the amount that
they withdrew is not sufficient to meet their RMD amount a residual amount is disbursed at the end
of the year.

Table 145. Required Minimum Distribution Processing

Required Minimum Distribution Processing Provider
Annual Residual RMD
1. Test RMD process by doing a “dry run” X
2. Identify eligible RMD population X
3. Provide RMD reports to FRTIB staff for potential RMD population X
4. Review and edit RMD report for potential RMD population and X
exclusions
5. Perform data cleanup based on FRTIB feedback X
6. Perform trial execution seven days in advance and provide results X
to FRTIB “accounting”
Review and approve trial execution X
Execute actual RMD process on the scheduled date X
Do a “sanity check” of the results versus the trial run X
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10. Report actuals and any exceptions to FRTIB before everything goes X
to Omni Pay

11. Review and approve actuals before everything goes to Omni Pay X

12. Conduct a “lessons learned” session after each actual RMD process X
execution

First Year RMD

13. Test RMD process by doing a “dry run”

14. Identify eligible RMD population

15. Provide RMD reports to FRTIB staff for potential RMD population

AR R

16. Review and edit RMD report for potential RMD population and X
exclusions

17. Perform data cleanup based on FRTIB feedback X

18. Perform trial execution seven days in advance and provide results X
to FRTIB “accounting”

19. Review and approve trial execution X

20. Execute actual RMD process on the scheduled date X

>

21. Do a “sanity check” of the results versus the trial run

22. Report actuals and any exceptions to FRTIB before everything goes X
to Omni Pay

23. Review and approve actuals before everything goes to Omni Pay X

24. Conduct a “lessons learned” session after each actual RMD process X
execution

10.1.2.1.3. Refund of Excess Contributions

Services include the refund of funds that are in excess of applicable IRS limits. There are two types
of refunds. Systematic refunds are where the applicable limit has been exceeded when the amounts
from the uniformed services and civilian accounts are combined. Ad hoc refunds are when the
participant requests a refund of excess funds based on the combined amounts between the TSP and
an outside eligible plan in which they also participated. Report to employing agency details of any
matching contribution that relates to the moneys refunded to the participant.

Table 146. Refund of Excess Contributions

Refund of Excess Contributions Provider FRTIB
1. Identify participants who have exceeded IRS limits within the TSP X
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Refund of Excess Contributions Provider FRTIB

2. Produce Refund of Excess Contributions reports and send to FRTIB

staff X

Review and approve Refund of Excess Contributions report results X

4. Execute actual Refund of Excess Contributions process on the
scheduled date

5. Report actuals and any exceptions to FRTIB and related match
Agencies

Review actuals X

Provide details of any approved ad hoc returns X

Perform ad hoc returns as specified and approved by FRTIB for
participants who have exceed IRS limits between the TSP and an X
outside eligible plan

10.1.2.1.4. G Funds Transfer/Forfeiture

For those receiving their first year RMD a notice is sent informing them that they must make a full
withdrawal election (which can be a stream of monthly payments) by a certain date or their
account will be declared abandoned and forfeited to the TSP. The money in the account is
transferred to the G (Government Securities) fund to avoid any chance of investment risk and then
if the deadline passes without the submission of the requisite withdrawal forms the account is
abandoned. Participants may then file a request with the TSP to have that money restored to their
account and that request must also include their withdrawal forms. The forfeiture is automatic
based on the data in the system at time of forfeiture. The restoration is manual based on direction
from FRTIB.

Table 147. G Funds Transfer/Forfeiture

G Funds Transfer/Forfeiture Processing Provider FRTIB
1. Identify/validate participants who have received a first year RMD X
2. Perform trial execution of G Funds Transfer X
3. Provide results of trial execution of G Funds Transfer to FRTIB X
accounting
4. Check trial execution of G Funds Transfer for reasonableness X
5. Review and approve trial execution of G Funds Transfer X
6. Perform actual execution of G Funds Transfer X
7. Report actuals and any exceptions to FRTIB of G Funds Transfer X
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G Funds Transfer/Forfeiture Processing Provider FRTIB
Review actuals of G Funds Transfer X
Conduct a “lessons learned” session after each actual G Funds X
Transfer process execution
10. Perform trial execution of Forfeiture X
11. Provide results of trial execution of Forfeiture to FRTIB accounting X
12. Check trial execution of Forfeiture for reasonableness X
13. Review and approve trial execution of Forfeiture X
14. Perform actual execution of Forfeiture X
15. Report actuals and any exceptions to FRTIB of Forfeiture, including X
detailed participant-level data
16. Review actuals of Forfeiture X
17. Conduct a “lessons learned” session after each actual Forfeiture X
process execution

10.1.2.1.5. Annual Tax Reporting

Perform annual tax reporting including generating the forms for participants, state summary and
tax withholding reconciliation, creation of electronic file that will be transmitted to IRS. Perform
sweeps and data cleanup as directed by FRTIB. At the end of each month perform a trail run of tax
reporting (including data cleanup and reconciliation activities). Also perform corrected tax
reporting for the prior tax year as needed. Prior to actual annual run, execute a full dress rehearsal
based on actual data.

Table 148. Annual Tax Reporting

Annual Tax Reporting Provider FRTIB

Monthly Trial Tax Reporting

1. Produce trial tax reporting at the end of each month out of Omni X

Plus and Omni Pay

2. Provide results to FRTIB X

3. Compare Omni Pay versus Omni Plus outputs X

4. Provide output comparison report to FRTIB X

5. Review output comparison report X

6. Approve corrections suggested in the output comparison report X

7. Make necessary corrections to Omni Plus X
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Annual Tax Reporting Provider FRTIB

Make necessary corrections to Omni Payments X

Provide listing of disbursements where TIN may be EIN to FRTIB or
designated third party

10. Review listing of disbursements to determine for each TIN whether
itis an EIN or SSN

11. Update Omni tax reporting files X

12. Identify potentially incorrect addresses and provide to FRTIB or
designated third party

13. Review potentially incorrect addresses and provide feedback X

14. Update Omni per FRTIB direction X

15. Reconcile Omni tax withholding against taxes submitted to IRS X

16. Review tax files for correctness X

Annual Tax Reporting Dress Rehearsal

17. Create tax reporting processing schedule X

18. Review and approve tax reporting processing schedule X

19. Run ad hoc reports identifying various potential errors or problems X

20. Review results of ad hoc reports and provide direction for
corrections

21. Make corrections to the recordkeeping system as directed by FRTIB X

22. Produce tax reporting test file X

23. Review tax reporting test file for correctness X

24. Reconcile Omni tax withholding against taxes submitted to IRS X

Annual Tax Reporting

25. Run ad hoc reports identifying various potential errors or problems X

26. Review results of ad hoc reports and provide direction for
corrections

27. Make corrections to the recordkeeping system as directed by FRTIB X

28. Produce tax reporting file X

29. Review tax reporting file for correctness X

30. Prepare 1099R file to be used for form creation X

31. Review 1099R file to be used for form creation X

32. Create 1099R forms for printing by print provider X
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Annual Tax Reporting Provider FRTIB

33. Transmit 1099R forms to the print provider X

34. Reconcile Omni tax withholding against taxes submitted to IRS X
35. Produce and submit 945 and 945A forms to IRS X
36. Transmit 945 and 945A forms to IRS X
37. Submit tax withholding file to the IRS X
Corrective Tax Reporting (Ad Hoc)

38. Identify corrections to be made X
39. Enter corrections into Omni Pay X
40. Create pending corrections report when directed X

41. Verify pending corrections report X
42. Produce corrected forms X

43. Produce quarterly corrections file for IRS X

44, Review and transmit quarterly corrections file to IRS X

10.1.2.1.6. Year End Processing

Perform activities required to set up the system for the end of year and the start of the new year.
This includes supporting tax reporting and RMD processing. Set dates in a text file for use in
automatically creating transactions and showing proper date on notices. Set up business calendars.
Perform several sweeps and resulting data clean-up. Accelerate remaining monthly payments so
that the payment is issued in the proper tax year. Residual RMD payments are also processed prior
to the last tax business day for the year.

Table 149. Year End Processing

Year End Processing Provider FRTIB
1. Create year end processing schedule X
2. Review and approve year end processing schedule X
3. Update approximately 15 text files as directed by FRTIB X
procedures
4. Create approximately 15 price records X
5. Review and approve text files and price record updates X
6. Run job to disburse monthly payments for the rest of the year X
7. Run residual RMD process for BPA participants X
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Year End Processing Provider FRTIB
8. Run residual RMD process for the rest of the participants X
9. Perform annual tax reporting X
10. Run fourth quarter and annual statements process/jobs X
11. Review output for all jobs X

10.1.2.1.7. Omni Scripting/Ad Hoc Reporting

Support FRTIB by producing ad hoc reporting requested by FRTIB. This may also include writing
Omni Scripts to correct issues identified with the data (under proper controls). If dealing with any
system/data issues response is very time sensitive and any corrections must be accomplished
correctly.

Table 150. Omni Scripting/Ad Hoc Reporting

Omni Scripting/Ad Hoc Reporting Provider FRTIB
1. Define reporting or processing requirements X
2. Recommend Omni Script/Ad Hoc Reporting solution design X
3. Approve Omni Script/Ad Hoc Reporting solution design X
4. Develop Omni Script/Report X
5. Approve Omni Script/Report development X
6. Run Omni Script/Report and provide output X
7. Review and approve Omni Script/Report output X

10.1.2.1.8. Audit Support

Support FRTIB in responding to requests from our auditors. This may include sweeps to provide
specified data. It may also be providing desk procedures and other documentation requested by
auditors. Assist FRTIB in researching and resolving any problems or concerns identified by the
auditors. This may also mean providing support for FRTIB during the actual meetings with the
auditors. Due to limited time allotted for the audits this support is time sensitive requiring prompt
action.

Table 151. Audit Support

Audit Support Provider FRTIB
1. Define audit support reporting requirements X
2. Recommend audit reporting solution design X
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Audit Support Provider FRTIB
3. Approve audit reporting solution design X
4. Develop audit report X
5. Approve audit report development X
6. Run audit report and provide output X
7. Review and approve audit report output X
8. Provide other information/documentation as requested by X
auditors

10.1.2.1.9. Functional Application Support

Functional Application Support provides level 2 support to the service desk for business process,
transactional, and data management of the recordkeeping system applications and databases.

Table 152. Functional Application Support

Functional Application Support Provider

1. Define and document Functional Application Support policies,
standards, and requirements

2. Approve Functional Application Support policies, standards, and
requirements

3. Resolve escalated level 2 incidents/problems per the Incident
Management and Problem Management processes defined in the X
Cross Functional SOW

10.1.2.1.10.Quarterly and Annual Participant Statement Processing

Extract data from Omni to support generation of both annual and quarterly participant statements.
Produce those statements using extracted data per design approved by FRTIB. Properly report on
the current statement any reversals of activity that occurred in a prior statement period.

Table 153. Quarterly and Annual Participant Statement Processing

Quarterly and Annual Participant Statement Processing Provider FRTIB

1. Define requirements and content of Quarterly and Annual
Statements
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Quarterly and Annual Participant Statement Processing Provider FRTIB
2. Extract information from Omni Plus to statement processing X
storage area
3. Update Statements based on new/changed requirements X
4. Provide test Statements to FRTIB X
5. Review and approve test Statements X
6. Produce Quarterly Statements X
7. Produce Annual Statements X

10.1.2.1.11.Loan Default Processing

Loan Default Processing is a quarterly process to identify loans that are eligible for default, generate
notifications, and execute the loan default program if applicable.

Table 154. Loan Default Processing

Loan Default Processing Provider FRTIB
1. Run the sweep report to identify default eligible loans X
2. Produce notices for default eligible loans X
3. Review the sweep report results for default eligible loans X
4. Produce loan default transactions with quarter end trade date X
5. Postloan default transactions to the Omni system X
6. Review loan default transactions for accuracy X

10.1.2.1.12. Daily Processing

Daily Processing, including the Unified, is the process by which FRTIB updates participant records.
These updates include updates to the Web, voice response, core recordkeeping system, accounting,
workflow, and generate activity reports used to trade with our asset manager. This process is core
to our system capability and must execute successfully every day per schedule.

Table 155. Daily Processing

Daily Processing Provider FRTIB

1. Run a non-post production edit on the recordkeeping system after
Agency cutoff (approximately 6 AM)
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Daily Processing Provider FRTIB
2. Provide early pre-notification of trades report based on Agency- X
submitted transactions
3. Run a non-post production edit on the recordkeeping system after
: ) . X
Financial Transaction cutoff (12 Noon)
4. Provide second pre-notification of trades report to include all X
financial transactions
5. Extract transactions from online environment to batch after non- X
financial cutoff (6 PM)
Calculate and submit fund prices X
Process all of the transactions within the Unified X
Synchronize the online and batch environments as a result of the X
nightly Unified
9. Load accounting information into general ledger and disbursement X
and tax reporting system
10. Produce reports to the agencies with the results of the processing X
of agency transactions
11. Produce accounting reports, including true up information from the X
processing of the Unified
12. Produce participation and demographic reports X
13. Produce notices to participants resulting from participant- X
submitted transactions
14. Transmit notice file to print provider X
15. Convert reports and notices to PDF and load into document X
imaging system
16. Produce the disbursements file for Treasury X
17. Certify disbursements file to Treasury X
18. Provide updated account balances and transaction information to
. X
the Web, IVR, and statement repository

10.2. Exclusions

The following items are specifically excluded from this SOW:

a. None
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10.3. Service-Specific Milestones

Milestones specific to the deployment of Recordkeeping services are listed in the following table:

Milestone Description Milestone Date

TBD

10.4. Service Management

10.4.1. Objectives

A key objective of this agreement is to attain service-level requirements (SLRs). Service Level
Agreements (SLAs) and Project-specific SLAs are specified with fee reductions where business is
impacted through failure to meet significant mission critical systems or services, or project
milestones or objectives warrants a reduction in fees paid when service performance requirements
are not met. SLRs are detailed in the following sections and SLAs are detailed in Schedule X - Fee
Reductions. Written reports to FRTIB regarding Provider’s compliance with the SLRs specified in
this SOW Schedule are required.

10.4.2. Service-Level Requirements (SLRs)

The following minimum Service levels are required at the end of the Transition Period. Provider
must consistently meet or exceed the following SLRs. SLRs associated with Fee Reductions are
detailed in Schedule X—Fee Reductions. All times referenced are in U.S. Eastern Time.

Table 156. Required Minimum Distribution SLR

Definition The Required Minimum Distribution Processing function should be completed
within the schedule as provided by FRTIB
RMD Service-Level Requirements

Service Performance SLR Performance
RMD Measure Target %
RMD Processing RMD Number of RMD Processing Events 100%
Processing performed successfully per the Schedule with
Schedule correct information
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Service Performance SLR Performance
RMD Measure Target %
Formula RMD Processing Events completed successfully per the Schedule
with correct information + Total RMD Processing Events Required

Measurement | Measure Annually

Interval

Reporting Report Annually

Period

Measurement TBD

Tool

Table 157. Refund of Excess Contributions SLR

Definition The Refund of Excess Contributions Processing function should be completed within
the schedule as provided by FRTIB

Refund of Excess Contributions Service-Level Requirements

Service Performance SLR Performance
Refund of Excess Measure Target %
Refund of Excess Refund of Number of Refund of Excess Contributions 100%
Contributions Excess Processing Events performed successfully
Processing Contributions | per the Schedule with correct information
Processing
Schedule
Formula Refund of Excess Contributions Processing Events completed
successfully per the Schedule with correct information + Total
Refund of Excess Contributions Processing Events Required
Measurement | Measure Annually
Interval
Reporting Report Annually
Period
Measurement TBD
Tool
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Table 158. Tax Reporting SLR

N The Tax Reporting Processing function should be completed within the schedule as
Definition .
provided by FRTIB.

Tax Reporting Service-Level Requirements

198

Monthly Trial Tax Service Performance SLR Performance
Reporting Measure Target %
Monthly Trial Tax Monthly Trial | Number of Monthly Trial Tax Reports 100%
Reporting Processing | Tax Reporting | performed successfully per the Schedule with
Processing correct information
Schedule
Formula Monthly Trial Tax Reports processed successfully with correct
information + Total Monthly Trial Tax Reports Processed
Measurement | Measure Quarterly
Interval
Reporting Report Quarterly
Period
Measurement TBD
Tool
Annual Tax Service Performance SLR Performance
Reporting Measure Target %
Annual Tax Reporting | Annual Tax Annual Tax Report performed successfully 100%
Processing Reporting per the Schedule with correct information
Processing
Schedule
Formula Annual Tax Reports processed successfully + Total Annual Tax
Report Processed
Measurement | Measure Annually
Interval
Reporting Report Annually
Period
Measurement TBD
Tool
Quarterly Corrected Service Performance SLR Performance
Tax Reporting Measure Target %
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Tax Reporting Service-Level Requirements

Monthly Trial Tax Service Performance SLR Performance
Reporting Measure Target %
Quarterly Corrected Quarterly Number of Quarterly Corrected Tax Reports 100%
Tax Reporting Corrected Tax | performed successfully per the Schedule with
Processing Reporting correct information
Processing
Schedule
Formula Quarterly Corrected Tax Reports processed successfully with
correct information + Total Quarterly Corrected Tax Reports
Processed
Measurement | Measure Annually
Interval
Reporting Report Annually
Period
Measurement TBD
Tool

Table 159. Year End Processing SLR

Definition

End of Year Processing function should be completed within the schedule as
provided by FRTIB.

Year End Processing Service-Level Requirements

Service Performance SLR Performance
Year End Processing Measure Target %
Year End Processing Year End Number of Year End Reports performed 100%

Processing successfully per the Schedule with correct
Schedule information

Formula Year End Reports processed successfully with correct information

+ Total year End Reports Processed
Measurement | Measure Annually
Interval
Reporting Report Annually
Period
Measurement TBD
Tool
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Year End Processing Service-Level Requirements

Service Performance SLR Performance
Year End Processing Measure Target %

10.4.3. Reports

The following reports, in addition to monthly SLR compliance, are required.

Table 160. Recordkeeping Reports

Report Description Timing

TBD
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